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OKTA CONFIGURATION

Overview

This Guide will provide the minimum details required to support the Forum Sentry and Okta integration for
Single Sign-On (SSO). If you don't have an Okta account, you can sign up for a developer account at
https://developer.okta.com. Once you have access to an Okta account, you will need to configure the
Authorization Server to support the Interaction Code grant then add a Web Application policy and
configure the client credentials and interaction code.

Prerequisite for Using Okta

The Forum Sentry integration with Okta requires that you are using the Okta Identity Engine, not the Okta
Classic Engine. If you are unsure which version of Okta you are using, you can verify whether you are on
the Okta Identity Engine or the Classic Engine by following the below steps:

1. Log into the Okta Admin Dashboard.
2. Scroll down to the bottom of any Admin Dashboard page.
3. Look for the version humber located at the bottom of the page.

The engine you are using is identified based on the version number. If the version number ends with an
'E', you are running on the Okta Identity Engine. If the version number ends with 'C’, you are running on
the Okta Classic Engine. For reference the version may look like this: Version 2023.12.1 E

If you have an Okta Classic Engine account you must upgrade it before proceeding.

Enable the Interaction Code Grant Type

Depending on the version of Okta you have, you may need to ensure you allow Administrators to
configure the Interaction Code grant type on the Applications policy we will need later on. To check this
setting, go to the Okta portal Settings->Account “Embedded widget sign-in support” widget and ensure
the “Allow admins to configure the Interaction Code grant type for apps and authorization servers that
they manage” option is checked.

£ okta ® 8 G "o

Dashboard “

Directory ~ Client-based rate limiting Edit

Customizations ~

Applications w

Enal
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https://developer.okta.com/

Modify or Add an Authorization Server

Login to your Okta instance, go to Security->API menu and select the Authorization Server that you want
to use for the Forum Sentry integration. You can choose to use the default instance, or create a new
custom Authorization Server. To create a new Authorization Server, click on the “Add Authorization
Server” button and use the following settings:

Name: Sentry
Audience: api://sentry
Description: (optional)

Once the policy is created, ensure the Issuer setting is not set to dynamic, but rather a static URI.
$% okta a 3 23 .

Applications a2

API

Socurity -

Ganersl Authorization Servers Tokens Trusted Origins

Healthinsight

© Add Authorization Server

Authenticators

MName Audience Issucr URY

apiidefault s fdev-85327793, okta.comfoauth2default Active * ’

Dafault

Prafila Enrolimant 1y apij/sentry htips:/jdev-B5327793 okta comoauth 2 (ausecp|2 2 SLLIGHVSg SA7

Identity Providers

Davice Assurance
Policies

Devica integrations

Administrators

Add a new Access Policy for the Authorization Server

Go to Security->API menu and click on the Authorization Server that you want to use for the Forum
Sentry integration. Go to the Access Policies Tab and create a new Access Policy called
“AuthorizeSentry”.
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Settings Scopes Claims Access Policies Token Preview

Add New Access Policy

1 AuthorizeSentry

AuthorizeSentry [ Active ¥ } [ / Edit ] [ X Delete ]
Description Authorize Forum Sentry Instances
Assigned to clients o All Clients

Add rule

Priority Rule Name Scopes Status Actions

Click on the Add Rule button and use the following settings:

Rule Name

sentry

IF Grant type is Client acting on behalf of itself

@ Client Credentials
Client acting on behalf of a user

Authorization Code
Interaction Code
Implicit (hybrid)

Resource Owner Password

SAML 2.0 Assertion

Device Authorization

Token Exchange

Client-initiated backchannel authentication flow
(CIBA)

AND Useris © Any user assigned the app
Assigned the app and a member of one of the

following:

AND Scopes requested © Any scopes
The following scopes:

THEN Use this inline hook

None (disabled) v
AND Access token lifetime is 1 Hours v
AND Refresh token lifetime is Unlimited -
but will expire if 7 Days v -
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Create a Web Application Policy

Login to your Okta instance, go to Applications menu and select the Create App Integration button.
Under the Sign-In method, Choose “OIDC — OpenID Connect”, and under the Application type setting,
choose “Web Application”.

Create a new app integration

Sign-in method

Learn More [

Application type

What kind of application are you trying to integrate
with Okta?

Specifying an application type customizes your
experience and provides the best configuration,
SDK, and sample recommendations.

© 0IDC - OpenID Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SS0O) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

Web Application

Server-side applications where authentication and tokens are handled on
the server (for example, Go, Java, ASP.Net, Node.js, PHP)

Single-Page Application

Single-page web applications that run in the browser where the client

receives tokens (for example, Javascript, Angular, React, Vue)

Native Application
Desktop or maobile applications that run natively on a device and redirect
users to a non-HTTP callback (for example, iOS, Android, React Native)

Cancel m

On the following screen, name the policy (i.e. “MyForumSentry”) and under Grant Types ensure that

“Interaction Code” and “Refresh Token” are checked.

In the Sign-in redirect URIs section, add the following URI:

https://mysentry.mycompany.com:5050/webadmin/login/oktacallback

In the Trusted Origin section, add the following URI:

https://mysentry.mycompany.com:5050/

where mysentry.mycompany.com is the Hostname or IP address of the Sentry instance. Note that the

redirect URI is case-sensitive.
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$% okta ‘ D B8

Dashboard - App itagraion nkme MyForumSentry
Dinactary ¥ Logo (Opticnal Blo
Customizations v @
Applications ~
Applications
Grant type Client acting on behalf of itself
Self Service G M £ Client Credentials
Ciient acting on behalf of a user
API Service Integrations Authorization Code
& =:=_ @ Interaction Code
t; -
s Refresh Token
Client-initiated backchannel authantication flow (CIBA)
Workflow v implicit (hybrid)
Reports v
Settings . Sign-in redirect URIs Allow wildcard * in sign-in URI rediract
(= Y an | [x
Learn More (5 + Add URI
Sign-out redirect URIs (Optiona) http:/flocalhost:8080 x
+ Add URI

Learn More (%

Trusted Origins

=>— Baaa Lns. (Opticinl) httpsy/jmysentry.mycompany.com:5050 x

Create User Profile Attributes (Optional)

Sentry supports 3 custom attributes for users logging into the WebAdmin from Okta. These attribute
names are configurable on the Sentry Okta policy, so you can choose to user your own custom attribute
names for these, but they need to be set both in the Sentry Okta Policy and be set properly under the
Okta Directory->Profile Editor section for the Forum Sentry application profile. If you choose to use
these optional features, the custom attributes can using the steps below.

1) Go to the Directory->Profile Editor section and clicking on the Sentry Application profile.

$% okta ) D 89 %
Dashboard »
Directory -~ Profile Editor @ Help
Paopl Leam about Universal Direciony
Groupg Univarsal Dwectory allows you 10 stone employee, partnar, and customer profiles in Okta, generating a user-based, single sturce of truth,

Using Prafile Editar, you can sxtend and customize Leer and app-spacific profilas, a2 well 3¢ transfonm snd map stiributes betwaen
Davices profiles. Al of thase features provide robust provisiening suppart,

Directory integrations
Users  Groups

Profie Sources

Users

Customizations o
Applications - © Craate Dkta Usar Typa
Security e Profie Type
edault Okta
- okta
‘Waorkfiow user
Reports - g | DEvESapEr Repsiration SO User Identity Provider Mappings
oidc_idp
bt Directories
ttings. o a
Appication S
ety Pravidars o Mappings

widc_client
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Privileged Access Attribute

The Privileged Access Attribute is an attribute defined for the Okta user which will be used to determine
whether the Web Admin user will be granted privileged access (i.e. super user) rights. By default, any
user authenticated through Okta has privileged access. If there is an attribute specified in Okta and

Sentry for the privileged access attribute, the user will only have privileged access if the Boolean attribute
exists with value = true.

1) To create the Privileged Access custom attribute, go to the Sentry application profile screen shown
above and click the “Add Attribute” button to bring up the new attribute dialog

$& okta

Dashboard

Directory
People
Groups
Davices

Profiée Editor

Directory Integrations

Profile Sources

Customizations

Applications

Security

Workflow

Reports

Settings

ag
Qo =
Profile Editor
MyForumSentry User 4 Edit @
Display name MyForumSentry User
Dascription
variable namé @
Attributes
Add # Mappings
Filts Display Name Vartablo Namo Data type Attribute Type
AN
Username ams string o L]
Bas
i 1ing B o
et AL B o
strno Base a

2) Choose Data Type “boolean” and provide a display hame and a variable name for the attribute, such

as: sentry_privileged _access

You can then choose the User permissions for this attribute. It is recommended to use Read Only to
prevent users from setting their own attribute values.

Add Attribute

Forum Sentry™ WebAdmin Okta Integration Guide |

9



Role Policy Attribute

The Role Policy Attribute is an attribute defined for the Okta user which will be used to determine the Role
Policy from Forum Sentry that the Web Admin user will be granted on login. By default, no role policy is
assigned to an Okta user if a Role Attribute does not exist. If there is a Role Policy value configured for
the role attribute and the value is not empty, a role policy is required to exist in Sentry or the
authentication will be denied. It is allowed for the attribute to not exist (default) or to have an empty value.

1) To create this custom attribute, from the Sentry application profile screen shown above, click
the “Add Attribute” button to bring up the new attribute dialog

2) Choose Data Type “string” and provide a display nhame and a variable name for the attribute, such as:
sentry_role_policy

Add Attribute

You can then choose the User permissions for this attribute. It is recommended to use Read Only to
prevent users from setting their own attribute values.

Group Policy Attribute

The Group Policy Attribute is an attribute defined for the Okta user which will be used to determine the
Group Policy from Forum Sentry that the Web Admin user will be associated with on login. By default, no
group policy is configured. If there is an attribute configured for the group policy and the value is not
empty, a group policy is required to exist in Sentry. It is allowed for the attribute to not exist (default) or to
have an empty value.

1) To create this custom attribute, from the Sentry application profile screen shown above, click
the “Add Attribute” button to bring up the new attribute dialog

2) Choose Data Type “string” and provide a display name and a variable name for the attribute, such as:
sentry_group_policy

Add Attribute

*

¥y name @

saniiry, group, pokc
Vanable name @

Seniry.group. pokc

You can then choose the User permissions for this attribute. It is recommended to use Read Only to
prevent users from setting their own attribute values.
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Assign User Profile to Okta Users

If you choose to use these custom attributes, then once then steps above have been completed to create
these attribute types for the Okta user profiles, you will then need to assign the values for these attributes
on the user policies defined in Okta. To do this, go to Directory->People, click on the People policy and
then click the “Assign Applications” button.

$% okta a

Dashboard ~

test user

Directory -~

Groups

testuser@company.com

‘  Resend Password Email | More Actions ¥

Jp User . Password expired. User is now in one-time password |
Devices

3 X Applications Groups Profile Devices
Profile Editor

Directory Integrations

Assigned Applications

Assign Applications

Application Assignment & App Ut

Profile Sources
Customizations b

Annplications ~

On the subsequent dialog, click the Assign link next to the Sentry application.

Assign Applications x

Search..

o MyForumSentry $ Assign

The resulting “Assign Applications” dialog will show all of the User attribute values that can be set,
including the 3 new custom attributes created in the steps above. These values should correspond to
the Forum Sentry Okta Policy and Sentry WebAdmin expected values. Please refer to the section below
for more information on these optional values and their usage.

Note that the “Assign Applications” step will not be allowed if you have Federation Broker Mode enabled
on your application. Please refer to Okta documentation if you choose to have Federation Broker Mode
enabled and want to assign attribute values to individual users.

Create OAuth Claims for the Custom Attributes

In order for Okta to send the attributes and values to Sentry for the users, each custom attribute will
require a new claim to be added under Security->API->Authorization Servers. Click on the
Authorization Server you are using for Sentry, then click the Claims tab and the “Add Claim” button.

Forum Sentry™ WebAdmin Okta Integration Guide |
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& okta

Security -~ + Back to Authorization Servars

General Se ntry

Healthinsight
Active ¥
Authenticators

Authentication Policies

Giobal Session Policy

© Add Claim
Profile Enroliment
Clalm t ame Wih,
Igentity Providers ype N N
an sub [appuser != null} ? appuser.useriame :
Delegated app.chientid

Authentication ™
Natwarks
Behavior Detection

Device Assurance
Paolicies

Device Integrations

Settings Scopes Claims Access Policies

oo
oo

Type Included

acces Always

3

Each attribute will require a new claim to be added under Security->API->Authorization Servers.

1) Create the Claim for the Privileged Access attribute

Name: sentry_privileged_access
Include in token type: ID Token / Always
Value Type: Expression

Value: (appuser != null) ? appuser.sentry_privileged_access : false

Include In: Any Scope

2) Create the Claim for the Role Policy attribute

Name: sentry_role_policy

Include in token type: ID Token / Always

Value Type: Expression

Value: (appuser = null) ? appuser.sentry_role_policy :
Include In: Any Scope

3) Create the Claim for the Group Policy attribute

Name: sentry_group_policy

Include in token type: ID Token / Always

Value Type: Expression

Value: (appuser != null) ? appuser.sentry _group_policy :
Include In: Any Scope

Note: Any name can be used for the attributes. The attribute names listed here are suggestions. Any
value can be configured in Okta and then referenced in the Sentry Okta Policy (see steps below).
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FORUM SENTRY OKTA WEB ADMIN INTEGRATION

Overview

Forum Sentry provides an Okta adapter policy to enable login to the Web Admin interface via Okta.
Please be sure to complete the steps in the Okta Configuration section above before continuing with this
section.

Forum Sentry Okta User Policy

Login to the Forum Sentry Web Admin and go to the Access->User Policy menu. Here there will be a
link “Okta” for provisioning the Sentry Web Admin users to be able to login via Okta.

s ;
FORUMSENERY G > APl SECURITY GATEWAY : TP FORUMSYSEEMS

GENERAL

OKTA
Forum Systems

Getting Started

Help OKTA POLICY

Name: WebAdminOktaPolicy
DIAGNOSTICS

lssuer:* https /idev-T7327793 okta.comioauth2iausecpj225UJGHVg5d7
GATEWAY
Client ID:* Ooaed4oybpl8vURpHSd7
RESOURCES
Client Secret:
P
Privileged Access Attribute:” sentry_privileged_access
ACCESS
Role Palicy Attribute:* sentry_role_policy
Runtime Access
User ACLs
Host ACLs
IP ACLs
XACML

Group Policy Attribute:* sentry_group_palicy

Enable Diagnostics Logging

Admin Access
Domaing
Roles

User Policies
Users
Cache
User Groups
Active Users

Kerberos
SiteMinder
WebSeal
Oracle Al
WS-Trus
OpenAW
REST
Sentry
0

Okta User Policy Screen Terms
Here are the screen options you will find under the Okta menu.

FIELD NAME DEFINITION
Name WebAdminOktaPolicy (not configurable)

Issuer The issuer URI defined in Okta

Client ID The Client ID is the public identifier for the Okta Application policy.

Forum Sentry™ WebAdmin Okta Integration Guide |
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Client Secret

Privileged Access
Attribute

Role Policy Attribute

Group Policy
Attribute

Enable Diagnostic
Logging

The Client Secret is a secret known only to the application and the Okta authorization
server.

An attribute defined for the Okta user which will be used to determine whether the Web
Admin user will be granted privileged access (i.e. super user) rights. By default, any
user authenticated through Okta has privileged access. If there is an attribute
configured for privileged access attribute in the Okta policy, the user will only have
privileged access if the Boolean attribute exists for the user with value = true.

An attribute defined for the Okta user which will be used to determine the Role Policy
from Forum Sentry that the Web Admin user will be granted on login. By default, no
role policy is configured. If there is an attribute configured for the role policy and the
value is not empty, a role policy is required to exist in Sentry. It is allowed for the
attribute to not exist or to have an empty value.

An attribute defined for the Okta user which will be used to determine the Group Policy
from Forum Sentry that the Web Admin user will be associated with on login. By
default, no group policy is configured. If there is an attribute configured for the group
policy and the value is not empty, a group policy is required to exist in Sentry. It is
allowed for the attribute to not exist or to have an empty value.

Enables debug logging for Okta authentication sequences.

Okta User Policy Settings

After configuring the Okta policies from the sections above, these values will need to be entered for the
Forum Sentry Okta policy.

14

FIELD NAME
Issuer

Client ID
Client Secret

Privileged Access
Attribute

Role Policy Attribute

Group Policy
Attribute

Enable Diagnostic
Logging

VALUE
The issuer URI from the Okta found under the Security -> API -> Authorization Servers
for the authorization policy that will be handling these requests.

Client ID value as shown in the Okta Applications->[SentryWebApplication] policy.
Client Secret value as shown in the Okta Applications->[SentryWebApplication] policy.
(Optional). The Okta custom variable name that is to be used to determine Privileged
Access for the user. If no value is specified, any user authenticated via Okta will be

granted Privileged Access rights.

Note: The presence of a Role Policy attribute or Group Policy attribute properly
configured will automatically disable privileged access even if granted via this attribute.

(Optional). The Okta custom variable name that is to be used to determine which Role
Policy to associate to the Okta user. If no value is specified or no attribute is defined,
no Role Policy will be associated.

(Optional). The Okta custom variable name that is to be used to determine which
Group Policy to associate to the Okta user. If no value is specified or no attribute is
defined, the no Group Policy will be associated.

Checked for debug diagnostic logging, unchecked for standard logging.
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Sample values for Okta Policy:

Issuer: https://dev-62563068.0kta.com/oauth2/default

Client ID: Ooactaa5ghcWtEdcc5d7

Client Secret: BOWWYrJxPNL-avjeUhPJ2S6j4AL0sqb5FULNUJKD10I0fW\
Privileged Access Attribute: sentry_privileged_access

Role Policy Attribute: sentry_role_policy

Group Policy Attribute: sentry_group_policy
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