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INTRODUCTION TO THE OAUTH IDP SERVER POLICY GUIDE

Audience for the OAuth IdP Service Policy Guide

The Forum Systems Sentry™ Version 9 OAuth IdP Server Policy Guide is for scenarios where Forum
Sentry will act as the Identity Provider (IdP) providing an OAuth Authorization Server. The Forum Sentry
OAuth 2.0 authorization framework enables a third-party application to obtain access to an HTTP service,
either on behalf of a resource owner by orchestrating an approval interaction between the resource owner
and the API service, or by allowing the third-party application to obtain access on its own behalf.

Conventions Used

A red asterisk ( * ) aligned with a field term means that this field is required. In this and other
documentation, the Web Administration Interface is referred to as the WebAdmin and the Forum XML
Security Appliance™ is referred to as the ‘device’, ‘product’ or ‘system’.

In this document, all data or commands that must be entered or selected are displayed in boldface.
Example:

User name: johnsmith
Password: Fkkkkokok

Ul screens which display a STATUS column represent the following states:

e Green status light = enabled policy.
e Yellow status light = a required functional element of this policy is disabled.
o Red status light = disabled policy.

Assumptions

This document assumes that the reader will review the appropriate chapter before performing the
operations listed in this document. This document also assumes that the reader is familiar with OAuth. If
you are not familiar, we recommend you read The OAuth 2.0 Authorization Framework
http://tools.ietf.org/html/rfc6749.
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OAUTH IdP SERVER POLICIES

Forum Sentry provides an integrated OAuth authorization server which provides a comprehensive set of
OAuth identity provider capabilities for grant types authorization code, implicit, resource owner password
credentials, and client credentials to enable integration with any OAuth client or API infrastructure.

| FORUMSENERY & = API SECURITY GATEWAY : f~r FORUMSYSLELEMS

GENERAL
OAUTH POLICIES > NEW OAUTH POLICY
Forum Systems
Getting Started

Help NEW OAUTH POLICY
Name*: [ OAUTH_Palicy| 8]
DIAGNOSTICS Description:
GATEWAY
4

Network Policies

Netwaork Policies Labels.

Proxy Policies

Cloud Policies Client Authentication Mode: s Use these client credentials

Cache Policies Client 1d*: [ client
WSDL Policies Client Secret*: | oKZ3x7ThXTRJDqdfaTD Grvw==

WSDL Libraries Redirect URI*: [ hitp:fwww forumsys.com/sentry

WSDL Policies

Use this ACL to authenticate client
Content Policies

Client Authentication ACL: |[Allow All] v
XML Policies
REST Policies Client Type: s Confidential (Web Application) Public (Native or JavaScript)
JSON Policies ) _
HTML Policies Grant types ¥ Authorization code Implicit Password Client credentials
S18.Balicies Scope*: default
OAuth Policie
Tests Default Access Token Lifetime (secs)™ 7200

Task Policies Default Refresh Token Lifetime (days): |80

Task List Groups Reuse refresh token
Task Lists .
Enable persistent token storage
[ TTEEE (R I ACL Policy (passwaord grant):
Redirect Policies Fin g o
Request Task List Group:

Request Filters

Request Filters Response Task List Group:

RFSOURCFS

Client Types

Client types supported are

e Confidential
e Public

Confidential

Clients capable of maintaining the confidentiality of their credentials (e.g., client implemented on a secure
server with restricted access to the client credentials), or capable of secure client authentication using
other means.

The Confidential option requires that both a Client Id and a Client Secret be provided when generating an
access token.

Forum Sentry™ OAuth IdP Service Guide | 5
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Public

Clients incapable of maintaining the confidentiality of their credentials (e.g., clients executing on the
device used by the resource owner, such as an installed native application or a web browser-based
application), and incapable of secure client authentication via any other means.

The Public option requires only the Client Id to be provided when generating an access token.

Grant Types

Forum Sentry OAuth Policies support a comprehensive set of grant types per the OAuth specification. All
OAuth grant types are fully supported as described below.

Authorization code

The authorization code grant type is the most common OAuth2.0 flow, and is often referred to as 3-
legged OAuth.

The authorization code is obtained by using an authorization server as an intermediary between the client
and resource owner. Instead of requesting authorization directly from the resource owner, the client
directs the resource owner to an authorization server which in turn directs the resource owner back to the
client with the authorization code.

Before directing the resource owner back to the client with the authorization code, the authorization
server authenticates the resource owner and obtains authorization. Because the resource owner only
authenticates with the authorization server, the resource owner's credentials are never shared with the
client.

The authorization code provides a few important security benefits, such as the ability to authenticate the
client, as well as the transmission of the access token directly to the client without passing it through the
resource owner's user-agent and potentially exposing it to others, including the resource owner

Password (Resource Owner Password Credentials)

The resource owner password credentials (i.e., username and password) can be used directly as an
authorization grant to obtain an access token. The credentials should only be used when there is a high
degree of trust between the resource owner and the client (e.g., the client is part of the device operating
system or a highly privileged application), and when other authorization grant types are not available
(such as an authorization code).

Even though this grant type requires direct client access to the resource owner credentials, the resource
owner credentials are used for a single request and are exchanged for an access token. This grant type
can eliminate the need for the client to store the resource owner credentials for future use, by exchanging
the credentials with a long-lived access token or refresh token.

Implicit

The implicit grant is a simplified authorization code flow optimized for clients implemented in a browser
using a scripting language such as JavaScript. In the implicit flow, instead of issuing the client an
authorization code, the client is issued an access token directly (as the result of the resource owner
authorization). The grant type is implicit, as no intermediate credentials (such as an authorization code)
are issued (and later used to obtain an access token).

When issuing an access token during the implicit grant flow, the authorization server does not
authenticate the client. In some cases, the client identity can be verified via the redirection URI used to

| Forum Sentry™ OAuth IdP Service Guide



deliver the access token to the client. The access token may be exposed to the resource owner or other
applications with access to the resource owner's user-agent.

Client Credentials

The client credentials (or other forms of client authentication) can be used as an authorization grant when
the authorization scope is limited to the protected resources under the control of the client, or to protected
resources previously arranged with the authorization server. Client credentials are used as an
authorization grant typically when the client is acting on its own behalf (the client is also the resource
owner) or is requesting access to protected resources based on an authorization previously arranged with
the authorization server

OAuth Token Types

Access Tokens

Access tokens are credentials used to access protected resources. An access token is a string
representing an authorization issued to the client. The string is usually opaque to the client. Tokens
represent specific scopes and durations of access, granted by the resource owner, and enforced by the
resource server and authorization server.

The token may denote an identifier used to retrieve the authorization information or may self-contain the
authorization information in a verifiable manner (i.e., a token string consisting of some data and a
signature).

The access token provides an abstraction layer, replacing different authorization constructs (e.g.,
username and password) with a single token understood by the resource server. This abstraction
enables issuing access tokens more restrictive than the authorization grant used to obtain them, as well
as removing the resource server's need to understand a wide range of authentication methods.

Refresh Tokens

Refresh tokens are credentials used to obtain access tokens. Refresh tokens are issued to the client by
the authorization server and are used to obtain a new access token when the current access token
becomes invalid or expires, or to obtain additional access tokens with identical or narrower scope (access
tokens may have a shorter lifetime and fewer permissions than authorized by the resource owner).
Issuing a refresh token is optional at the discretion of the authorization server. If the authorization server
issues a refresh token, it is included when issuing an access token.

A refresh token is a string representing the authorization granted to the client by the resource owner. The
string is usually opaque to the client. The token denotes an identifier used to retrieve the authorization

information. Unlike access tokens, refresh tokens are intended for use only with authorization servers
and are never sent to resource servers.

Policy Attributes to Dynamically Specify Timeouts and Redirect URI

to dynamically set the redirect-uri, access-token-seconds, and the refresh-token-hours based on mapping
to those values via a mapping task with the Target type of “User Attribute”.

Forum Sentry™ OAuth IdP Service Guide | 7
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Authenticating Using a Database

The ACL on the OAuth Policy enables the ability to define how to authenticate the inbound ClientID and
ClientSecret. To authenticate via a database, use the Forum Sentry Custom Authenticate Adapter found
under Access->Custom area. Setting up this identity adapter to an ACL that is associated with the OAuth
policy is how to tie the authentication event of the OAuth policy with custom logic to determine how and
where to authenticate the credentials against, such as a database. The database authentication requires
creation of db schema that holds the client id and the client secret. App-based timeouts can also be
specified by having fields handle storing the access token timeout, and the refresh token timeout. Using
the Query Database task, the attribute information from the database can be mapped to the dynamic
OAuth specially named attributes to override the OAuth Policy default values.

CUSTOM AUTHENTICATION = CUSTOM AUTH POLICY CONFIGURATION

Always Show Advanced

CUSTOM AUTH POLICY

Policy Name*: [Custom_Auth_Falicy [2]
Enable privileged access: ¥Yes @ No

Restrict Menus:

Role palicy: Administrator v | Edit

@Ip: Task List Groups| - ——NONE"D

Cache timeout (in minutes): | 30
Cookie Name: FSSESSION

TASK LISTS > TASK LIST: NEW TASK LIST2 > TASK: QUERY DATABASE
null

QUERY DATABASE

Task Type Query Database
Task Name*: fouery Database
On Error @ Log & Halt Processing () Log & Continue
saL
-
Data Source: Database_Policy ¥ | Ed
Qutput: XML hd

Result Set Attribute Key Prefixes
Legacy Output Mode:
SQL Values (Click To Remove)
SQL PARAMETER MODE SQL TYPE SOURCE TYPE SOURCE NAME OUTPUT NAME

Note that when mapping the preset attributes, these have to be mapped as Identity Attributes.

ACL for Client Authentication

When using an ACL to authenticate, the target authentication method can be a REST or Custom Sentry
policy which provides Task List Group association for customized processing of the authentication.
Common usage of this would be to have a database schema which has the CliendID, ClientSecret, and
the Access and Token refresh times specified. A Sentry Custom Authentication adapter would then use a
Tast List Group that maps the inbound ClientID and ClientSecret to a database table and authenticate the
user while in turn using the additional user settings that can be specified as Identity Attributes.

| Forum Sentry™ OAuth IdP Service Guide



OAuth IdP Server Policy Screen Terms
The OAuth screen includes the following terms and definitions:

TERM
Name

Virtual Directory

Status

URI

Listener ACL
Directory ACL

IDP Group

DEFINITION
The name of the OAuth Policy

One of the 3 directories that can be called, depending on the grant type

e authorize —the OAuth authorization endpoint used to authenticate the
resource owner and issue a code for authorization code grant or an
access token for implicit grant.

e token — the OAuth token endpoint used to issue access tokens for grant
types other than implicit.

e attributes — used to validate access tokens and obtain user attributes
and information associated with an issued token.
The Status column represent the following states:

e Green status light = enabled policy.

e Yellow status light = a required functional element of this policy is
disabled.
e Red status light = disabled policy.

The full URI of the 3 virtual directories exposed for communication, based on the
associated Listener Policy.

The access control list, if used, to control access to the policy.
The access control list to access the virtual directory. Leave setting as “[Allow

All]” to not enforce an ACL.
The Intrusion Detection and Prevention policy to be active for the OAuth Policy

Forum Sentry™ OAuth IdP Service Guide |
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OAuth IdP Service Policy Detail Terms

On the details screen is where the configuration aspects of the OAuth IdP Service policy across the listed
Tabs. Click on the “Always Show Advanced” text link at the top of the page to show the OAuth special
attribute names on the bottom of the policy inputs.

OAuth Tab

OAUTH POLICIES = OAUTH POLICY

OAUTH POLICY
Policy Name: DAUTH_Policy

OAuth Virtual Directories Settings IDP Rules Logging

OAUTH POLICY

TERM DEFINITION
Client Type Confidential (Web Application)

¢ Clients capable of maintaining the confidentiality of their credentials
(e.g., client implemented on a secure server with restricted access to
the client credentials), or capable of secure client authentication using
other means.

Public (Native or Javascript)

e Clients incapable of maintaining the confidentiality of their credentials
(e.g., clients executing on the device used by the resource owner,
such as an installed native application or a web browser-based
application), and incapable of secure client authentication via any
other means

Client Id The client identifier.

e The authorization server issues the registered client a client identifier,
a unique string representing the registration information provided by
the client. The client identifier is not a secret; it is exposed to the
resource owner and per specification should not be used alone for
client authentication. The client identifier is unique to the authorization

server.
Client Secret The client secret.
Grant types Authorization code

e The Authorization Code grant type is the most common OAuth2.0 flow.
It implements 3-legged OAuth and involves the resource owner

10 | Forum Sentry™ OAuth IdP Service Guide



Redirect URI

Scope

Access Token
Lifetime (secs)

Refresh Token
Lifetime (days)

Enable persistent
token storage

ACL Policy

Request Task List
Group

Response Task List
Group

Redirect URI
Attribute

Access Token
Lifetime Attribute

Refresh Token
Lifetime Attribute

granting the client an authorization code that can be exchanged for an
access token.

Password
e Aresource owner's username and password are submitted as part of
the request, and an access token is issued upon successful
authentication.

Implicit
e This is similar to the authorization code grant type, but rather than an
authorization code being returned from the authorization request, a
token is returned to the client. This is most common for client-side
devices (i.e. mobile) where the client credentials cannot be stored
securely.

Client Credentials

e The client uses its credentials to retrieve an access token directly,

which allows the client to control access to resources.

For grant types that include a redirect, this setting determines where to issue
the HTTP redirect upon successful authorization.
Optional usage of an opaque string defining the scope parameter of the
access request. The value of the scope parameter is expressed as a single
string, or a list of space-delimited, case-sensitive strings.
The duration validity of an issued access token.

Optional. If using refresh tokens, the validity time of the issued refresh token.

Reuse refresh token - when checked, the same refresh token can be reused
repeatedly to acquire new access tokens. If not checked, a single-use refresh
token is issued and a new single-use refresh token is issued each time a
refresh token is used.

Allows storage of tokens in a database table that can be used for persistence
and sharing of session and token information across multiple Sentry instances.

Used with password grant to authorize the resource owner. Leverages an
access control list to build any credential paradigm to any supported Forum
Sentry identity adapter, including LDAP, AD, SOAP API, REST API, and
Database.

Applies a task workflow to the inbound OAuth requests to the policy.

Applies a task workflow to response messages prior returning the response.

redirect_uri — the name of the Identity attribute to override via Task mapping to
map the redirect URI. This value would be set via the mapping Tasks during
the processing of the ACL set on the OAuth policy

access_token_seconds — the name of the Identity attribute to override the
Access Token duration. This value would be set via the mapping Tasks
during the processing of the ACL set on the OAuth policy
refresh_token_hours — the name of the Identity attribute to override the
Refresh Token duration. This value would be set via the mapping Tasks
during the processing of the ACL set on the OAuth policy

Forum Sentry™ OAuth IdP Service Guide | 11



Virtual Directory Tab
OAUTH POLICIES > OAUTH POLICY

OAUTH POLICY

Policy Name: OAUTH_Policy

OAuth Virtual Directories Settings IDP Rules Logging

Yirtual Directories = Virtual Directory: authorize

VIRTUAL DIRECTORY

12

TERM DEFINITION
Name Name of the virtual directory.
Description Description of the virtual directory to be used to add comments.

Listener Policy
Virtual Host

Virtual Path
Filter Expression
IP ACL Policy
ACL Policy

Password
Authentication
Redirect Policy

Error Template

Settings Tab

Association with the policy to be used for the protocol communication to the
OAuth IdP policy.

Enables the use of the Host header to designate the policy beyond IP and
virtual directory.

The path segment of the URI.

Regular expression to determine what can follow the defined virtual path.
Association with an IP access control list for TCP Layer 3 filtering.
Ability to associate an access control list for the specific virtual directory.

Enables the ability to override the listener policy settings and define
authentication requirements for the inbound HTTP(S) request.

Used to determine where to redirect in the case of one of these events:
(Authentication Success, Authentication Failure, No Credentials, On Error)
Can specify and override the error template affiliated with the listener policy to
specify a custom format and structure for error responses.

OAURNPFCLICIES > OAUTH POLICY

OAUTH POLICY

Policy Name:

QAuth Yirtual Directories

OAUTH_Paolicy

Settings IDP Rules Logging

| Forum Sentry™ OAuth IdP Service Guide



TERM DEFINITION

Policy Name Name of the policy

Policy Description Description of the policy to be used to add comments.

Enable Session This is used to enable cookie sessions managed by Sentry. Checking this
Cookies setting will enable Sentry to issue Set-Cookie back to the client when an

authentication event is successful. The cookie would then be subsequently
enforced via another Sentry policy that extracts the session cookie, and then
ensures it is still valid.

Cookie Settings include:

Cookie Name:
Name of the cookie.

Cookie Path:
URI Path for the session cookie. Use / for root, or leave empty to use
the inbound URI.

Cookie Domain:
(optional) The domain to issue the session cookie.

Session Timeout (Mins):
The overall validity period of the issued cookie.

Session Idle Timeout (mins):
The idle timeout window that represents the period of time within
which the cookie needs to be used before it's considered stale and

thus invalid.
Enable persistent If cookie sessions are enabled, this setting allows sessions to be persistent in
sessions a database, and can also be shared across multiple deployments of Sentry.
Default Character The default encoding to use if the inbound request doesn’t specify one
Encoding
IDP Rules Tab

OAUTH POLICIES > OAUTH POLICY

OAUTH POLICY

Policy Mame: OAUTH_Policy
QAuth Virtual Directories Settings IDP Rules Logging
IDP GROUP
IDP Group: Default HTML Policy Group |E|E|:Iit

Forum Sentry™ OAuth IdP Service Guide | 13



TERM DEFINITION
IDP Group The Intrusion Detection and Prevention policy set to associate with this policy

Logging Tab
OAUTH"POLICIES > OAUTH POLICY

OAUTH POLICY
Policy Name: OAUTH_Paolicy

O Auth Yirtual Directories Settings IDP Rules Logaging

LOGGING SETTINGS

TERM DEFINITION

Enable policy level Allows overriding the system level logging settings.

logging settings

Override log level for  This allows forced logging for the specific logging code, or logging code

the following codes groups.

Filter codes Enables defining logging codes, or code groups to not log.

Pattern Match Policy  Allows association with a pattern match policy to enable regular expression
filtering or replacement of logged message content.

14 | Forum Sentry™ OAuth IdP Service Guide



DATABASE

Forum Sentry OAuth IdP features enable persisting the state of the issued tokens into a database. A
single instance of Forum Sentry will store token information in local memory cache for subsequent access

control checks and mappings.

Commonly, Forum Sentry is deployed in high availability pairs, which

requires the Sentry instances to share state with each other as pertains to issued tokens and

authenticated sessions.

information to persist through restarts of the Sentry instances themselves.

Token Persistence

To persist OAuth tokens into a database table, enable one of the supported database policy variants in

Sentry (MySQL, SQL Server, Oracle, DB2) and apply the database schema to create the required tables.
The database schema is accessible from the Logging->Data Sources screen by clicking the hyperlink on

the applicable database type.

DATA SOURCES > DATA SOURCE

CONFIGURATION

Click on hyper link for data source.sc
Type:

Mame*: J2]

MySQL DB2

Enable 35L:
SEL initiation pelicy: v
Server®:

Port™:

=]

Database*:

Schema:

User®:

Password®: i3
Connect Descriptor:

Max Connections™

wn

Synchronous: "

SQL Server
\ Clicklink for Database
Schema
P
[ Apply | Save |

To enable the use and storage of information in the database, go to the OAuth Policy and enable the
“Enable persistent token storage” setting by selecting the applicable data source policy.

Authentication via a Database using Custom Auth Policy

Forum Sentry™ OAuth IdP Service Guide |
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You can choose to use a database where the Client ID, Client Secret and timeout values can be stored
and retrieved, thus allowing multiple ClientID and Client Secret values be associated with an OAuth
Policy. This feature is enabled via the selection of the ACL pulldown

To use a database table, you will need to create a Custom Auth policy and associate a Task List Group.
In the Task List Group, you will create a task list that uses the Query Database task to search for, or
update values in the database table that you have created for handing these values. Use of a database
table and schema are at the discussion of the end-customer, and is not a schema in the Forum Sentry
provided tables. In the schema, we recommend at the least to include:

e UniquelD (index)
e ClientlD

e ClientSecret

e AccessTokenTime

Note that these names are also arbitrary, the important aspect is to map these values from the database
to the applicable Identity attribute values specified on the OAuth policy (redirect_usi,
access_token_seconds, refresh_token_hours). This will force the OAuth policy to use the Identity
attribute settings rather than the default policy settings.

Mapping To and From Oauth Attributes

Authorization code is the recommended grant type, in which the client_id would be passed as a
query/form parameter to the authorize endpoint. Client credentials are not used for the authorize
endpoint, so the use of a query/form parameter for the client_id is acceptable in the case of authorization
code grant (and implicit code grant). The Sentry map task source is Query Parameter where you would
obtain the inbound ClientID in order to look up into a database table.

When using Custom Auth, the client_id is also available in an attribute as noted on the OAuth Policy for
which the Sentry map task source is User Attribute.

For password grant, the use of the http basic authorization header is recommended instead of query/form
parameters.

16 | Forum Sentry™ OAuth IdP Service Guide



STEP-BY-STEP POLICY CONFIGURATION

The following sections provide step by step screenshots and instructions for setting up some use-cases
as to how to use the Forum Sentry OAuth IdP Service capabilities.

Example - Resource Owner Password Credentials Grant

Mostly referred to as Password Grant Type, it is often used when there is a trust relationship between the
Resource Owner and the Client Application. In this case the user does not have to be redirected to the
authorization server; rather it supplies the credentials (username/password) to the client application.

The client application uses the credentials to build the request to the OAuth server. The request is made
up of the grant type, username, password and client ID. In cases where the OAuth server requires
confidential client types, the request will have to also include the client secret. The client ID and client
secret are supplied to the client application upon registry of the client. Upon authentication the OAuth
server responds with an access token and optionally a refresh token.

Resource Owner Password Credentials Flow

Resource Owner

Resolrce Owner
Password Credentials

Client Application

Access| Token Access| Token
Request (Refresh Token)

OAuth Server

I

LDAP Server

The steps below explain the flow:

1. The resource owner provides the client with its username and password.
2. The client requests an access token from the authorization server’s token endpoint by

including the credentials received from the resource owner.

Forum Sentry™ OAuth IdP Service Guide | 17
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3.

The OAuth server validates the client ID and client secret then authenticates the client against

the LDAP Server. Upon success it responds with an access token.

If the access token validation fails the OAuth server returns an error response.
The set up will use:

A public LDAP test server provided by Forum Sentry: (Online LDAP Test Server)

An FSG file containing the setup as well a SOAPSonar Project file for users familiar with Forum

A.
B. Forum Sentry as the OAuth Server
C. SOAPSonar as the Client Application
D

Sentry and SOAPSonar
A.

Setting up an Identity and Access Management (IAM) :

Note: For our example below we will setup LDAP (You can also use local accounts created in Sentry).
1. Loginto the web admin and go to ACCESS—=> User Policies>LDAP and click New

2. LDAP setup (You can use the Online LDAP Test Server provided by Forum Systems):

LDAREBZLICIES >

LDAP POLICY

Successfully authenticated with LDAFP server

Always Show Ad
LDAP SERVER
Policy Name*:

vanced

Enable privileged access:
Restrict Menus:

Role palicy:

Server*:

Fort*:

Use SSL to connect:
Authentication type:

User*:

FPassword™:

Cache timeout (in minutes):

Read Timeout (in minutes):

MAPPINGS
Toggle Mappings:

Root DN*:

Userfgroup context:

Cptimized group search:

LDAP_FS_ADMIN

Yes (@ No

v

Idap forumsys.com

389

Simple

cn=read-only-admin,dc=example,dc=com

30

LDAF v3 v

ou=mathematicians ,dc=example,dc=com

List of users
# Group containing users

Test | Apply [ Save]

3. Add a User ACL and associate the LDAP Policy to it:
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USER ACL MANAGEMENT > USER ACL DETAILS

USER ACL DETAILS
ACL Mame: LDAP_FS_ACL

7 USER GROUP EXECUTE
1 % LOAP-LDAP FS ADMIN b
2 4 LDAP FS Group
B. Forum Sentry as the OAuth Server:
1. Add a Listener Policy:
e (Click on GATEWAY-> Network Policies—> Network Policies.
e Click New to a Listener policy
e C(Click next to step through filling in the required information (see image below for an
example)
Note: You might want to avoid using port 80 if you have other listeners on this port. Here we will
use port 8080
NETWORK POLICIES > HTTP LISTENER POLICY
POLICY NAME
Policy Name*: [ [oAutnListenerPolicy
| Next |
POLICY SELECTIONS
Paolicy Mame CAuthListenerPaolicy
IF ACL Policy: Unrestricted
Inbound Protocol: HTTP (chunked)
Listener: 0.0.0.0:8080
Password Authentication:
Error Handling: Default Template

2. Create the OAuth Server Policy:
e Go to GATEWAY 2>Content Policies ?OAuth Policies
e Click New
e Add an appropriate Name for you policy (see image below):
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OAUTH POLICIES > NEW OAUTH POLICY

NEW OAUTH POLICY

Name*: Grant_Type_Password_OAuth_Paolicy [2]
Description:

E
Labels:
Client Authentication Mode: s Use these client credentials

Client Id*: | client

Client Secret*: | SHTLUh2TICEhpxi9JGdahg==
Redirect URI*: | hitp:Awwow forumsys.comisentry
Use this ACL to authenticate client

Client Authentication ACL: | [Allow All] v

Client Type: = Confidential (Web Application) Public (Native or JavaScript)
Grant types*: # Authaorization code Implicit [ Passwaord Client credentials
Scope*: default
Default Access Token Lifetime (secs)™: 7200

Default Refresh Token Lifetime (days): 60

Reuse refresh token

Enable persistent token starage Database_Palicy v |Edit
ACL Paolicy (password grant): [Allow All] v
Request Task List Group: [None] v
Response Task List Group: [None] v

Note the following:

a. Save the Client Id and Client Secret for use later by the client application (SOAPSonar)

b. Client Type is set to Public (you can change this to Confidential which requires the use of the
client secret as well as client id)

C. Reuse refresh token is checked (This is to be able to request a new access token based on one

received earlier)

e (Click Next to go through the Virtual Directories’ setup. This sets up the /authorize, /token
and /attributes Virtual Directories used by the OAuth Server.
e C(Click Save and then go back to OAuth Policies to see the new policy:

OAUTH POLICIES

| -
Search Usage: type any text Filter Usage: type or select the label
No Labels
NAME VIRTUAL DIRECTORY STATUS URI LISTENER ACL DIRECTORY ACL IDP GROUP
Grant Type Password OAuth Policy A, authorize @ http:/i127.0.0.1:8080/ [Allow All] [Allow All] Default HTML Policy Gro
taken @ [Allow All] [Allow All]
attributes @ [Allow All] [Allow All]

GDM Transfer f GDM Export 3
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3. Add a Web Service to test using the Access Token:
e We have already created a listener policy above we can use
e Similarly create a Remote Policy to point to a web server (in this example we are using
www.forumsys.com):
O Go to GATEWAY->Network Policies—> Network Policies.
0 Click New to add a Remote Policy

NETWORK POLICIES = HTTP REMOTE POLICY

POLICY NAME

Policy Name*: | [oAuthRemotePolicy

POLICY SELECTIONS

FPolicy Name OAuthRemotePaolicy

Outbound Protocol: HTTP

Eemote Server: www.forumsys.com:20

TCP Timeouts: Connect: 10 Read: 600 Connection Limit: Unlimited
Process Response: Off

Add a Content Policy:
0 Go to GATEWAY >Content Policies 2HTML Policy
0 Click New
0 Select the Listener and Remote Policies created above and set the Virtual
Directory Path to /webservice
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HTMLE POLICIES > NEW HTML POLICY

SET LISTENER POLICY
Flease specify a listener policy for virtual directory: Mew Virtual Directory
* Select from existing listener policies
OAuthListenerPaolicy (0.0.0.0:8080) » | Edit

Create a new HTTFP listener policy
Listener Policy Name®: [ QAuthHTMLPalicy-Listener

Lise Device IP:

Listener [P 169.254 84 66

Listener Port*: 80

SET VIRTUAL DIRECTORY PATH
Virtual Directory Path: | iwebsernvice

SET REMOTE POLICY
Flease specify a remote network policy

Co not send to remote server
® Select from existing remote policies

OauthRemotePalicy (www_forumsys.com:80) » | Edit

Create a new HTTP remote policy for this remote server
Remote Policy Name™: [ QauthHTMLPolicy-Remote

FRemote Policy Host*:

Remote Policy Port*: a0

0 Click Finish

4. Create a Task to Validate the Access Token:

We will create a Task that will be set up on the /webservice service to first validate the Access Token
before allowing access to the service.
e We first need to create a Remote Policy for use with the Task:

0 Remote server should point back to your server
Port should be the same one used above to point to /attributes
Check “Provide Basic Authentication Credentials”

Select “Propagate client's credentials”
Continue with the defaults

00O o0 O
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NETWORK POLICIES > HTTP REMOTE POLICY

POLICY NAME
Policy Name*: | HitpRemote_ForumOAuthServer

POLICY SELECTIONS

Policy Mame: HitpRemote_ForumOQAuthServer

Outbound Protocol: HTTF

FEemote Server: 192.168.1.109:8080 (Basic Auth)

Femote Authentication: Propagate client’'s credentials

TCP Timeouts: Connect: 10 Read: 600 Connection Limit: Unlim
Frocess Hesponse: Off

Next go to GATEWAY >Task Policies DTask Lists
Click New and name the Task (i.e. Validate OAuth Token) then click Apply
Click New and select “User Identity & Access Control” then click Next

Uncheck “Map identified user to a known user” then click Next
Select “validate OAuth token & establish identity” then click Next

Select Other for the Identity Provider

The image below shows the rest of the parameter (please match as many as
possible)

TASK LISTS > TASK LIST: VALIDATE OAUTH TOKEN =
CONTROL

TASK NAME

Task Name®*:  [|)ser |dentity & Access Control |

USER IDENTITY & ACCESS CONTROL

Task Type: User |dentity & Access Control

Task Name: User |dentity & Access Caontrol

ACL Policy: Mo user mapping

User ldentity Mechanism: “Yalidate OQAuth token & establish identity
ldentity Provider: Other

Service Endpoint Policy: HitpRemote_ForumOQAuthServer

Service Endpoint Path: Jattributes

Reguest Task List Group Name:
Fesponse Task List Group Mame

User Mame Field: username
Cache Timeout {in minuies) 0
Error Template: [From Policy]

ited
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Create a new Task List Group and add the new “Validate OAuth Token” Task list to it or
click on the Task List itself and then click “Add To New Task List Group” as seen below:

TASK LISTS

<

Search Usage: Type any text  Filter Usage: Type the first [etter of labels

No Labels
NAME

@ [d validate OAuth Token (1)

GDM Transfer | GDM Export @ Add To New Task List Group |

Go back to you HTML Policy and click to access the Virtual Directory.

Scrawl to the bottom and select the “Validate OAuth Token” Task list Group for the
“Request Task List Group”.

This concludes the Forum Sentry set up. Next we’ll setup SOAPSonar to first request and receive a
Access Token and then use this token to access our web service.

C. Using SOAPSonar as the the Client Application:

Test 1:
i.

Launch SOAPSonar, click on Project View and create a new Test Group by clicking on
File ?New =>Test Group
A test group is created. Right-click on Tests and select New JSON Test. Do this 3 time to

create 3 new tests. Rename each so to have Get_Token, Get_Service and Get_Attributes as
show in the next image.

=, Crosscheck Networks - SOAPSonar Enterprise 6

File Mode Tools Library Updates Registration Simulation Agents Help

| P Project View @ Run View {7 Report View

|BHB New - @ i FEOE

(o1 - o] I ttps -/ /emmiaservicesuat 3.msrb .org/subscriber Services/EmmaSubscriptio

Project Tree | Test Suite Groups Input Data | Success Criteria
-5 NewCustomGroup 1 - Request
-5 Configuration K "
S Tests @ URI E] hitp://152.168.1.109:8080token Method POST -

} Get_Token User-Agent: Crosscheck Networks SOAPSonar
iet_Service 0 Content-Type: application/json; charset=utf-8
1§} Get_Attrbutes Contentc-Length: 0

-
& -
[
‘-ﬁ»'

ki

4>

Test the Get_Token to request a Access Token by following the steps below:
= C(Click on Get_Token

= Set the URI to http://oauth-server-ip-address:port/token
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= Set method to POST

=  Click on the highlighted Headers icon, as show in the above image, to display the
Headers section

= Change the Content-Type to: application/x-www-Fform-urlencoded

=  Paste the following in the request body section:

grant_type=password&username=eucl id&password=password&client_id=clientl
Note: Make sure that there are no space characters, stop the cut and paste at the end of “client1”

» Clickthe ™ to save then @ to send the request.

Result:

{

"'scope': "'default",

"expires_in": "7200",

""token_type': ''Bearer',

"refresh_token": "1Q56RuJho9FNRHh5qVTIRA=="",
""access_token': "'5U+PUYTfMPNa2EFy+USHwVQ==""

Project Tree | Test Site Groups | Input Dats | Sucosss Crieria
- Mew Test Frojectl Request | Response ( 0.81s ) |
5 Configurati 5 {
il ,Tzﬂfu on © URI (& /1521681105 80800ken Method FOST - | [
= "szcope": "default",
--{} GetToken User-Agent: Crozscheck Networks SOAPSonar " - . - "
<> Get_Service @ Content-Type: application/z-www-form-urlencoded m T "EXD_IES—_:‘"' "7"00 '"
LY Get_AMtrbutes Content-Length: 110 B token type": "Searer®,
m - o "refresh_token": "1056RuJho9FnRHhSgUILIRA==",
5 Vo T "access_token": "SU+PUYIMPNazZEFy+USHWVQ=="
-, (T s H
B - &
grant_tgﬂiﬂaﬂ:aaawnrd; username=euclidepassword=pa =«
Yo T
7
Test 2:

For this test we will use the access token obtained in above to get the attributes associated with the user
“euclid”:

ji. Click on Get_Attributes and use the following headers:
User-Agent: Crosscheck Networks SOAPSonar
Content-Type: text/xml; charset=utf-8
Content-Length: 0
Authorization: Bearer 5U+PUYfMPNa2EFy+USHwWVQ==

Note: the Authorization header which must contain the worked Bearer and the token obtained as the
result of the above test.

= Set the URI to http://oauth-server-ip-address:port/attributes
=  Set method to POST

= Click the % to save then @ to send the request.

Result:

{

""username': "euclid",
“'scope': "'default",
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“"email": "euclid@ldap.forumsys.com”,
"dn': "UlD=euclid,DC=example,DC=com"
}
Test 3:
This test will use the access token to connect to the www.forumsys.com service via Forum Sentry. The
access token will be validated before access to the site is allowed.

= Set the URI to http://oauth-server-ip-address:port/webservice
=  Set method to POST

Note: As you can see below, we have generated a new access token to use with the service call.

Input Data | Success Criteria

-~ Request Rsponse(l.)s)]

© URI|[a]] htp//152 168 1 1138080 nebeervice Method GET B 5 <!DOCTYEE html>
User-Agent: Crosscheck Networks SOAPScnar

Q Ruthorization: Bearer 4vJq7Fi6oaZc5U859s0H1Q== g -
Content-Length: 0 [; o

2 - 7

. Vo T

- (‘Tf‘ <html lang="en-US" prefix="og: http://ogp.me/ns$">

B - m <head>

b <!—- Meta

(5 <meta cl t="UTF-8" />

mat-detection" content:

- ephone=n
=

ewport” content="width=device-width,

"hitp:/ /www. Sorumsy.

» rammlatanyln R

Additional Tests not covered above:
e (lient Type Confidential:

0 Go back to the OAuth policy and select Confidential. This will require the use of the
client secret.

0 Send a Get Token request. This should now fail.

O Add the client_secret to the request in the Get_Token test. Make sure you urlencode the
secret since some characters when decoded by Sentry might end up translated to other
characters
Example:  ($Ffn:UrlEncode(w8KVcmFvxkQg5zZdZsoC+w==)%$)

e Make use of the User ACL create earlier:
0 Add the User ACL to the OAuth Policy
0 Send a Get Token request. This should now fail.
0 Add an allowed user (i.e. euclid/password) after selecting Basic Authentication in the
Authentication tab on SAOPSonar.
0 Save and send a request

26 | Forum Sentry™ OAuth IdP Service Guide


http://www.forumsys.com/
http://oauth-server-ip-address:port/webservice

Example — Authorization Code Grant Type

The authorization code grant type is the most comment. It is used to obtain both access tokens and
refresh tokens and is optimized for confidential clients. Confidential clients are ones capable of securing
client secrets as a well as user information. The end-user is redirected to the authorization server where
it authenticates and is then supplied with a code that the client application uses to get an access token.

RESOURCE OWNERS CLIENT APPLICATION

r

£ OAuth Client

/ & Aogin

° Forum CAuth.com/

USERS

fauthorize
2]

A tokan fattnbutes

Foru mOAuthServer.com/

IDMS (LDAF, RESOURCE SERVER)

((@*—*

Note: The steps in the image above are further broken down into multiple steps an are explained in the
flow section below.

Forum APl Gateway (OAuth Server) - Identified by a DNS name forumoauthserver.com
Accessible LDAP server - Idap.forumsys.com

A standard web browser as the user

Accessible back-end website - www.forumsys.com

A second Forum AP| Gateway (OAuth Client) - Identified by a DNS name forum-oauth.com

Note: All URLs will be HTTPS therefore please make sure you have setup SSL initiation and termination
policies on the client application as well as the OAuth server. (Both are Sentry in this use case below)

The steps below explain the flow:

1. Initial contact with the application client (OAuth Client):
e User does a GET (https://forum-oauth.com/) to the OAuth client

e OAuth Client responds with a 303 and redirects user to /login

e User does a GET /login (https://forum-oauth.com/login)
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e OAuth Client responds with a 303 redirect to the OAuth server

(https://forumoauthserver.com/authorize)

2. OAuth server contact

e User does a GET (https://forumoauthserver.com/authorize)

e  OAuth server responds with 401 unauthorized and prompts user to authenticates
e User does a GET (https://forumoauthserver.com/authorize) this time with a

username/password
e OAuth server authenticates against LDAP and returns a redirect back to

https://forum-oauth.com/login with a code

3. OAuth client and server interaction:

e OAuth client uses the code to https://forum-oauth.com/token

e OAuth server responds with a token, scope, etc...

{

"scope":"default",
"expires_in":"7200",
"token_type":"Bearer",
"access_token":"6U920mmSbBbrUYN6ejFi5g=="

}
4. OAuth client does a POST to https://forum-oauth.com/attributes:

e OAuth client does a POST https://forum-oauth.com/attributes with the token

o OAuth server responds with the user’s attributes:

{

"username":"euclid",
"scope":"default",
"dn":"UID=euclid,DC=example,DC=com"

}

Forum API Gateway as the OAuth Server

Setting up an Identity and Access Management (IAM) :

Note: For our example below we will setup LDAP (You can also use local accounts created in Sentry).
1. Loginto the web admin and go to ACCESS=> User Policies>LDAP and click New

2. LDAP setup (You can use the Online LDAP Test Server provided by Forum Systems):
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LDAREBZLICIES >

LDAP POLICY

Successfully authenticated with LDAFP server

Always Show Advanced
LDAP SERVER
Policy Name*:

Enable privileged access:
Restrict Menus:

Role palicy:

Server*:

Fort*:

Use SSL to connect:
Authentication type:

User*:

Fassword™:

Cache timeout (in minutes):

Read Timeout (in minutes):

MAPPINGS
Toggle Mappings:

Root DN*:

Userfgroup context:

Cptimized group search:

USERNC L

LDAP_FS_ADMIN

Yes @ No

v

Idap forumsys.com

389

Simple

cn=read-only-admin,dc=example,dc=com

30

LDAP v3 v

ou=mathematicians,dc=example,dc=com

List of users
# Group containing users

MANAGEMENT =

USER ACL DETAILS

ACL Name: LDAP_FS_ACL
# USER GROUP
14 LDAP-LDAP FS ADMIN

2 4 LOAP FS Group

4. Add a Listener Policy:

[ Test |l Apoly J§ Save |

3. Add a User ACL and associate the LDAP Policy to it:

USER ACL DETAILS

EXECUTE
Ld

e Click on GATEWAY-> Network Policies—> Network Policies.
e C(Click New to a Listener policy

e C(Click next to step through filling in the required information (see image below for an

example)

e Note: Port 443 is the default HTTPS port, but this can be changed if you have any other

listener or application on the system using this port.
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NETWORK POLICIES = HTTP

FOLICY NAME

LISTENER POLICY

Policy Name*: ForumOAuthListener

POLICY SELECTIONS
Bolicy Name:

IP ACL Policy:
Inbound Protocol
Listensr:

Password Authentication:

SSL Termination Policy:

Errer Handling:

5. Create the OAuth Server Policy:

Next
ForumOAuthListener
Unrestricted
HTTPS
0.0.0.0:443

S5L_Termination_Policy
Default Template

e Go to GATEWAY =>Content Policies 2O0Auth Policies

e Click New

e Add an appropriate Name for you policy (see image below):

OAUTH POLICIES = NEW OAUTH POLICY

NEW OAUTH POLICY
Mame*:

Description:

Labels:

Client Authentication Mode:

Client Type:

Grant types*:

Scope”:

Default Access Token Lifetime (secs)”™:

Default Refresh Token Lifetime (days):
Reuse refresh token

Enable persistent token storage
ACL Policy (password grant):
Request Task List Group:

Response Task List Group:

| Forum Sentry™ OAuth IdP Service Guide

| ForumOAuthServer_Policy| (2]

s Use these client credentials

Client [d*: | client1

Client Secret®: | 9xSsgtarizT4LaMYAUB3IR Q==

Redirect URI*: | hitp:fawww farumsys.com/sentry

Use this ACL to authenticate client

Client Authentication ACL: | [Allow All] v
# Confidential (Web Application) Public (Mative or JavaScript)
# Authorization code Implicit Passward Client credentials
default
7200
60

Database_Policy v |Edit

[Allow AllJ v
[None] A
[None] A



Note:

OAUTH POLICIES » QAUTH POLICY
OAUTH POLICY
Policy Name Forem0AuthServer_Policy

QAuth | | Virtwal Directories | | Sefings | | IDP Rules | Logging

 Evaie | Disabe J Delete J e |

e Click on the /authorize virtual directory and make sure you have the following settings:

O Password Authentication: Specify
O Use basic authentication: [Checked]
O Require password authentication: [Checked]
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OAUTH POLICIES = OAUTH POLICY

DAUTH POLICY
Policy Name: ForumDAuthServer_Policy

Oauth Virtual Directories Settings IDP Rules Logging

“irtual Dirsctories = Virtual Directory: authorize

VIRTUAL DIRECTORY

MName*: [fputhorize

Description:

Listener Policy: ForumOsuthListenar ¥ |Edit
Use virtual host as a regular expression

Wirtual Host:

Enable Virtual Path Case Insensitivity

Wirtual Path: lauthorize
Virtual URI: https:M127.0.0.1:443/authorize(/ *)?2(\2.*)7
Filter Expression: (L2747
IP ACL Policy: Unrestricted ¥ |Edit
ACL Policy: [z Al A
Password Authentication: [Specify] v
Use basic authentication: Ld

Use digest authentication:
Use kerberos authentication:
Use cookie authentication:
Use form post authentication:
Username Parameter:
Password Parameter:
Require password authentication (any type): ¥
Password Authentication Realm:
Redirect Pelicy: [Mone] ¥

Error Template: [From Listener Policy] v

Forum API Gateway as the OAuth client

A. Add Listener and Remote Network Policies

Note: When you get to Remote Server make that the target system you want to go to
(www.forumsys.com)

O Go to GATEWAY-> Network Policies—> Network Policies.

0 Click New to add a Listener Policy

0 Go through the prompts by clicking Next. You listener should match the following (with
the excecption of the port, which can be specified any value, it does not have to be the
default 443):
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NETWORK POLICIES = HTTP LISTENER POLICY

POLICY NAME

Policy Name*: HitpListenerPalicy

POLICY SELECTIONS

Paolicy Name:

IP ACL Policy:
Inbound Protocal:
Listener:

Password Authentication:
SSL Termination Paolicy:
Error Handling:

0 Go to GATEWAY-> Network Policies—> Network Policies.

o

Click New to add a Remote Policy

0 Go through the prompt by clicking Next. You remote should match the

Following:

NETWORK FPOLICIES > HTTP REMOTE POLICY

POLICY NAME

Folicy Name*: | HttpsRematePolicy

POLICY SELECTIONS

Folicy Name:
Qutbound Protocol:
Eemote Server:

HTTPS

SSL Initiation Palicy:
TCP Timeouts:

Process Hesponse: Off

HitpsRemoteFaolicy

www.farumsys.com:443
SSL_Initiation_Faolicy
Connect: 10 Read: 600 Connection Limit: Unlimited

HttpListenerPaolicy
Unrestricted
HTTPS
0.0.0.0:443
SS5L_Termination_Paolicy
Default Template
Next

Note: We will need to add one more remote policy that will communicate with the OAuth Server

and supply user credentials when prompted.

0 Go to GATEWAY-> Network Policies~> Network Policies.

0 Click New to add a Remote Policy

0 Go through the prompt by clicking Next. You remote should match the

Following:
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NETWORK POLICIES > HTTP REMOTE POLICY

POLICY NAME

Policy Name*: HitpRemote_ForumOAuthServer

POLICY SELECTIONS

Folicy Name: HitpRemote_ForumOAuthServer

Outbound Protocaol: HTTPS

FEemote Server: forumoauthserver.com:443 (Basic Auth)

Eemaote Authentication: Fropagate client's credentials

SSL Initiation Policy: SSL_Initiation_Policy

TCP Timeouts: Connect: 10 Read: 600 Connection Limit: Unlimited
Process Response: Off

B. Add a Task (User identity & Access Control):

=

Go to GATEWAY 2Task Policies DTask Lists

Click New and name the Task (i.e. Task_OAuth_ForumServer_GrantType_Code) then click
Apply

3. Click New and select “User Identity & Access Control” then click Next

4. Uncheck “Map identified user to a known user” then click Next

5. CHECK Validate OAuth SSO token & establish identity, NEXT

6. For Authorization URL enter “https://forumoauthserver.com/authorize”

7

8

9

N

For Scope enter “default”
For Token Endpoint Policy enter “HttpRemote_ForumOAuthServer”
. For Token Endpoint Path enter “/token”
10. SELECT Other to user Forum Sentry as the OAuth Service provider NEXT
11. Enter Client Id and Client Secret here these come from the OAuth server, NEXT
12. For Service Endpoint Policy enter “HttpRemote_ForumOAuthServer”

13. For Service Endpoint Path enter “/attributes”
14. For User name Field enter “username”
15. ENTER "origUri" for Redirect Parameter, FINISH--->SAVE
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TASK LISTS > TASK LIST: TASK_OAUTH_FORUMSERVER_GRANTTYFE_OAUTH

TASK NAME
Task Name=®:

USER IDENTITY & ACCESS CONTROL

Task Type:
Task Name:
ACL Policy:

User Identity Mechanism:

Identity Provider:
Authorization URL:
Scope:

Token Endpoint Paolicy:

Token Endpoint Path:
Client Credentials:

[ User dentity & Access Cantral

User Identity & Access Control

User ldentity & Access Caontrol

No user mapping

“Yalidate OAuth S50 token & establish identity
Other

hitps:/fforumoauthserver.com/authorize
default

HitpRemote_ForumOAuthServer

ltoken

client1 {(Form)

Service Endpoint Paolicy:

HitpRemote_ForumOAuthServer

Service Endpoint Path: /attributes

Request Task List Group Name:

Response Task List Group Name:

User Name Field: username
Eedirect Parameter: arigUri

Error Template:

[From Palicy]

C. Create a Task List Group and add the Task List created above to it
e Go to GATEWAY >Task Policies 2Task List Groups
e C(Click New, name the policy and then click Create

e Select the task list from above and click Add then save

TASK LIST GROUP > TASK LIST GROUP DETAILS

TASK LIST GROUP DETAILS
Task List Group Name*:
Description

Task_Group_QAuth_ForumServer_GrantType_Code

Process Each Task List Below in Sequence:

Labels:

# TASK LIST
1 [E] Task OAuth ForumServer GrantType Code (1)
Task_OAuth_Google_GrantType_Oduth_Code v | RN

D. Create a Redirect Policy (i.e. NoAccess_Redirect_Policy would be indicative of what it does):

a) Check Authentication Fails and fill in the Redirect URI (explanation below)

b) Check No Credentials and fill in with the Redirect URI

¢) Check “Include Origin URI” field with the URI Parameter Name “origUri” (Make sure the
case matches the one in the task list above), Save

Forum Sentry™ OAuth IdP Service Guide |



Explanation of a and b above:

What you are configuring is a sub-policy which will be eventually consumed by the HTML policy you
will create later. This sub-policy tells Sentry that when the user first connects to http://forum-
oauth.com/ and the user carries no credentials then the user will be redirected to a new location
such as http://forum-oauth.com/login

e Go to GATEWAY 2Redirect Policies PRedirect Policies

e C(Click New and add similar to the example below:
REDIRECT POLICIES > REDIRECT POLICY

REDIRECT POLICY

Name*: NoAccess_Redirect_PaIiC'-,
Description:
Labels:
EVENT URL USE HOSTH
Authentication Success y
# Authentication Failure https://Forum-oauth.com/login P
No Credentials https://forum-oauth.com/login P
Cn Error .
Include Criginal URI: v
URI Parameter Name*: arigUri

E. Create an HTML Policy (a good name is: Browser_to_Sentry_OAuth_Policy):

a) Select the Listener and Remote set up above. Click Finish
b) Click on New Virtual Directory link:
. Change the Name to a meaningful one (a good name is “Initial_Contact”)
. Add Virtual Path / (user will be coming on initial URI, for example https://forum-
oauth.com/)
. Change Filter Expression to (.*)
. For Password Authentication Select Specify
. Check Use Cookie Authentication (must be checked)
. Check Require password authentication (any type) (must be checked)
. Select NoAccess_Redirect_Policy for Redirect Policy
. Click Save

c) Click New to create another Virtual Directory for "/login":
. Name: Login
. Virtual Path: /login
. Filter Expression: (.*)
. Make sure that Send to remote server option is unchecked
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http://forum-oauth.com/login
https://forum-oauth.com/
https://forum-oauth.com/

. Select Task_Group_OAuth_ForumServer_GrantType_OAuth for Request Task List

Group
. Click Save

. Click Settings and check “Enable session cookies” and “Use secure cookies”, Save

Testing and Logging:

The URL you will be testing with would be the one used in the steps above and must be resolvable (DNS

entry). If you have used our example above then go to a browser after type https://forum-oauth.com
(of course forum-oauth.com must be resolvable by all systems involved).

The system log will contain the detailed information showing all interactions and operation. You will
need to visit the system log on both the server and the client. First, take a look at the access log on both
client and server. You should see the following:

On the OAuth client:

INTERNAL LOGS » ACCESS LOG

OCT 28, 2014
Search: | Search |
Refresh:| 0 (0-30 secs)

Filter By Log Level: Debug v

4 items found, displaying all items.1

Time Session 1P
11:08:58.777 = ) 127.0.0.1
11:06:57.923 B 127.0.0.1
11:06:35.556 5 127.0.0.1
11:06:35.534 & 127.0.0.1
On the OAuth server:

INTERNAL LOGS > ACCESS LOG
OCT 28, 2014
Search: || [ Search |
Refresh: 0 (0-30 secs) | Reset |
Filter By Log Level Debug ¥
4 items found, displaying all items.1
ime Session P

06:43:19.237 10.5.1.166

There is much more detail in the system log files, but as you can see above the entries in the access log

should match exactly with the flow described at the beginning above.

Host Header

forum-oauth.com
forum-oauth.com
forum-oauth.com
forum-oauth.com

Host Header
forumoauthserver.com
forumoauthserver.com
forumoauthserver.com
forumoauthserver.com

Type u
GET
GET flogin
GET flogin
GET i
Type URI
GET Iattributes
POST Itoken
GET fauthorize
GET fauthorize

Code Length
200 50360
303 346
303 348
303 309
Code Length
200 15
200 108
303 358
401 331
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