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INTRODUCTION TO THE OAUTH CLIENT CONFIGURATION GUIDE 
Audience for the OAuth Client Configuration Guide 
The Forum Systems Sentry™ OAuth Client Configuration Guide is for System Administrators 
who will manage access control and: 
 

• Use Protocol or message Tokens 
• Use SOAP WS-Security headers. 
• Use SAML Assertions. 
• Integration with IdP (Identity Providers)  

 

• Provide SSO using OAuth 
• Generate OAuth Tokens 
• Consume OAuth Tokens 
• Federate OAuth Tokens 

 
 
Conventions Used in the OAuth Client Configuration Guide 
A red asterisk ( * ) aligned with a field term means that this field is required.  In this and other 
documentation, the Web Administration Interface is referred to as the WebAdmin and the Forum XML 
Security Appliance™ is referred to as the ‘device’, ‘product’ or ‘system’. 
 
In this document, all data or commands that must be entered or selected are displayed in boldface.  
Example:   
 

User name: johnsmith  
Password: ********  

 
UI screens which display a STATUS column represent the following states: 
 

• Green status light = enabled policy. 
• Yellow status light = a required functional element of this policy is disabled. 
• Red status light = disabled policy. 

 
Throughout this and other documents in the Documentation Set, repetitive actions such as: 
 

• View / edit a policy. 
• Enable / disable a policy. 
• Delete a policy. 
• Rename a policy. 
• Limit display of policies with Search or Max Results fields. 

 
are not shown.  For more information, refer to the Common Operations section of the Forum 
Systems Sentry™ Version 9 Web-based Administration Guide.  
 
Any specifications and constraints referenced in this volume appear in the Appendices of this 
volume.
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1.0 OAuth Overview  
The basic model of authentication and authorization over the internet is based on the traditional 
client-server model. In this model, at a minimum, there are two entities involved: the client and 
the application running on the server. A client with valid credentials is granted access to a 
particular resource controlled by the application. The client credentials may be in the form of a 
username/password that the application validates before granting access to the resource. 
 
This basic model of authentication has evolved overtime as a result of the need for the client to 
provide its credentials (e.g. username/password) only once in order to be granted access to 
resources that are controlled by multiple applications in a distributed environment. This model is 
often referred to as Single Sign-On (SSO). In this model, the client “logs in” only once by 
providing its credentials to a single application. Upon validation by the application, the client 
receives a ticket (cookie) that enables it to seamlessly access resources of other applications. 
An example of SSO is a user logging into Amazon.com only once and accessing resources on 
multiple third-party applications without having to login to each individual application. 
 
The increased popularity of social media apps, mobile apps and cloud services has led to 
another authentication and authorization model. The new model is based on the OAuth 
standard. In this model, at least three entities are involved: the user, the client 
application/service and the service provider. This is referred to as the three-legged OAuth 
model.  The user is the owner of the resource and it grants client application access to its 
resources that are controlled by the service provider. OAuth standard enables the user to grant 
client application access to its resources without ever sharing its username/password with the 
client application. 
 

2.0 A Simple Example of OAuth 
Traditionally, social media applications have been the main drivers behind OAuth deployment.  
In the past, web applications such as news media sites would maintain their own user profile 
data by providing the option to each of its users to create custom profile on the site for better 
user experience.  This approach had many shortcomings for both users and media sites: 
 

● Users had to provide email or username and password for each site during the initial 
creation of a profile. 

● Users would often forget their passwords during the login process since they had 
created multiple profiles at different sites. 

● Media sites were now responsible for securing their users' emails and passwords from 
hackers. 

● Users would often create fake profiles that would provide inaccurate tracking data to 
media sites. 



 
 
 

Forum Sentry™ OAuth Client Configuration Guide  I 3 
 

 
Over time, social media sites such as Facebook, Twitter, LinkedIn, and Google have become 
the defacto repositories of a user's social identity or profile. The availability of existing social 
identities with rich profile data provided an opportunity for news media sites to access user data 
outside their domain of control. OAuth is the standard that enables websites to access user 
profile data outside their domain of control without requiring users to give their username and 
password to the site. 
 
Figure 1 illustrates a simple example that leverages OAuth. To create a better user experience 
for their visitors, websites (client application) provide the ability for users (resource owner) to 
post comments on articles with their Facebook account. This ability allows Facebook profile 
attributes such as: name, photo, and location to be displayed when they post a comment.

 
Figure 1.0 shows a common use case where a user (resource owner) is attempting to post a comment on 
a new media site (client application) with his/her Facebook account. Before the comment can be posted, 
the news media site fetches the user's Facebook profile attributes (user owned resources) from Facebook 
(service provider). This is made possible by the OAuth standard. 
 
In order for this function to work, the user must give permission to the news media site to fetch 
his/her Facebook profile information from Facebook (service provider) without ever revealing 
his/her Facebook credentials (email and password) to the news media site. 
 
This popular example of OAuth creates a better user experience for website visitors of news 
and media websites and it reduces risk for the website owner.  By using the visitors’ Facebook 
account, the website doesn’t have to worry about storing account information of their website 
visitors/subscribers. 
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3.0 Forum Sentry as an OAuth client in a OAuth with Single-Sign On 
use case  

3.1 Use case without a Forum Sentry API Security Gateway 
 
The power and flexibility of OAuth in the social media sector has given enterprise companies an 
impetus to start adopting the OAuth standard for their cloud-based enterprise identity 
management.  A prime example of this adoption is based on a use case where a company’s 
email system is hosted in the Google cloud. Google cloud is the identity repository for the 
company’s users. The company does not want to take the responsibility of hosting a user 
identity repository on its premise. 
 
The company has the following goals for its access control strategy: 
 

● Requiring a user to authenticate with Google cloud with his/her Google email and 
password. 

● Upon successful validation with Google, a user will then grant company’s applications 
the right to retrieve the user’s profile from Google cloud. This task will be achieved using 
the OAuth standard.  

● Once the company application retrieves the user’s profile, the user can access 
applications multiple times without ever providing any password credentials to the 
company. This task will be achieved through the Single-Sign On.  
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Figure 2 illustrates an architecture deployment of a company leveraging a cloud based identity 
management system to control access to its company applications. 
 

 
Figure 2: Enterprise applications (OAuth Clients) process flow with OAuth enabled cloud-based Identity 
Management System.  
 
It should be noted that Figure 2 is a high level architecture. To keep the example simple, some 
details have been left out and will be discussed later in the document.  
 
Although, a cloud-based access control architecture may appear to be straightforward and 
simple, it can certainly pose several challenges for an organization: 
 

● Company applications require modification to be OAuth enabled. 
● Over time, scalability becomes an issue. As new applications are deployed, they must 

be integrated and tested for OAuth, which requires time and resources. 
● This deployment doesn’t offer any centralized monitoring and enforcement. 
● Performance becomes an issue when SSL is used by applications to exchange OAuth 

credentials with Google cloud. 
 

3.2 Use case with a Forum Sentry API Security Gateway 
When you add an API Security Gateway to the architecture as an OAuth client with Single Sign 
On capabilities, it alleviates many of the challenges we discussed in the example where an API 
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Security Gateway is not deployed: 
 

● No modifications are required to company applications. Applications are OAuth agnostic. 
The gateway takes on the role of an OAuth client. 

● Scalability is no longer an issue when new applications are deployed. Integration and 
testing of OAuth is no longer required with applications. 

● Centralized monitoring and enforcement is easier with an API Gateway. API Gateway 
provides full visibility to who is accessing what resource. 

● Performance is no longer an issue since an API Security Gateway accelerates SSL 
traffic that contains OAuth credentials. 

 
Figure 4 below shows how the deployment of an API Security Gateway (OAuth client with 
Single-Sign On) changes the process of accessing the cloud-based identity management 
system. 
 
 

 
Figure 3: API Security Gateway (OAuth Client) process flow with OAuth enabled Cloud-Based Identity 
Management System.  

3.3 Configuring Forum Sentry as an OAuth Client with Grant Type: Auth Code  
We will walk you step by step on how to configure Forum Sentry to achieve the scenario 
described in Figure 3. Forum Sentry supports OAuth Version 2.0 as an OAuth client (for single 
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sign on (SSO)).  
 
We will need the following entities to accomplish our task of configuring the use case 
described in Figure 3.  

● Forum API Security Gateway (OAuth Client) - Identified by a DNS name forum-
oauth.com 

● User - A standard web browser 
● Accessible back-end website - www.forumsys.com 
● Access to https://cloud.google.com. Your valid google credentials are required.  

 

3.3.1 Registering Forum Sentry with an OAuth Service Provider 
 
Before we proceed with configuring Sentry, we need to register Forum Sentry as a client 
application with OAuth Service Provider such as Google Cloud.  
 
 As indicated in Figure 3, Forum Sentry is the API Security Gateway that will take on the role of 
an OAuth client so company applications do not have to interact with Google Cloud. The 
registration of Sentry with Google Cloud enables Sentry to establish trust with Google Cloud. 
The trust confirms to Google Cloud that Sentry is a legit application (app) that is allowed to 
access user resources (e.g. user profile) on behalf of the user if and when the user grants 
control to Sentry. In Figure 3, run-time flow 4 would not be possible without this design time 
registration process.  
 
 
Step 1: You will need to have a valid email and password registered with Google.  
 
Step 2: You will need to access https://cloud.google.com. Please hit on “sign-in” on the web 
page and login with your Google credentials.  
 
 
 
 

http://www.forumsys.com/
https://cloud.google.com/
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Please make sure that you are not using the old Google Cloud console interface. If you see 
online Google screens that look different than the screenshots in this document then you are 
using the old Google Cloud console.  
 
Step 3:  After successfully logging in, a page below may appear.  Click on the “Console” link in 
the upper corner.  
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Step 4:  Open the Project dropdown menu from the top-left and select “Create Project” 
 

  
 
 
Step 5:  A page leads you to a pop up. You will enter the “Project name”. The “Project ID” is pre-
assigned by Google. And hit the “Create” button.  
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If doing this for the first time you might see a “Terms of Service” agreement check box that you 
will need to check before clicking Create. 
 
Step 6: From the Dashboard display select the link to “Enable and manage APIs” 
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Step 7: Under the API Manager heading click on the “Credentials” link and then select the 
“OAuth consent screen” tab. At a minimum you will need to add a Product Name. Then click the 
“Save” button. 
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Step 8:  Click on the “Credentials” tab under the “Credentials” heading in the right pane as 
shown below. Click the option to “Create credentials” and select the “OAuth client ID” option. 
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Step 9: This is the page where you enter your application attributes. In our use case, Forum 
Sentry is the web application. You will select the “Web application” radio button.  
 
In the “Authorized redirect URI” section, you will enter a URI that represents Forum Sentry’s 
location and resource.  For example, in Figure 3, a user in flow 1 and 3 is connecting to Forum 
Sentry’s service based on a URI.  
 
When you enter a URI, its value signals to Google OAuth Server that the OAuth code or token is 
to be returned to Forum Sentry identified by URI’s attributes such as hostname and virtual 
directory. In our case, we will enter http://forum-oauth.com/login. Again, you can enter any 
hostname in the URI as long as it has a valid DNS mapping to a listener IP address of your 
Forum Sentry instance.  The usage of the URI will become a lot clearer when we configure 
Sentry policies later in the document.  
 
Note: In the URI, the hostname cannot be a IP address. Also, the virtual directory should still be 
named “/login”. In this configuration example, we will stick with “/login”.  
Click on “Create”  
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Step 10: Finally, a pop-up window displays two fields for the new OAuth client. The “Client ID” 
and “Client secret”. These need to be copied and pasted into your notepad. You will need to 
enter the “Client ID” and “Client secret” later into Forum Sentry once we start configuring its 
OAuth policy. 
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3.3.2 Configuring Forum Sentry Policies as an OAuth client 
 
We will be using figure 3 as a frame of reference when configuring Forum Sentry.  
 
Forum Sentry is an API Security Gateway that will be configured to simulate the 
behavior of an OAuth client as shown in figure 3. For this configuration exercise, we will 
pick a website such as www.forumsys.com as the company application that will be 
sitting behind Sentry. You are free to select any website of your own choosing. The only 
condition is that the name of the website has a valid DNS mapping in your 
infrastructure.  
 
In this configuration example, we will be creating the following policies to accomplish 
our task. 
 

● Listener Policy - This policy defines the IP address and TCP port that Sentry 
listens on for connections.  

 
● Remote Policy - This policy defines the remote service defined by an IP address 

and TCP port that Sentry will be connecting to after it has processed incoming 
messages.  

 
● HTML Policy - This is the master policy that defines the set of services (tasks) 

that will be performed on incoming and outgoing messages. The HTML policy’s 
services are triggered based on which set of URIs are being accessed by remote 
users or applications. These URIs are defined in the HTML policy.  

 
● Redirect Policy - This policy contains specific URIs which helps HTML policy 

service determine where to redirect a user or application in case certain 
conditions are not met. For example, a user accesses a site defined by URI 
www.mybank.com. If the user does not carry any authentication credentials, the 
HTML policy will decide to redirect the user to URI www.mybank.com/login. 
www.bank.com/login will be defined in Redirect Policy and consumed by the 
HTML policy.  

 
● Task List and Task Group Policy - This is the policy that actually defines a set of 

tasks to be performed on incoming and outgoing messages. This policy is 
consumed by the HTML policy. In our use case, we will define only one task 

http://www.forumsys.com/
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which is to obtain an OAuth credentials from Google AUTH Server.  
 
 
 
Step 1:  Enter https://forum-oauth.com:5050 into your browser. The login page will 
appear. Enter your username and password and click “Login”.  

 
Step 2: After successful login, the general admin page will appear. Click on “Gateway”, 
then click on Network Policies 
 
 
Step 3: Follow the steps shown to create a local listener policy. This is the Sentry network 
service that will accept connections over an application protocol such as http. The Sentry 
listener will be bound to the IP of the machine that Sentry is running on.  Start by clicking on the 
“New” button.  

 
Step 4: Select HTTP as the application protocol for the incoming connection.  

 
Step 5: Select Listener as the option since Sentry will be receiving connections from users.  
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Step 6: Specify a Policy Name, or use the default provided, i.e. “HTTPListenerPolicy”. Click 
Next.   At the IP ACL Policy Screen, click next. 

 
 
 
Step 7: Select HTTP and HTTP Chunking as options and click Next.  

 
Step 8: Select Device IP and click Next.  

 
Step 9: Do not make any changes to the Password Authentication, click Next.  
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Step 10: Click on Finish.  
 
 

 
 
 
 
 
You have successfully created a listener on TCP port 80. The green light indicates that it is 
actively waiting for connections.  

 
Step 11: Now you are ready to create a remote policy in Sentry. This remote policy contains the 
location of the application or website that Sentry is protecting. The location is identified by the 
URI or an IP address of the remote application. For example, in Figure 3, the company 
application would be configured as part of Sentry’s network remote policy. In this configuration, 
our application is “www.forumsys.com” and we will make it part of our network remote policy.   
 
Step 12: Click on New, Select HTTP and click Next. 

 
 
Step 13: Select Remote and click Next. This the application Sentry will be connecting to. Click 
Next.  

http://www.forumsys.com/
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Step 14: Enter the Policy Name. You can select the default “HttpRemotePolicy” and click Next.  
 
Step 15: Select HTTP as the application protocol for the back-end application. Click Next.  
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Step 16: Enter www.forumsys.com (or your favorite website) as Remote Server.  Default port is 
80. Click Next.  

 
 
Step 17: Keep the default settings for the timeout and click Next.  

 
 
 
 
Step 18:  Leave Process Response unchecked.  Click Finish.  

http://www.forumsys.com/
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Now we are ready to create a policy in Forum Sentry which will enable it to be an OAuth client. 
It is a Task Policy that contains OAuth attributes. The following steps are needed to enable this 
policy.  
 
Step 1:  Click on Task Lists in the lower left panel and the following screen will appear. Click on 
New.  

 
 
Step 2:  Enter the name of the Task List as “Task_OAuth_Google_GrantType_OAuth_Code”. 
Click Apply.  

 
 
 
Step 3: Now you ready to pick a specific task that will be associated with this Task List. Click on 
New.  
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Step 4: Under User Identity and Access Control select the radio button “User identity & Access 
Control. Click Next.  

 

 
 
 
Step 5: The default task name will appear as “User Identity & Access Control”. Click Next.   

 
 
 
Step 6: Uncheck the check box on “Map identified user to a known user”. Click Next.  
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Step 7:  Select the radio button “Validate OAuth SSO token & establish identity”.  Click Next 

 
 
 
Step 8: Select Google as your OAuth Service provider. Click Next.  

 
 
Remember you had saved Client Id and Client Secret from earlier steps in Section 3.3.1.  
You copied these from Google Cloud service. You will need to paste these each in its 
appropriate field on this screen. Click Next.  
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Step 9: In the Redirect Parameter, enter “origUri”. You can pick any string besides “origURI” in 
the Redirect Parameter field as long it is consistently used across other policies within Sentry. 
origUri is a placeholder for the original URI that a user enters to connect to Sentry’s listener. In 
our example configuration, that URI is “forum-oauth.com”. Once OAuth processing is 
successfully completed by Sentry’s OAuth engine, it will redirect the user browser to connect to 
forum-oauth.com with valid credentials (cookie).  

 
 
 
Step 10: Click on Finish.  
 
The screen will indicate that Task List “Task_OAuth_Google_GrantType_OAuth_Code” is 
associated with Task “User_identity_&_Access_Control”. Click Save.  
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Step 11: The task list that was created in the previous step will be consumed by the Task List 
Group. Click on “Task List Groups” button to create a Task List Group policy. Click New. Enter 
the Task List Group Name as “Task_Group_GrantType_OAuth_Code”. Click Create.  

 
 
 
Step 12: Now you can add the Task List “Task_OAuth_Google_GrantType_OAuth_Code” to the 
group and Click Save.  

 
 
Step 13: We will now create the Redirect Policy. This is the policy that will be consumed by the 
HTML policy, providing information of where a user’s initial connection would be redirected to in 
case the initial connection to Sentry does not contain any credentials (in the form of a cookie) or 
the credentials may have expired. Under the Gateway menu click Redirect Policies. Click New.  

 
 
Step 14: Enter the name “NoAccess_Redirect_Policy”. Check two fields, Authentication Fails 
and No Credentials.  Fill both fields with http://forum-oauth.com/login as shown below.  Then 
check Include Origin URI field with the URI Parameter Name “origUri”. What you are configuring 
is a sub-policy which will be eventually consumed by the HTML policy which you will create 

http://forum-oauth.com/login
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later. This sub-policy tells Sentry that when the user first connects to http://forum-oauth.com/ 
and the user carries no credentials then the user will be redirected to a new location such as 
http://forum-oauth.com/login. Click Save. 

 

 
Step 15: Click on HTML Policy in the left panel. You are now ready to create the master HTML 
policy. This is the policy that contains the URIs such as forum-oauth.com and forum-
oauth.com/login and defines the authentication policies and various tasks. Click New.  
 
Step 16: Enter the Name as “Browser_to_Sentry_OAuth_Policy”. Click Next.  
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Step 17: Select the existing listener policy from the default setting. Select the remote existing 
remote policies. Remember both the listener and remote network policies were created by you 
earlier. Click Finish.   

 
 
Step 18: Upon success you will see the following the screen. Now you will enter more details. 
Click on New Virtual Directory shown.  
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Step 19: You are in the virtual directory screen. This is the screen where you will setup the 
policy of the first virtual directory that a user accesses from his/her browser. You will need 
change the following:  
 

● Change the Name to “Initial_Contact”.  
● Add Virtual Path /. So the user will be coming on URI http://forum-oauth.com/ 
● Filter Expression (.*) 

 
 
Step 20: Scroll down further.  You will need to select the following: 

● Password Authentication: Specify  
● Use Cookie Authentication must be checked.  
● Require password authentication (any type) must be checked.  
● Redirect Policy is associated with “NoAccess_Redirect_Policy”. 

 
What this configuration is telling Sentry is that any user who comes in virtual / must come in with 
a cookie. If the user does not come with a cookie then he/she will be redirected to another URI 
that is described in “NoAccess_Redirect_Policy”. Remember, we had defined http://forum-
oauth.com/login as the location in “NoAccess_Redirect_Policy”. It is the location where the user 
will be redirected to if he/she does not carry a cookie. Click Save.   
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Step 21: Upon success you will see the following screen. You are now ready to create a virtual 
directory policy for “/login”. Click New.  
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Enter the attributes as shown in the following screen:  

● Name: Login 
● Virtual Path: /login 
● Filter Expression: (.*) 
● Make sure that Send to remote server option is unchecked.  
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Step 22: Under the Virtual Directory Tasks associate Request Task List Group to 
“Task_Group_Google_GrantType_OAuth_Code”. This is telling Sentry that when the user is 
redirected to /login virtual directory, Sentry will be processing the task in 
Task_Group_Google_GrantType_OAuth_Code. Click Save.  

 
 
Step 23: Upon success, you will see the following screen. Click Settings.  
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Step 24: In the Settings screen, you want to check “Enable session cookies” and “Use secure 
cookies” options. This is the configuration which is telling Sentry to generate cookies for the 
user. This enables Single-Sign On for the user. Click Save.  
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3.3.3 Testing Forum Sentry OAuth client  
 
Step 1: Pick your favorite browser and enter http://forum-oauth.com/ 
 
Please make sure that your system that is running the browser can resolve the DNS name 
forum-oauth.com or any name that you are using to access Sentry.  
 
Since you do not carry any credentials, your browser will be redirected to Google Authentication 
Server and page below will appear. Enter your Google credentials and sign in.  
 
 

 
 
 
After successful login, the following screen will appear. It will be asking you to allow the app to 
fetch your profile information. Basically, at this step Google auth server is asking you that will it 
be okay with you if the app (Sentry in our case) will be allowed to access your email address 
and other profile data associated with your Google account. If you accept then you are allowing 
Sentry to make subsequent calls to fetch your email and profile data. Click Accept.  
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Once you click Accept, Google AUTH server will perform the following steps:  
 

● Return your browser to Sentry. 
● Sentry will fetch your Google profile data. 
● Generate cookies.  
● Send the cookies back to your browser with the instruction that your browser needs to 

access http://forum-oauth.com 
● Your browser will connect to http://forum-oauth.com again with the cookies. This time it 

will be allowed to access www.forumsys.com.  If it all goes well, you will see the Forum 
Systems page.  

 

 
 
  

http://www.forumsys.com/
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4.0 Forum Sentry as an OAuth Server with LDAP use case 
 

4.1 Use case without a Forum Sentry OAuth Server  
An enterprise’s identity management system is a critical component of its IT infrastructure.  It is 
the primary service that is responsible for authenticating and authorizing an enterprise's users 
and applications as it contains a rich repository of users’ identities and their profile data.  For 
example, identity management for user-to-application interaction is a well-known domain that 
has been successfully addressed in the industry through standards such as LDAP.  An LDAP 
enabled identity management system (IdM) is tightly-coupled with its enterprise applications.  As 
enterprises continue to evolve, there is a constant demand to integrate with not only 
applications within its domain but applications outside its domain. The applications outside its 
domain are often referred to as partner applications or third-party applications. 
 
An enterprise company may outsource some of its business services that are not core to its 
corporate strategy. For example, a telecom service provider may outsource customer billing to a 
third party. When a telecom customer needs to obtain his/her telecom bill, the request will be 
serviced by the third-party billing company’s application (billing application). In order to fulfill this 
request, the partner application (billing application) is granted access to customer’s call records, 
that is stored in a resource server controlled by the telecom service provider. 
 
Access control mechanisms must be put in place to enable the telecom service provider to grant 
the billing application access to its call record in order to complete the billing process. The 
OAuth standard provides such mechanism for the customer to delegate access to the billing 
application and for the telecom service provider to leverage its existing IdM to validate the 
partner application’s access request before giving access to customer’s call record data. The 
IdM is OAuth enabled, and is often referred to as the OAuth server. 
 
Figure 4 illustrates the deployment architecture for this type of scenario. 
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Figure 4: Enterprise OAuth enabled IdM Server generating, validating and consuming OAuth tokens 
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Although, an OAuth server enhances an enterprise’s access control capabilities by 
authenticating and authorizing third party applications access to its resources, there are several 
challenges that arise: 
 

● Existing enterprise IdM needs to be modified to be OAuth enabled or it needs to be 
replaced by a new OAuth enabled IdM. 

● The resource server needs to be modified to be OAuth enabled. It needs to OAuth 
integration with the enterprise IdM. 

● Managing and troubleshooting enterprise LDAP policies is a complex task. Adding 
OAuth management policies that need to be tightly-coupled with LDAP policies within an 
IdM further complicates the task. 

● Over time, scalability becomes an issue as new resource servers are deployed. They 
must be integrated and tested for OAuth, which requires time and resources. 

● Performance becomes an issue when SSL traffic is sent to an IdM containing OAuth 
requests. 

 

4.2 Use case with a Forum Sentry OAuth Server 
 
Figure 5 illustrates an architecture deployment with a dedicated API Security Gateway that 
performs the tasks of an OAuth server. 
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Figure 5: Forum API Security Gateway as an OAuth Server generating, validating and consuming OAuth 
tokens 
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When an API Security gateway is added to the architecture deployment as an OAuth server, it 
addresses many of the challenges we discussed in the previous scenario: 
 

● No modifications are required to the enterprise IdM. 
● No modifications are required to the resource server. 
● Diagnosing an access control issue becomes easier since OAuth policies are now 

loosely coupled with IdM LDAP policies. 
● A dedicated API Security Gateway deployed as an OAuth server is a single point of 

enforcement that provides enterprise applications and users access control to their 
profile data. 

● Scalability is no longer an issue as new resource servers can be deployed without any 
integration to an enterprise IdM. 

● Centralized monitoring and enforcement is easier with an API Security Gateway. It 
provides full visibility to which application is accessing what service. 

● Performance is no longer an issue since the API Security Gateway accelerates SSL 
traffic that communicates with cloud providers. 

 
Using an API Security Gateway as part of your OAuth architecture becomes a minimally 
invasive IT operation. If your company is enabling more and more third-party applications, an 
API Security Gateway should be a key fabric of your enterprise’s identity management strategy. 
 

4.3 Configuring Forum Sentry as an OAuth Server with Grant Type: Auth Code 
 
 We will walk you step by step on how to configure Forum Sentry to achieve the scenario 
described in Figure 5. Forum Sentry supports OAuth Version 2.0 as an OAuth server.  
 
Note: we recommend that you configure OAuth server policies on a brand-new instance of 
Forum Sentry. Avoid configuring policies on the same Forum Sentry instance that was 
configured in Section 3.3.2.  
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4.3.1 Configuring Forum Sentry Policies as an OAuth Server 

 
We will be using Figure 6 as a frame of reference when configuring Forum Sentry.   
 
We will need the following entities to accomplish our task of configuring the use case described 
in Figure 6.  

● Forum API Security Gateway (OAuth Server) - Identified by a DNS name 
forumoauthserver.com 

● User - A standard web browser 
● Accessible back-end website - www.forumsys.com 
● Accessible LDAP server:  ldap.forumsys.com  
● A second Forum API Security Gateway (OAuth Client) - Identified by a DNS name 

forum-oauth.com  
 
Forum Sentry is an OAuth Server that will be configured to be an authentication and 
authorization service. For this configuration exercise, we will name the Forum Sentry OAuth 
server as forumoauthserver.com.  You are free to select any name you like for the service. The 
only requirement is that the name of the OAuth server has a valid DNS mapping in your 
infrastructure.  This Forum Sentry OAuth Server will treat the IdM (LDAP) and the resource 
server as one component.  If you note in Figure 5, they are treated as two different components 
of the infrastructure. In our configuration example, they are treated as one. This is done for 
simplicity.   
 
Figure 6 shows the various paths of access to forumoauthserver.com that need to be configured 
in order for the Forum OAuth server to provide an LDAP enabled OAuth service.  
 

http://www.forumsys.com/
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Figure 6: An OAuth Server through its OAuth policy can expose three main services via access paths 
defined by label 2, label 3 and label 4. Path https://forumoauthserver.com/authorize, identified by label 2, 
gives a requestor access to an OAuth code. Path https://forumoauthserver.com/token, identified by label 
3, gives a requestor access to an OAuth token. Path https://forumoauthserver.com/userinfo, identified by 
label 4, gives a requestor access to user attributes or user profile data.  
 
Based on Figure 6, we will be creating the following policies to accomplish our task. 
 

● Listener Policy - This policy defines the IP address and TCP port that the Forum OAuth 
Server listens on for connections. For example, in figure 6, this listener could be listening 
on ip address identified with forumoauthserver.com.  

 
● OAuth Policy - This is the master policy that defines authentication, authorization and 

resource services offered to users (resource owners) and client applications. For 
example, based on figure 6, the OAuth policy will enable three paths for access. 
https://forumoauthserver.com/authorize, https://forumoauthserver.com/token, and 
https://forumoauthserver.com/userinfo. The configuration and usage of each of these 
paths is further explained in section 4.3.2 Step 7.  

 
● ACL Policy - This policy consumes the LDAP policy  

 
● LDAP Policy - This is the policy that ties Forum OAuth Server to an LDAP Server.  
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 We will be using ldap.forumsys.com which is an LDAP test server hosted in the Amazon cloud 
by Forum Systems. It is publicly available so users can easily test their authentication use cases 
against an LDAP server without going through the arduous task of installing and configuring an 
LDAP server. More information on this LDAP server can be found via this link: 
http://www.forumsys.com/tutorials/integration-how-to/ldap/api-identity-management-ldap-server/ 

 
The identities configured on this server can be found via this link: 

         http://www.forumsys.com/tutorials/integration-how-to/ldap/online-ldap-test-server/ 
 
Step 1:  Enter https://forumoauthserver.com:5050 into your browser. The login page will appear. 
Enter your username and password and click “Login”.  

 
Step 2: After successful login, the general admin page will appear. Click on “Gateway” 
 
Step 3:  The Gateway menu expands. Click on “Network Policies” 
 

 
 
Step 4: Follow the steps shown in the following screen shots to create a local listener policy. 
This is the Sentry network service that will accept connections over an application protocol such 
as http. The Sentry listener will be bound to the IP of the machine that Sentry is running on.  
Start by clicking on the “New” button.  
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Select HTTP as the application protocol for the incoming connection. Click Next.  

 
 
 
Select Listener as the option since Sentry will be receiving connections from users. Click Next.  

 
 
 
Enter ForumOAuthListener then click Next 
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Select HTTP and HTTP Chunking as options and click Next. 

 
 
Select Device IP and click Next. 

 
 
 
No selection here. Click Next. 
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Click Next to select the SSL Termination policy to use 
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Click on Finish. 

 
 
 
You have successfully created a listener on TCP port 443. The green light indicates that it is 
actively waiting for connections. 

 
 
 
Step 5: Now you are ready to create an LDAP policy.  In the left panel under “Access” menu 
click on LDAP.  You will screen below. Click on New.  

 
 
This is the main LDAP policy screen. Enter the following:  
 

● Policy Name is Forum-LDAP-Server 
● Enable Privilege Access is No  
● Server is ldap.forumsys.com 
● User is cn=read-only-admin, dc=example,dc=com 
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● Password is password  
 
 

 
 
Scroll down further on the same screen. And enter the following: 
 

● Root DN as ou=mathematicians,dc=example,dc=com 
● User/group context is Group containing users 
● Click Apply 
● Click Test to see if we can connect to the LDAP successfully. You will see the result at 

the top of the screen. 
● If it is a success then click Save.  

 

 
 
 
Step 6: You will create an Access Control List by first clicking on User ACLs under ACCESS 
menu in the left panel. In the screen below you will enter Forum-LDAP-ACL and click Create.  
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The following screen will appear. Now click on Forum-LDAP-ACL.  

 
 
 
In the following screen, click on EXECUTE checkbox and click SAVE.  
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Step 7: In the left panel, under Content Policies click on OAuth Policies. The screen below will 
appear. Click on New.  

 
 
The following screen is where you start entering data for parameters in the OAuth server policy. 
Before we provide the example data, we want to highlight some key points about the OAuth 
policy.  
 

● Up to three access paths can be defined in a single OAuth server policy. These paths 
define various ways an OAuth server can be accessed for different tasks. 

○ Listener policy with a default /authorize virtual directory is accessed by remote 
users or applications to provide credentials to an OAuth server and retrieve an 
OAuth code. This is the code which is then used by an application to retrieve an 
OAuth token. Figure 6 best illustrates the usage of this path.  

○ Listener policy with a default /token virtual directory is accessed by remote 
applications to request an OAuth token. Figure 6 best illustrates the usage of this 
path.  

○ Listener policy with a default /userinfo virtual directory is accessed by remote 
applications to request user attributes or profile data. For example, this could be 
your Facebook profile or Google profile or LinkedIn profile or an enterprise 
profile. Figure 6 best illustrates the usage of this path.  

○ Each access path can either share the same listener policy or each one can have 
a unique listener policy.  

 
 
      Now we are ready to populate the fields in the following screen.  
 

● Name is ForumOAuthServer_Policy 
● Client Type is Confidential (Web Application). 
● Client id is client1 
● Client Secret is automatically generated.  
● Grant Type is Authorization code. 
● Redirect URI is forum-oauth.com/login. Once OAuth server authenticates the user, it 

redirects the user to the original target application location. In our case, it happens to be 
the OAuth enabled Sentry client as described in Figure 3.  
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Please note down the client id and client secret. You will need these to enter in the client 
application or another Forum Sentry that will be communicating as the client OAuth. Click 
Next.  

       

 
 
 
Scroll down further. You bind OAuth server to a listener with virtual directory /keys. This creates 
a path to the OpenID Connect Signing Key.  Click Next.  
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Next, you bind OAuth server to a listener with virtual directory /userinfo. This creates an entry 
point for remote applications that want to access resources protected by the OAuth server.  
Click Next.  

 

 
 
 
Scroll down further. You bind OAuth server to a listener with virtual directory /token This creates 
an entry point for remote applications that want to access OAuth token which is generated by 
the OAuth server.  Click Next.  
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Scroll down further. You bind OAuth server to a listener with virtual directory /authorize. This 
creates an entry point for remote applications or users that request an OAuth code that is 
generated by the OAuth server.  Before OAuth server issues an OAuth code, valid credentials 
need to be provided. Click Next.  
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The following screen appears with the three access paths to OAuth Server activated. The 
activation indicated by the green lights under status column. Click on “authorize” virtual 
directory.  

 

 
 
 
 
 
 
 
This screen below details the access path which remote parties will call into to request an 
OAuth server to issue an OAuth authorization code. The OAuth server will have to validate the 
credentials of the requesting party before issuing the OAuth authorization code. The validation 
is achieved by tying this access path with an LDAP policy.  
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Scroll down the screen.  
 

● In Password Authentication field select Specify.  
● Check Basic Authentication 
● Check Request password authentication 
● Click Save. 
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4.3.2 Configuring Forum Sentry Policies as an OAuth client 
 
To test the configuration in Section 4.3.1, you will need to configure an OAuth client. Please skip 
this whole section if you have your own custom OAuth client and are not using Forum Sentry 
API Security Gateway as an OAuth client described in figure 3.  If you want to use a Forum 
Sentry API Security Gateway as an OAuth client then you need to follow the configuration steps 
described in Section 3.3.2 first and then follow the steps in this section. The steps described in 
this section are an add-on to the policies configured in section 3.3.2. 
 
We strongly recommend that you should avoid configuring any of the OAuth client policies on 
Forum Sentry instance that acts as an OAuth server. The two Forum Sentry instances should 
be separated.  
 
 
Step 1: The first step is to create a remote HTTP service policy. This remote HTTP service 
represents the Forum OAuth server. The Forum OAuth client through this service will know how 
to reach the Forum OAuth server.  
 

● Click on Network Policies in the left panel. 
● Select HTTP. 
● Click Next. 
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Select Remote. Click Next. 

 
 
Enter the name of the Policy. We chose HttpRemote_ForumOAuthServer. Click Next. 

 
 
Select HTTP. Click Next.  
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The location of the remote server  

● Remote Server is forumoauthserver.com. This is the DNS name of the service.  
● TCP port 443. It is the default selection. 
● Basic Authentication Credentials should be checked. It should be note that the Forum 

OAuth Server does require authentication credentials before allowing access. 
● Click Next.  
 

 
 
Select Propagate client’s credentials. It means that the registered client or the app id and the 
secret password will be sent to Forum OAuth server.  
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Select the SSL Initiation Policy to use.  Click Next. 

 
Select the defaults. Click Next.  

 
Click Finish.  
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You should land on this page. The green light indicates that the remote policy is activated.  

 
 
 
 
 
 
 
 
 
Step 2: Click on Task Lists in the left panel under Task Policies. Then click on New.  

 
 
The Name we enter is Task_OAuth_ForumServer_GrantType_OAuth. Then click Apply.  
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We are ready to add a specific task to the Task List. Select New.  

 
 
 
 
 
 
Select User Identity & Access Control. Click Next. 

 
 
Click Next. 
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Uncheck “Map identified user to a known user”. Click Next. 

 

 
 
Select Validate OAuth SSO token & establish identity. 
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Select Other. 

 
 
This is the URL that contains the access location information of where one could obtain an 
OAuth code from. In our case it is the http://forumoauthserver.com/authorize. Click Next. 

 
 
This is where you select the remote policy. In our case it is the ForumOAuthServer that will 
issue the OAuth token. Click Next. 

http://forumoauthserver.com/authorize
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The default end-point is /token. If this is what was configured in your Forum OAuth Server then 
you should leave it as is. Click Next.  

 
 
Enter the Client Id and Client Secret. These two security attributes can be obtained from your 
Forum OAuth server under OAuth policy. These credentials are used to authenticate to the 
server. Click Next.  
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Select the Remote policy. This Remote policy identifies the network location of the service that 
provides attributes of a user. Attributes such as your Facebook user profile data. 

 
 
The default virtual directory where the attributes of a user can be obtained. Again, this virtual 
directory path depends on what was configured in your OAuth server.   

 
 
Click Next and then Next again 
 
The variable “orgiUri” keeps the value of the original URI that a remote user accessed. This 
variable is declared in the Redirect Policy also. The OAuth engine wants to store this value so it 
knows which URI to redirect the user to once the OAuth token and attributes are obtained. In 
our example, this origUri points to http://forum-oauth.com/  
 
Click Finish.  
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Click on Task Lists to see the activated task lists configured.  

 
Step 3: We now need to create a Task List Group. Click on Task List Groups under Task 
Policies. The screen below appears. Click New.  

 
 
Enter the Task List Group name.  
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Add the Task List Task_OAuth_ForumServer_GrantType_Code. Click Add.  
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After the Add the screen is updated. Click Save.   

 
 
 
Step 4: This is the final step. Click on HTML policies under the GATEWAY menu in the left 
panel. The screen below shows the existing HTML policy. Click on 
Browser_to_Sentry_OAuth_Policy link in red.  

 
  
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

Forum Sentry™ OAuth Client Configuration Guide  I 73 
 

 
The screen with the list of two virtual directories appears below. We are interested in the Login 
virtual directory since that is the one that triggers the OAuth processing if access this virtual 
directory. Click on Login.  

 
 
 

You will see the details of the Login virtual directory 

 
 
 
 
 
 
 
 
 



 
 
 

Forum Sentry™ OAuth Client Configuration Guide  I 74 
 

 
 
 
 
Scroll down the screen and in the Request Task List Group down you will select the task list 
Task_Group_Forum_OAuthServer_GrantType_Code. This is where you hook the virtual 
directory with OAuth processing. Click Save.  
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4.3.3 Testing Forum Sentry OAuth server  
 
Please make sure that your system that is running the browser can resolve the DNS name 
forum-oauth.com or any name that you are using to access Sentry OAuth client.  
 
You will be prompted for credentials. Enter the following if you are using Forum LDAP server.  
 
Enter User Name: euclid 
Password: password 
 

 
 
Once you click Accept, Forum Systems OAuth server will perform the following steps:  
 

● Return your browser to OAuth client (your application or Forum Sentry OAuth client). 
● Application will fetch your LDAP profile data via Forum Sentry OAuth server. 
● Generate cookies.  
● Send the cookies back to your browser with the instruction that your browser needs to 

access http://forum-oauth.com 
● Your browser will connect to http://forum-oauth.com again with the cookies. This time it 

will be allowed to access www.forumsys.com. If it all goes well, you will see the Forum 
Systems page.  
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