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INTRODUCTION TO THE FTP SECURITY GUIDE
Audience for the FTP Security Guide

The Forum Systems Sentry™ Version 9 FTP Security Guide is for System Administrators who will
manage:

FTP/FTPS policies and FTP over SSL/TLS* policies.

FTP User policies and FTP over SSL/TLS* User policies.

SFTP Policy Transfers

OpenPGP key pairs and Certificates received from third parties.

OpenPGP key generation.

OpenPGP Encrypt, OpenPGP Decrypt & Verify, OpenPGP Sign, OpenPGP Verify as well as
OpenPGP Sign & Encrypt policies.

e Encrypt, decrypt & verify, sign, verify, and encrypt & sign with OpenPGP over FTP.

e Compression/decompression of inbound and outbound documents.

* Transport Layer Security

Conventions Used

A red asterisk ( * ) aligned with a field term means that this field is required. In this and other
documentation, the Web Administration Interface is referred to as the WebAdmin and the Forum XML
Security Appliance™ is referred to as the ‘device’, ‘product’ or ‘system’.

In this document, all data or commands that must be entered or selected are displayed in boldface.
Example:

User name: johnsmith
Password: Tk

Ul screens which display a STATUS column represent the following states:

e Green status light = enabled policy.
e Yellow status light = a required functional element of this policy is disabled.
¢ Red status light = disabled policy.

Throughout this and other documents in the Documentation Set, repetitive actions such as:

View / edit a policy.

Enable / disable a policy.

Delete a policy.

Rename a policy.

Limit display of policies with Search or Max Results fields.

are not shown. For more information, refer to the Common Operations section of the Forum Systems
Sentry™ Version 9 Web-based Administration Guide.

Customers with plug-in licenses on the system, confirm that your Integration License is visible on the
General Info screen under the SUPPORTED FEATURES section.

Any specifications and constraints referenced in this volume appear in the Appendices of this volume.

Forum Sentry™ OpenPGP Guide |
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FTP POLICIES AND FTP USER POLICIES

FTP Policies

The Network Policies screen manages FTP policies, their settings and status in the system, tracks
existing policies, port settings and policy parameters that listeners map to on the system. FTP policies
use the FTP transmission protocol and are created by clicking the New button on the Network Policies
screen. You may create, edit/view and delete policies as well as enable/disable FTP policies.

Note: Selecting the + prefacing an FTP policy name link reveals a listing of all Virtual Directories
associated with that policy. Only FTP policies which have the “Process as XML”" option checked may
have associated virtual directories.

2

FTP Policies with Encryption and Decryption
FTP policies allow users to add OpenPGP over FTP when the product processes inbound or outbound
documents; in particular encrypted or decrypted documents.

FTP Error Codes

FTP error codes are error codes that are returned to the client when the system fails to process data.
During run-time, if the system cannot process a request of response on an FTP/FTPS policy or
FTP/FTPS user policy, an error code is returned to the client. For information on FTP error codes, refer
to the FTP Error Code Table section of this document.

Overview of FTPS

FTPS is a protocol in which secure FTP sessions can be achieved. The security function is performed by
the Secure Socket Layer (SSL) and/or Transport Layer Security (TLS). Initially, connections are
unsecured (as opposed to HTTPS where the connection is secured immediately) and the FTPS client and
server negotiate for secure FTP control and data connections.

Two de-facto FTPS standards are supported in the product; ‘AUTH SSL’ and ‘AUTH TLS’. The ‘AUTH
SSL’ standard has been deprecated over the last couple of years, but still has momentum in some
installations. The ‘AUTH TLS’ has been widely adopted because of its adherence to RFC 2228 — “FTP
Security Extensions” and additional impetus from Paul Ford-Hutchinson’s “Securing FTP with TLS” RFC
draft. The product supports the above standards in both client and server applications.

FTP over SSL or TLS Policies

FTP over Secure Socket Layers/Transport Layer Security (SSL/TLS) policies use the FTPS protocol for
securing FTP over SSL/TLS. FTP over SSL/TLS policies allow users to utilize FTP over SSL/TLS when
the product processes inbound or outbound documents; including OpenPGP encrypted or decrypted
documents.

FTP over SSL or TLS Policy Prerequisites
Follow the listed sequence to create an FTP over SSL policy:

1. create a key pair.
2. create an SSL policy that refers to the key pair.
3. create an FTP policy that refers to an SSL policy.

ZIP Archives with FTP Policies

Currently, the system supports for ZIP archives that have only one entry. If the incoming ZIP archive
contains more than one entry, then only the first entry will be decompressed and any remaining entries
will be ignored. All files will be named .zip on placement on remote servers.

| Forum Systems Sentry™ OpenPGP Guide




Network Policy Terms for FTP Policies and FTP over SSL or TLS Policies
While creating an FTP policy or FTP over SSL:/TLS policy, please consider the following:

TERM
Name

Status

Protocol

Listener Address

Remote Address

DEFINITION
The identifier for this Network policy.

e Green status light = enabled policy.
e Yellow status light = a required functional element of this policy is disabled.
e Red status light = disabled policy.

Network policies are automatically enabled upon creation when the network
topology option matches the Network policy.

The protocol that is supported by this Network policy, or FTP.
The IP address of the system.

The IP address of the back end server.

Note: FTP policies, FTP over SSL/TLS policies, FTP User policies, and FTP over SSL/TLS User policies
share system resources; therefore, Forum Systems recommends limiting the number of active policies to

32.

Forum Sentry™ OpenPGP Guide |
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FTP Policy Terms
While creating an FTP or FTP over SSL/TLS policy, please consider the following:

FIELD NAME DEFINITION
FTP NETWORK POLICY

Name

Process as
XML

User Policy
Rule

FIELD NAME

LISTENER
Listener IP

Listener Port

Read
Timeout

Override
PASV IP
Address

PASV IP

The identifier for this FTP policy.

This feature is available only with an upgrade to the Forum product so ignore this
checkbox.

FTP user policy rules manage exactly how FTP Users should be processed.
REQUIRED means that when a user authenticates with the system, they MUST have a
valid FTP User policy that corresponds to the provided user name and password. The
user is then authenticated on the system and routed properly using the settings
specified in the FTP User policy.

If the user who is transmitting an FTP session matches with the user name and
password, then the Remote and OpenPGP policies specified in this policy are applied.

If a valid user who is transmitting an FTP session logs on to the product but there is no
FTP User policy which exists for that user, the login will fail.

The REQUIRED FTP user policy rule forces all users to authenticate with the product.

OPTIONAL means if the user name provided at authentication time (in the Local
Authentication section of the FTP User policy) matches an FTP User policy, the
settings of the FTP User policy will apply.

If the user name provided at authentication time (in the Local Authentication section of
the FTP User policy) does not match an FTP User policy, then the settings for the FTP
listener itself (FTP policy) will be used. Authentication will be performed on the back
end FTP server.

IGNORED is a state that disregards any FTP User policies and processes all
transactions with the configuration of the FTP listener itself (FTP policy). The back end
FTP server is used to authenticate the user.

Note: The Required, Ignored and Optional settings are for authentication at the
back end. If authentication is never achieved, Administrators will not be allowed to
log into the FTP server.

DEFINITION

The IP address that the product will listen for connections on. The listener IP is the IP
alias or the IP address of the device port on the product.

The port number that the product listens for connections on.

Read timeout in minutes for holding open connection that is idle.

Override the Listener IP address when responding to the PASV command. This is
useful when within a DMZ behind a firewall.

IP address that will be used to respond to the PASV command.

| Forum Systems Sentry™ OpenPGP Guide



Address

FTP over
SSL/TLS

SSL
Termination
Policy

SSL Initiation
Policy

FTPS Mode

With the FTP over SSL/TLS checked, you are creating an FTP over SSL/TLS network
policy.

The SSL Termination policy selected to bind to this FTP over SSL network policy.

The SSL Initiation policy selected to bind to this FTP over SSL network policy.

Explicit: FTP client issue a specific command to the FTP server after establishing a
connection. The default FTP server port is used..

Implicit: automatically begins with an SSL connection as soon as the FTP client
connects to an FTP server. In implicit security, the FTP server defines a specific port
for the client (990) to be used for secure connections

DEFAULT REMOTE

Prevent
user@host
Syntax

Remote
Server IP or
Host Name

Remote Port

FTP over
SSL/TLS

SSL Remote
Policy

FTPS Mode

OpenPGP

GET

OpenPGP
PUT

e With the Prevent user@host Syntax checkbox checked, you are specifying
that the product will proxy all traffic to the remote server IP or host name and
remote port defined. When checked, any attempts to use the user@host
Syntax proxy will not be allowed.

e With the Prevent user@host Syntax checkbox unchecked, the product will
allow users to proxy to the specified host using the product’s proxy capabilities.

IP address or host name of your back end FTP server.

Requests processed by the Service policy will be sent to this port on the back end FTP
server. For example, FTP traffic generally uses Port 21.

With the FTP over SSL/TLS checked, you are creating an FTP over SSL network
policy.

The SSL Initiation policy selected to bind to this FTP over SSL network policy.

Explicit: FTP client issue a specific command to the FTP server after establishing a
connection. The default FTP server port is used..

Implicit: automatically begins with an SSL connection as soon as the FTP client
connects to an FTP server. In implicit security, the FTP server defines a specific port
for the client (990) to be used for secure connections

The OpenPGP GET drop down list includes all OpenPGP policies. Use OpenPGP
GET control actions to select which OpenPGP policy to use for a GET (data from FTP
server to FTP client) operation. Select None if you are not interested in applying any
policy at all.

The OpenPGP PUT drop down list includes all OpenPGP policies. Use OpenPGP
PUT control actions to select which OpenPGP policy to use for a PUT (data from FTP
client to FTP server) operation. Select None if you are not interested in applying any
policy at all.

Forum Sentry™ OpenPGP Guide |
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FIELD NAME DEFINITION

OPENPGP

OpenPGP The OpenPGP GET drop down list includes all OpenPGP policies. Use OpenPGP

GET GET control actions to select which OpenPGP policy to use for a GET (data from FTP
server to FTP client) operation. Select None if you are not interested in applying any
policy at all.

OpenPGP The OpenPGP PUT drop down list includes all OpenPGP policies. Use OpenPGP

PUT PUT control actions to select which OpenPGP policy to use for a PUT (data from FTP
client to FTP server) operation. Select None if you are not interested in applying any
policy at all.

DATA COMPRESSION

[None] Use [None] to select no data compression at all.

ZIP- Use this option to compress data using the ZIP compression algorithm.
Compress

ZIP- Use this option to decompress data using the ZIP compression algorithm.
Decompress

GZIP- Use this option to compress data using the GZIP compression algorithm.
Compress

GZIP- Use this option to decompress data using the GZIP compression algorithm.
Decompress

COMMENT

Comment Enter any relevant comments about this policy in the Comment field.

CREATED / MODIFIED
Created/ The system populated a date/timestamp and comment text for any FTP User policies
Modified that may be bound to this FTP policy.

FTP USER POLICY
FTP User FTP User policies are visible only after they have been created.
Policy

| Forum Sentry™OpenPGP Guide



FTP User Policies

The FTP User policy screen is a subset of the FTP policies screen. FTP User policies allow you to
enforce more granular routing and security decisions based on local authentication credentials and
remote authentication credentials, if configured. The FTP User Policy screen overrides the FTP policy
configuration. Generally you may specify OpenPGP policies generically for the listeners, but the product
allows you to override these by a variety of settings on FTP User policies.

The FTP User policy screen is an optional feature. If a new FTP User policy feature is configured, it
overrides the “DEFAULT REMOTE” and OPENPGP policies in the FTP policy. With this more granular
control over an FTP transaction, the system provides more authentication features. FTP User policies
allow you to setup authentication credentials to access the local FTP server on the system and also the
remote authentication credentials of the back end FTP server.

Note: All OpenPGP users specific to FTP sessions are managed through the FTP policy screen, not
through the Users screen. When creating an FTP user from the FTP USER POLICY screen, consider that
this user is a separate user from any LDAP user or Forum user visible on the Users screen.

Forum Sentry™ OpenPGP Guide |
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Interactions Between FTP Policies and FTP User Policies
Once you have created your first FTP policy, click an FTP policy name link to return to the bottom of the
FTP Policy details screen.

Note: Only after you create the first policy will you see the table and table headers under which this policy
will be listed.

Before Creating First FTP User Policy After Creating First FTP User Policy
NETWORK POLICIES > FTP NETWORK POLICY NETWORK POLICIES > FTP NETWORK POLICY
FTP NETWORK POLICY FTP NETWORK POLICY
Name': FTP_DomesticTransports Name*: FTP_DamesticTransparts
Process as XML O Process as XML O
User Palicy Rule Required v User Palicy Rule Required v
LISTENER LISTENER
Listener [P*: 106692 Listener [P*: 105692
Listener Port' 26 Listener Port' 26
FTP over 5SLITLS O FTP over GSLITLS O
88L Listener Policy: 88L Listener Policy:

Auth Mode Tl oseL Auth Mode Tl omEL
DEFAULT REMOTE DEFAULT REMOTE
Prevent user@host Syntax. [ Prevent user@host Syntax. [
Remote Server’ 11.11.11.56 Remote Server’ 11.11.11.56
Remote Port’ 26 Remote Port' 26
FTF over 8SLITLS O FTF over 8SLITLS O
S5L Remote Policy: S5L Remote Policy:
Auth Mode LS 551 Auth Mode LS 551
OPENPGP OPENPGP
OpenPGP GET: PGP_Dave-Decrypt v OpenPGP GET PGP_Dave-Decrypt v
OpenPGP PUT: [None] v OpenPGP PUT: [None] v
DATA COMPRESSION DATA COMPRESSION
Compression GET, [None] v Compression GET, [None] v
Compression PUT: [None] v Compression PUT: [None] v
COMMENT
Comment

FTP USERS

[0 FTP USER POLICY CREATED CREATED/MODIFIED
N N Created: Oct12, 2004 Modified: Oct 12, 2004 1:48 AM
Mo items to display Tits A
FTP USERS
[ FTP USER POLICY CREATED MODIFIED

[J ETP TransporB  Oct12, 2004 1:52 AM  Oct12, 2004 1:52 AM

| Forum Sentry™OpenPGP Guide




How Appliance Binds FTP and FTP User Policies -
The following graphics display an FTP policy (FTP_SSL_DomesticVendors) and how an FTP User policy

(FTP_SSL_VendorCenters) is bound to it:

FTP Network Policy Options
NETWORK POLICIES > FTP NETWORK POLICY

FTP NETWORK POLICY
Name'

Process as XML
User Pollcy Rule

LISTENER
Ligtener 1P

Listaner Port*
FTF over SSLITLS:
SSL Listenar Policy

Auth Mode

DEFAULT REMOTE
Prevent user@host Syntax:

Remote Served IP or Host Name*

Remate Paort’

FTF over SSLITLS
SEL Remote Policy
Auth Mode
OPENPGP
OpenPGP GET:
QpenFGF PUT:

DATA COMPRESSION
compression GET

Compression PUT

COMMENT
Comment

FTP_SSL_Domestichendors
O

Requirigd »

105657
7

Example 1

E|
S8L_Policy_Joyce =W

O TLE @ 5L

,—*i'é'sl}e_mbe?r{{éiié"ﬁ
S8L_Palicy_Joyce

S5L_Temn_Danielle

SEL_Term_Walter

For FTP over SSL / TLS,
select an SSL Termination
Policy with Auth Mode.

O

11111187

7

= g : 2 For FTP over SSL/ TLS,
SSL_init_Danielle L, L_Inlt_anlelle select an SSL Initiation
————— e Sl ] Policy with Auth Mode.

SSL_Init_Walter
SSL_Policy_527873370

[rome] w

[Moni] »

ZIF - DECOMPrEss _M
ZIF - Comprass v:_» ZIP - Cﬂi’l’lPrESs

1P - Decompress

GZIF - Compress

GZIP - Decomprass

For transforming data, select
compression control actions
for PUTs and GETs.

CREATED MODIFIED

Created: Mar 23, 2005 1216 PM  Modified: Has Not
L

FTP USERS

[0 FTP USER POLICY CREATED

ETF 88L VenduiCenters. WAT 23, 2006 1123
PM

This FTP User Policy is bound
to this FTP Network Policy.

For using this Network policy with OpenPGP, bind OpenPGP
Policies to OpenPGP GET and PUT control actions .

'\\ OPENPGP POLICIES

Eean bodified

[Mone] |

PGP_Dave_Encrypt
FiGP_Dave SigEnc
PGP_Dave_Sign

O oPENPGP POLICY  TYPI
O poP Dave Decver Decryplé
Wi
PGP_Dave_Decvar iy
O eGP Dave Encrypt Encrypt
O¢e

Sign & Encrypt

PGP_Dave_\erify O pgP Davs Sign Sign
PGP_Sandv_Dlec\-fer Ol PGP Dave Verfy  Verity
PGP_Sandy_SigEnc
_,) O ece sande Decvar DACHPLE
Variry
O PGP _Sandy SigEnc Sign & Encrypt

Figure 2: Binding an FTP Policy to an FTP User Policy with various SSL or TLS Options and OpenPGP

Policies and Compression Action O

ptions.

Forum Sentry™ OpenPGP Guide |
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Figure 3: How an FTP User Policy is Bound to an FTP Policy with various SSL or TLS Options and

How Appliance Binds FTP and FTP User Policies - Example 2

This FTP User Policy (FTP_SSL_VendorCenters)

NETWGRK POLILIES

FTP USER POLICY

FTP User Policy Options

> FTP NETWORK POLIC

- is bound to its parent FTP Network Policy

(FTP_SSL_DomesticVendors).

‘| 85L_Init_Danielle

Palicy Hame®:

LOCAL AUTHENTICATION
Sysiem user

REMOTE AUTHENTICATION
) Use system user

& Uze non-system user
Remote User Hame®:

Remote Password:

Canfirm Rémale Passwil

REMOTE SERVER
Remole IP Address

Remoie Port

FTP over SELITLE
SSL Remaote Folity
Auth Mode
OPENPGP
OpenP &P Gel
OpenP &P Put

DATA COMPRESSION
Compression GET

Compression PUT

COMMENT
Comment

FTP_SSL_VendorCent

margsmilh

michelecohg

SRR

SRR REEEE

1111167
Fi
- =

w

I_ SSL_init_Dasiglle

= TLs @ s8L

[Mor]

[Mane)

g

SSL_Init_Walter
gSL_Policy_527873370

| For FTP over SSL/TLS,
\ select an SSL initiation
Policy with Auth Mode.

[Mone]

PGP_Dave_DecVer
PGP_Dave_Encrypt
PGP_Dave_SigEnc
PGF_Dave_Sign
PGP_Dave_WVerify
™ 1PGP_Sandy_DecVer
PGP_Sandy_SigEnc

For using this User Network policy with OpenPGP, bind
OpenPGP Paolicies to OpenPGP GET and PUT control actions .

OPENPGP POLICIES

= [0 oPENPGP POLICY  TYPE
' O PGP Dave Decyver Decrypté
Werify
[0 ecP Dave Encrynl Encrypl
O eGP Dave SigEne  Sign & Encrypt
0O esp Dave Sign Sign
EGPF Dave Sign a9
O PoF Dave Verfy  Verlly
O egP gande Dagver Detrysts
S ety

PGP Sandy SigEnc Sign & Encrypt

GIIP - Decompre
GIP- Compms:s_v‘_—‘_>

ZIP - Compress
ZIP - Decompress
GZIP - Compress
GZIP - Decompress

For transforming data, select
compression control actions
for PUTs and GETs.

OpenPGP Policies and Compression Action Options.

10
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FTP User Policy Terms
While creating an FTP User policy or an FTP over SSL/TLS User policy, please consider the following:

FIELD NAME DEFINITION
FTP USER POLICY
Policy Name The identifier for this FTP user policy.

LOCAL AUTHENTICATION

System user From the System user drop down list, select the user whose credentials will be
presented to the FTP server.

Note: As of Release 5.1, local users no longer exist for local
authentication. All users are managed from the USERS screen.

REMOTE AUTHENTICATION

User system user With the Use system user option, the credentials presented to the remote
server are those of the user policy name selected. This user must have
Enable for basic auth on so their password is clear text.

User non-system With the Use non-system user option, the credentials presented to the remote
user server are those of the remote user name / remote password entered.

Remote User Name Remote User Name applies to the user name for a non-system user when
authenticating to the remote server. The Remote User Name may be from 0-
unlimited keyboard characters.

Remote Password Remote Password is the password of the remote server that traffic will be
forwarded to during this FTP session. The Remote Password may be from 0-
unlimited keyboard characters.

Confirm Remote For verification purposes, re-enter your Remote Password.
Password

Forum Sentry™ OpenPGP Guide |
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FIELD NAME
REMOTE SERVER
Remote IP Address

Remote Port

FTP over SSL/TLS

SSL Remote Policy
FTPS mode

OPENPGP
OpenPGP GET

OpenPGP PUT

DATA COMPRESSION

[None]

ZIP-Compress

ZIP-Decompress

GZIP-Compress

GZIP-Decompress

COMMENT
Comment

DEFINITION

Remote IP Address is the IP of your back end FTP server.

Remote Port is the port on the back end FTP server that the product is
forwarding traffic to. For example, FTP traffic generally uses Port 21.

With the FTP over SSL/TLS checked, you are creating an FTP over SSL User
policy.

The SSL Initiation policy selected to bind to this FTP over SSL User policy.

Explicit: FTP client issue a specific command to the FTP server after
establishing a connection. The default FTP server port is used..

Implicit: automatically begins with an SSL connection as soon as the FTP
client connects to an FTP server. In implicit security, the FTP server defines a
specific port for the client (990) to be used for secure connections

The OpenPGP GET drop down list includes all OpenPGP policies. Use
OpenPGP GET control actions to select which OpenPGP policy to use for a
GET operation (transfer of data from FTP server to FTP client). Data is
processed with the OpenPGP operation in the policy while it flows from the
FTP server to the FTP client.

Select None to apply no FTP User policy to this FTP policy action.

The OpenPGP PUT drop down list includes all OpenPGP policies. Use
OpenPGP PUT control actions to select which OpenPGP policy to use for a
PUT operation (transfer data from FTP client to FTP server). Data is
processed with the OpenPGP operation in the policy while it flows from the
FTP client to the FTP server.

Select None to apply no FTP User policy to this FTP policy action.

Use [None] to select no data compression at all.

Use this option to compress data using the ZIP compression algorithm.

Use this option to decompress data using the ZIP compression algorithm.

Use this option to compress data using the GZIP compression algorithm.

Use this option to decompress data using the GZIP compression algorithm.

Enter any relevant comments in the Comment field.

| Forum Sentry™ OpenPGP Guide



Forum Sentry™ OpenPGP Guide | 13



Note: When selecting one compression mode on a PUT (for example, GZIP-compress) you may want to
select the complementary compression mode on a GET (GZIP-decompress).

Data compression may or may not be used in conjunction with OpenPGP operations. Consider that
OpenPGP encryption always compresses data by default prior to encryption, and OpenPGP signing
always compresses data by default after signing. Therefore, even though it is not prohibited, there is
minimum benefit to be gained from associating a data compression action with these specific OpenPGP
operations.

Administrators may, however, gain benefit from applying compression with OpenPGP Decrypt & Verify
and OpenPGP Verify policies. For example, if an OpenPGP GET operation is linked to an OpenPGP
Verify policy, and a GET ZIP-Compress action is specified, then the data will be compressed using the
ZIP algorithm after it has been verified. Similarly, if an OpenPGP PUT operation is linked to an OpenPGP
Decrypt & Verify policy, and a PUT ZIP-Compress action is specified, then the data will be compressed
using the ZIP algorithm after it has been decrypted.

Data compression or decompression is always the last operation performed on the data for PUT control
actions, and the first operation for GET control actions. Resulting zip/gzip compressed files will have
extensions .zip and .gz as appropriate.

As of Release 5.1, local users no longer exist. All users are managed from the USERS screen.

FTP Policies and FTP User Policies With and Without SSL or TLS Examples

Examples for FTP and FTP User policies include:

e Add an FTP Policy.
e Add an FTP over SSL/ TLS User Policy.
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Add an FTP Policy
Follow these steps to:

e add an FTP policy and associate an OpenPGP key pair (PGP_Dave) imported earlier.
e add an FTP User policy and associate an OpenPGP key pair (PGP_Sandy) imported earlier.

Adding an FTP Policy with an Associated OpenPGP Policy
In this operation, you will add an FTP policy.

This operation assumes that, at minimum, one OpenPGP Decrypt & Verify policy has been previously
created.

NETWORK POLICIES

FTP Policies
LISTENER REMOTE
[0 name STATUS PROTOCOL ADDRESS ADDRESS
[0 PGPOverFTPJeff @ FTF 10.5.6.55:21 11.11.11.55:21
IBM MO Listener Policies
LISTENER
[0 name STATUS PROTOCOL ADDRESS MODE
O malistenerPalicy-0 L] JMSiMa 192.168.0.1:1414 Sync

Delote Disapi ] e ]

NETWORK POLICIES = NEW
NETWORK POLICY

NETWORK POLICY
PROTOCOL

O HTTP

O Group Remote

® FTP

O smTP

O TIBCO Rendezvous
O 1BM Websphere MQ
O TIBCO EMS

e
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NETWORK POLICIES =

FTP NETWORK POLICY
Mame™®:

Labels:
Process as XML:

User Policy Rule:

LISTENER

Use Device IP:

Listener IP*:

Listener Port*:

Read Timeout(minutes)*:
Override PASV IP Address:
PASV IP Address:

Enable PASY Port Range:
Start PASY Range:

End PASY Range:

FTP over SSL/TLS:

S5L Listener Initiation Paolicy:

S3L Listener Termination Policy:

FTPS Mode:

DEFAULT REMOTE
Frevent user@host Syntax:
Remote Server™:

Remote Port*:

Use PASV IP:

FTP over SSL/TLS:

S5L Remote Initiation Policy:

35L Remote Termination Policy:

FTPS Mode:

OPEMPGP
OpenPGP GET.
OpenPGP PUT:

DATA COMPRESSION

[ R

FTP NETWORK POLICY

| FTP Policy

Optional %

0.0.0.0
2121

Ak

Ak

Explicit Implicit

assdsssd
21

Ak

Ak

Explicit Implicit

[None] =

[None] %

(L P &

COMMENT

Comment:

o]

¢ Navigate to the Network Policies screen and click New.
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On the NEW NETWORK POLICY screen, select the FTP radio button and then click Next.
On the FTP NETWORK POLICY screen, in the Name field, enter the name for this policy.
Skip the Process as XML checkbox.

Retain the default (Optional) setting in the Use Policy Rule drop down list.

Note: Use the User policy rules drop down list to set an override option that toggles FTP Users policies to
be Required, Optional or Ignored. Although you are setting this override option now, you have not
connected the FTP User to this FTP policy yet. The override is active when you create an FTP User
policy. When working with FTP User policies, consider that:

A) When the FTP User policy is set to REQUIRED or OPTIONAL, the FTP User policy becomes
bound to the FTP policy and the FTP User policy will now override the settings on the associated
FTP policy.

B) When the FTP User policy is set to REQUIRED, only FTP User policies attached to FTP Server
policies will be able to log in and use the product.

X) When the FTP User policy is set to OPTIONAL, only users that exist as an FTP User policy or as
a user of a back end FTP server can log in.

A) When the FTP User policy is set to IGNORED, this option processes all transactions with the
configuration of the FTP listener itself (FTP policy). The back end FTP server is used to
authenticate the user.

During run-time, it is at this point in processing documents that the user would be authenticated on the
FTP server. If user authentication were to fail, then OpenPGP GET or PUT control actions (steps 17 and
18) and data compression actions (steps 19 and 20) would never take place.

In the Listener IP field, enter the listener IP address.

In the Listener Port field, enter the listener port.

Skip the FTP over SSL/TLS checkbox.

Skip the SSL Listener Policy drop down list.

Skip the FTPS Mode radio buttons.

Skip the Prevent user@host Syntax checkbox.

In the Remote Server IP or Host Name field, enter the remote server IP.
In the Remote Port field, enter the remote port.

Skip the FTP over SSL/TLS checkbox.

Skip the SSL Remote Policy drop down list.

Skip the FTPS Mode radio buttons.

From the OpenPGP GET drop down list, select an OpenPGP Policy as the OpenPGP key pair to
associate with this FTP policy.

Note: The OpenPGP GET drop down list contains the OpenPGP policies to use for FTP decryption using
OpenPGP. Remember, you decrypt and verify inbound documents with an OpenPGP key pair applied to
an OpenPGP Decrypt & Verify policy. PGP_Dave_DecVer is an OpenPGP Decrypt & Verify policy that
was created using Dave’s OpenPGP key pair.

e |Leave the OpenPGP PUT drop down option selected to None.

Note: The OpenPGP PUT drop down list contains the OpenPGP policies to use for FTP encryption using
OpenPGP.

From the Compression GET drop down list, select GZIP-Decompress.
Retain the default Compression PUT control action (None).

Skip the Comment field.

Click Create. The NETWORK POLICIES screen refreshes.
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NETWORK POLICIES

FTP Policies
LISTENER REMOTE
O name STATUS PROTOCOL ADDRESS ADDRESS
[0 FTP DormesticTransports @ FTP 10.6.682:21 TAT 1121
[0 PGPOverFTPJeff @ FTP 1058 5521 MA111.485:21
IBM MQ Listener Policies
LISTENER
O name STATUS PROTOCOL ADDRESS MODE
[0 maolistenerPalicy-0 L] JMEIMG 192.168.0.1:1414 Sync

Delete Disahble

Now you can add the FTP User Policy by editing the FTP policy just created. This operation is shown
next.

Adding an FTP User Policy with an Associated OpenPGP Policy

An FTP User policy can be added immediately after creating your first FTP policy or later. The New
command at the bottom of the FTP NETWORK POLICY screen is not available until you have created an
FTP Server policy. This example assumes that an FTP policy has previously been created.

e Select an FTP policy name link.
e Onthe FTP NETWORK POLICY details screen, at the bottom, create a new FTP User Policy by
clicking New.

NETWQRK POLICIES > FTP NETWCQRK PQLICY > FTP

FTP USER POLICY
Policy Mame*: FTP_TransponB

LOCAL AUTHENTICATION
Systern user charleslee v

REMOTE AUTHENTICATION

O Use system user

® Use non-system user

Remote User Name* gregdangelo

Remote Passward: LLTTYTITTYTTT )

Confirm Remaote Passward

REMOTE SERVER

Remote IP Address: 11.11.11.56
Remote Port 26
FTP over S8LITLE: O

55L Remote Policy:

Auth Maode TLS gsL
OPENPGP

OpenPGP Get [Mang] A
OpenPGP Put: PGP_Dave_Encrypt

DATA COMPRESSION
Compression GET: [Mang] v

Compression PUT: ZIP - Compress w
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LOMMENT

omment

e Onthe FTP USER POLICY screen, in the Policy Name field, enter a name.
e Under LOCAL AUTHENTICATION, from the System user drop down list, select a System user.

Note: Under LOCAL AUTHENTICATION, select the System user whose credentials are presented to the
FTP server.

Under REMOTE AUTHENTICATION, select the Use system user option when selecting which user policy
credentials are presented to the remote server. Select the Use non-system user option when a user not
on the Forum system whose credentials will be presented to the remote server. This option also requires
the non-system users’ password.
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e Under REMOTE AUTHENTICATION, select the Use non-system user radio button.

Note: The Remote User Name is the name of the user associated with this FTP User policy and identifies
whose credentials are presented to the remote server. The Remote User Name and Remote Password
are used by the product to authenticate outgoing users. The Remote User Name and Remote Password
may be from 0-unlimited keyboard characters.

¢ Inthe Remote User Name field, enter the user name of a user to be authenticated on the remote
server.

¢ Inthe Remote Password field, enter the password for this user.

¢ Inthe Confirm Remote Password field, re-enter the password for this user.

In the Remote IP Address field, enter the remote IP entered earlier for the FTP policy remote IP

address.

In the Remote Port field, enter the remote port

Skip the FTP over SSL/TLS checkbox.

Skip the SSL Remote Policy drop down list.

Skip the FTPS mode radio buttons.

Leave the OpenPGP GET drop down list selected to None.

Note: With the None option selected for OpenPGP GET, you are retaining the defaulted option set earlier
in the FTP policy. The OpenPGP GET control action is assigned to the PGP_Sandy_Encrypt policy.
Remember, you decrypt inbound documents with an OpenPGP key pair applied to an OpenPGP
Decryption policy.

e From the OpenPGP PUT drop down list, select PGP_Dave_Encrypt as the OpenPGP Encryption
Policy to use for overriding the FTP policy so that the product will manage encryption via
OpenPGP over FTP.

Note: The OpenPGP PUT drop down list contains the OpenPGP policies to use for FTP encryption using
OpenPGP. This action applies encryption for inbound documents to OpenPGP over FTP by assigning the
PUT control action to the FTP policy named FTP_DomesticTransports. Remember, you encrypt outbound
documents with an OpenPGP public Certificate applied to an OpenPGP Encryption policy.

e |Leave the Compression GET drop down list selected to None.
e From the PUT drop down list, select ZIP-Compress.

Note: The Compression GET drop down list contains data compression options for inbound documents.
The Compression PUT drop down list contains data compression options for outbound documents.

e  Skip the Comment field.
e Click Create and the FTP POLICY details screen refreshes, revealing the new FTP User policy at
the bottom of the screen.

FTP USERS

[l FTP USER POLICY CREATED MODIFIED
0 ETP TransporiB Mar 22, 2005 6:22 PM
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Add an FTP over SSL or TLS Policy

Follow these steps to add an FTP over SSL/TLS policy. This example displays adding an FTP over SSL
policy:

NETWORK POLICIES

FTP Policies
gy LISTENER REMOTE
D NAME STATUS PROTOCOL ADDRESS ADDRESS
[0 ETP DomesticTransports L] FTRP 10.5.6.92:26 11.11.11.56:26
[0 PGEOverFTEJeff L] FTR 10.5.6.55:21 T1.11.11.56:21
IBM MQ Listener Policies
LISTENER
O name STATUS PROTOCOL ADDRESS MODE
[0 molistenerFolicy-0 L] JMEMG 192.168.001:1414 Sync

Enable

[

NETWORK POLICIES = NEW
NETWORK POLICY

NETWORK POLICY
PROTOCOL

O HTTP

O Group Remaote

@ FTP

O SMTFP

O TIBCO Rendezvous
O 1BM Websphere MQ
O TIBCO EMS

(e

o Navigate to the Network Policies screen and click New.
e Onthe NEW NETWORK POLICY screen, select the FTP radio button and then click Next.
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NETWORK POLICIES = FTP NETWORK POLICY

FTP NETWORK POLICY

MName' FTP_SSL_Domesticvendors
Process as XML O

User Policy Rule: Reguired

LISTENER

Ligtener [P 10,6657

Listener Port' a7

FTF over 35LITLS:

S5L Listener Poliey: S5L_Policy_Joyce v
Auth Mode: O TLs @ 850

DEFAULT REMOTE
Prevent user@host Syntax: O

Remaote Server IP or Host Mame' 11.11.11.47

Remote Port': 7

FTF over 35LITLS:

S5L Remote Poliey: S5L_Init_Danielle v
Auth Mode: O TLs @ 850
OPENPGP

OpenPGP GET: PGP _Dave_Decver v
GpenPGP PUT: PGP _Dave_SigEnc v
DATA COMPRESSION

Compression GET ZIP- Decompress v
Compression PUT ZIP - Compress v
COMMENT

Comment:
FTP USERS

O FTP USER POLICY CREATED WMODIFIED

After creating the FTP policy you will he able
add FTP user policies

e Onthe FTP NETWORK POLICY screen, in the Name field, enter the name for this policy.
e  Skip the Process as XML checkbox.
e From the Use Policy Rule drop down list, select Required.

22 | Forum Sentry™ OpenPGP Guide



Note: Use the User policy rules drop down list to set an override option that toggles FTP Users policies to
be Required, Optional or Ignored. Although you are setting this override option now, you have not
connected the FTP User to this FTP policy yet. The override is active when you create an FTP User
policy. When working with FTP User policies, consider that:

A) When the FTP User policy is set to REQUIRED or OPTIONAL, the FTP User policy becomes bound
to the FTP policy and the FTP User policy will now override the settings on the associated FTP policy.

B) When the FTP User policy is set to REQUIRED, only FTP User policies attached to FTP Server
policies will be able to log in and use the product.

X) When the FTP User policy is set to OPTIONAL, only users that exist as an FTP User policy or as a
user of a back end FTP server can log in.

A) When the FTP User policy is set to IGNORED, this option processes all transactions with the
configuration of the FTP listener itself (FTP policy). The back end FTP server is used to authenticate
the user.

In the Listener IP field, enter the listener IP address.

In the Listener Port field, enter the listener port.

Check the FTP over SSL/TLS checkbox.

From the SSL Listener Policy drop down list, select an SSL Termination policy.
Aligned with FTPS mode, check the SSL radio button.

Skip the Prevent user@host Syntax checkbox.

In the Remote Server IP or Host Name field, enter the remote server IP.

In the Remote Port field, enter the remote port.

Check the FTP over SSL/TLS checkbox.

From the SSL Remote Policy drop down list, select an SSL Initiation policy.
Aligned with FTPS mode, check the SSL radio button.

Note: At this point, the FTP over SSL actions have been set in steps 10 and 16. Administrators may
continue to add additional values to the balance of this screen. For example, to set OpenPGP PUT and
GET control actions to this FTP policy and to add data compression actions to this FTP policy.

From the OpenPGP GET drop down list, select an OpenPGP Paolicy.
From the OpenPGP PUT drop down list, select OpenPGP Policy.
From the Compression GET drop down list, select ZIP-Decompress.
From the Compression PUT drop down list, select ZIP-Compress.

Note:

The PUT, GET and DATA COMPRESSION settings are beyond achieving SSL/ TLS, and

Administrators may or may not apply these settings, based on their needs.

Click Create. The NETWORK POLICIES screen refreshes.
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NETWORK POLICIES

FIP Policies
LISTENER REMOTE
NANE STATUS PROTOCOL ADDRESS ADORESS

P Dmestictinenote @ TP 08RG0 A1I0A15RS
e o Domesticdendos. @ PP 10BBATAT ALALHARD

Now you can add an FTP over SSL/TLS User Policy by editing FTP_SSL_DomesticVendors policy. This
operation is shown next.
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Add an FTP over SSL or TLS User Policy
Follow these steps to add an FTP over SSL/TLS User policy:

FTP Policies

] NAME

[0 FTP DomesticTransports
OO0 FTP 55L Domesticvendars
OO0 EGFOverFTR.

FTP USERS

]l FTP USER POLICY CREATEL MODIFIED
Mo items to display
Delete %

¢ Navigate to the Network Policies screen, and edit the FTP policy by clicking on this FTP policy
name link.

e Onthe FTP NETWORK POLICY details screen, at the bottom, create a new FTP User Policy by
clicking New.
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NETWORK POLICIES = FTP NETWORK POLICY = FTP L

FTP USER POLICY
Policy Name": FTP_SSL_VendorCent

LOCAL AUTHENTICATION
System user: marysmith v

REMOTE AUTHENTICATION

O Use system user

® Use non-system user

Remaote User Name*: michellecole
Remaote Password: sesnsssssssane

Confirm Remote Password, | sssesssssssess

REMOTE SERVER

Remote [P Address: 11111187

Remaote Port: 7

FTP over SSLITLS:

S5L Remote Policy: S5L_Init_Danielle v
Auth Mode: O TLs @ 851
OPENPGP

OpenPGF Get: PGP_Dave_Decver v
OpenPGF Fut: PGP_Dave_Enchpt v

DATA COMPRESSION
Campression GET: GZIP - Decampress »

Campression PUT: GZIP - Compress
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COMMENT

Comment

e Onthe FTP USER POLICY screen, inthe Policy Name field, enter a name for this FTP User

policy.
e Under LOCAL AUTHENTICATION, from the System user drop down list, select a System user.

Note: Under LOCAL AUTHENTICATION, select the System user whose credentials are presented to the
FTP server.

Under REMOTE AUTHENTICATION, select the Use system user option when selecting which user policy
credentials are presented to the remote server. Select the Use non-system user option when a user not
on the Forum system whose credentials will be presented to the remote server. This option also requires
the non-system users’ password.
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e Under REMOTE AUTHENTICATION, select the Use non-system user radio button.

Note: The Remote User Name is the name of the user associated with this FTP User policy and identifies
whose credentials are presented to the remote server. The Remote User Name and Remote Password
are used by the product to authenticate outgoing users. The Remote User Name and Remote Password
may be from 0-unlimited keyboard characters.

¢ Inthe Remote User Name field, enter the user name of a user to be authenticated on the remote
server.

¢ Inthe Remote Password field, enter the password for this user.

¢ Inthe Confirm Remote Password field, re-enter the password for this user.

In the Remote IP Address field, enter the remote IP entered earlier for the FTP policy remote IP

address.

In the Remote Port field, enter the remote port.

Check the FTP over SSL/TLS checkbox.

From the SSL Remote Policy drop down list, select an SSL Initiation Policy name.

Aligned with FTPS mode, select the SSL radio button.

Note: At this point, the FTP over SSL action has been set in step 15. Administrators may continue to add
additional values to the balance of this screen. For example, to set OpenPGP PUT and GET control
actions to this FTP policy and to add data compression actions for this FTP policy.

From the OpenPGP GET drop down list, select an OpenPGP Paolicy.
From the OpenPGP PUT drop down list, select an OpenPGP Policy.
From the Compression GET drop down list, select GZIP-Decompress.

[ )
[ )
[ )
e From the Compression PUT drop down list, select GZIP-Compress.

Note: The PUT, GET and DATA COMPRESSION settings are beyond achieving SSL/ TLS, and
Administrators may or may not apply these settings, based on their needs.

e  Skip the Comment field.
e Click Create and the FTP NETWORK POLICY details screen refreshes, revealing the new FTP
User policy (FTP_SSL_VendorCenters) at the bottom of the screen.

FTP USERS

[l FTP USER POLICY CREATED MODIFIED
[0 ETP SSL VendorCenters Mar 23, 2005 12:23 PM

28 | Forum Sentry™ OpenPGP Guide



OPENPGP KEY POLICIES

The Keys screen provides a workspace for managing PKCS and OpenPGP key pairs and public
certificates. Key pairs and public certificates should be named for the owner of the key, who may be
someone in your organization, or a customer.

Sort by Name and Sort by Expiration
The KEYS screen may also be toggled between Sort by Name or Sort by Expiration views. To sort by
name, click the Sort by Name link. To sort by expiration, click the Sort by Expiration link.

OpenPGP Key Pairs and Public Certificates

The Keys screen serves, in part, as the repository for OpenPGP key pairs, OpenPGP public certificates
and generated OpenPGP keys. Key pairs and public certificates should be named for the owner of the
key, who may be someone in your organization, or a customer.

OpenPGP key pairs and OpenPGP public certificates do not include a notion of a Signer group,
Certificate Authority or Root CA. Instead, these are peer-to-peer keys. Before importing OpenPGP keys,
verify that the fingerprint is valid with a phone call or face-to-face visit, reading aloud the sender’s
fingerprint, which they will verify for you.
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You may:

import an OpenPGP key pair stored in one or multiple files from a file upload.
import an OpenPGP key pair stored in one or two files pasted from the clipboard.
import an OpenPGP key pair stored in multiple files.

import an OpenPGP public certificate.

view OpenPGP key pairs, public certificate details and settings.

export an OpenPGP key pair or OpenPGP public certificate.

validate an OpenPGP key pair.

generate an OpenPGP key pair.

delete an OpenPGP key pair or OpenPGP public certificate unless referenced elsewhere on the
product.

o filter display of OpenPGP Keys policy view with the Search or Max Results field.

The product allows only one physical representation of a key at one time. When an OpenPGP key pair is
held in two separate files (the OpenPGP public certificate and the OpenPGP private key), both keys are
combined into one key pair, and it is this combined key pair that is applied during any operations that call
for the key pair.

| Note: The product supports OpenPGP key sizes from 1024 to 4096 bits.

OpenPGP Key Protocols Supported
The product supports the following OpenPGP key protocols:

ElGamal

Diffie Hellman/DSS

RSA v3 and v4 up to key size 4096
OpenPGP

The EIGamal protocol is an asymmetric ciphering method digital signatures and plaintext.

The Diffie-Hellman protocol allows two users to exchange a secret key over an insecure medium without
any prior secrets.

The RSA v3 and v4 protocols include keys from 1024 to 4096 bits in size.

The OpenPGP protocol is an open specification for Pretty Good Privacy® (PGP® * ) which provides
algorithms and formats of OpenPGP processed objects as well as the MIME framework for exchanging
these via e-mail or other transport protocols.

* PGP and Pretty Good Privacy are the Registered Trademarks of PGP Corporation.

OpenPGP Key Formats Supported
The product supports ASCII OpenPGP key format.

OpenPGP Algorithms Supported
The product supports 3-DES, CAST-5 and AES OpenPGP key algorithms.

OpenPGP Key Sizes
OpenPGP keys may be from 1024 to 4096 bits in size.
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OpenPGP Key Policy Examples

Examples for OpenPGP Key policies include:

Import an OpenPGP Key Pair Stored in One File from File Upload.

Import an OpenPGP Key Pair Stored in One File Pasted from the Clipboard.
View OpenPGP Key Details.
View OpenPGP Key Settings.
Import an OpenPGP Key Pair Stored in Multiple Files.
Import an OpenPGP Public Certificate.
View OpenPGP Public Certificate Details.
Export OpenPGP Keys From the OpenPGP Keys Details Screen.
Add a Comment to an OpenPGP Key.
Validate OpenPGP Key Pairs.
Export an OpenPGP Key Pair or OpenPGP Public Certificate.
Export All OpenPGP Keys as a Keyring.
Validate an OpenPGP Key Pair.
Generate an OpenPGP Key Pair.
Delete an OpenPGP Key Pair or OpenPGP Public Certificate.

Note: For information on editing / viewing, or filtering display of OpenPGP keys, refer to the Common
Operations section of the Forum Systems Sentry™ Version 9 Web-based Administration Guide.
attempting to delete an OpenPGP key pair or OpenPGP public certificate referenced elsewhere on the

product, the following message appears:

KEYS

Cannot remove. Another policy depends on this policy

[0 HAME TYPE

PGP Dave OpenFGF Key Pair
[0 PP joemitehell OpenPGF Key Pair
[0 BGP Sandy OpenPGF Key Pair
[] PGP davermonroe OpenPGP Key Pair
[ ABC Corp SSL Keay Pair

[0 ABC Corp SSL cert  Certificate

[0 Danielle Key Pair

[0 Danielle cert Certificate

[0 JackKantos Key Pair

[0 JackKantos cert Certificate

[ Mark cert Certificate

[0 MewHampshire Key Pair

[] MewHampshire 0 cert Certificate

[] MewHamnshire 1 cert Certificate

O walter Kay Pair

[0 walter cert Certificate

[0 testkeyl Keay Pair

<

17 items found. Search , max results

SIZE
1024i2048
1024i2048
1024i1538
1024§3072
1024
1024
2048
2048
1024
1024
1024

512

512

2048
2048
2048
1024

1000

Show Compact View Sart By Name

STATUS CREATED/IMPORTED LAST USED

Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

2002-09-03 Mever heen
2002-09-03 Mever heen
2002-09-03 Mever heen
2002-09-03 Mever heen

Settings

If

Import an OpenPGP Key Pair Stored in Two Files Pasted from the Clipboard in the same manner
described in Import an OpenPGP Key Pair Stored in One File Pasted from the Clipboard.

To delete an OpenPGP key pair or any OpenPGP pubic key, discover which Server policy or OpenPGP
policy it references, delete that policy, and then the key pair or public key will be accessible for deletion.
In the case of Server policies, you may un-reference the key by resetting the OpenPGP GET and/or
OpenPGP PUT to NONE and saving the Server policy.
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Import an OpenPGP Key Pair Stored in One File from a File Upload

Always verify with the originator that the fingerprint of an OpenPGP key pair received is the same as the
fingerprint sent before importing an OpenPGP key pair. This example displays importing an OpenPGP
key pair that is contained in one file. This OpenPGP key pair will be associated with an FTP Server and

FTP User policy. For more information, refer to Add an FTP Server Policy and Add an FTP User Policy
sections.

The Settings command is visible only after an initial key is created on the system.

KEYS

Show
O name TYRL SIZL STATUS CREATEDIMFORTED

Corp 88l Moy Pair 1024 Active
T ABC Corp SS51 cer] Certificale 1024 Active
<

>

KEYS > KEY IMPORT

PKCS

O ».809 or PKCS#7 Puhlic Certificates
O PKCE#12 Key Pairs

O PKCE#1 or PKCS#E Key Pairs

OPENPGP
O OpenPGP Public Key
® OpenP &P Key Pair

KEYS » KEY IMPORT

OPENPGP KEY PAIR
Import Source @ File upload

O Paste from Clipboard

KEYS = KEY IMPORT

OPENPGP KEY PAIR

Mame" PGP_Sandy
Fublic Certificate Browse.
Private Key Browse...
Frivate Key and Public Certificate: [:%mwse
Private Key Passphrase

Comment:

Submit
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Choose file

Lok inc |15 __OperPGR_KEYS

= [£) 81 OpenPP keys.asc
Fiecent _L]andyprv.asc
=] andyprvpub.asc
2] andypub.asc
Desktop EW AndyQuestprypub, txt
:'-]cappub.asc
:’-]Chanda Groom, as¢
:’-]davebprv‘asc
2] davebprvpub.asc
[ davebpu, asc

7]
My Dacuments

@S

[ ef B
[2]) jeffmprv.asc CDpapkeys.zip
[2] jeffuprvpub.asc [2) sandyprv.asc
[2) jefPupub.asc BB ar

2] joeprv.asc | 2] sandypub.asc
EVZ.U_DOC_REV\BW_

B joeprvpub, asc

B joepub.ast

B Kathering Massuce Pettit, asc
B Marc Dyksterhouse, asc

B PP From http.doc

|7 PP _dave.asc

Mo [T el
[Z] davempub.asc ] Pep_sandyz.asc
- 7] Foatpub.asc |7 PaP_sandy.asc
Mypt‘:“s“"k (] Facpripub asc 7| PeP_sue.asc
< ¥
File ame: [sancyprepub s | Open
Files of type: [enFies 17 - Cancel
KEYS > KEY IMPORT
OPENPGP KEY PAIR
Mame" PGP_gandy
Fublic Certificate Browse.
Private Key Browse.
Frivate Key and Public Certificate: '_kEvSisandyprupub.ase | Browse
Private Key Passphrase esssnnee
Camment OpenPGP key for Sandy
e Navigate to the Keys screen, and click Import.
e Onthe KEY IMPORT screen, click the OpenPGP Key Pair radio button, and then click Next.
e Onthe KEY IMPORT screen, select the File Upload radio button, and then click Next.
e Onthe OPENPGP KEY PAIR details screen, in the Name field, enter the Name for this
OpenPGP Key Pair.
e Skip the Public Certificate and Private Key fields.

Click Browse aligned with the Private Key and Public Certificate field to navigate your file system.
The Choose file screen appears. Click the OpenPGP Key Pair, and then click Open. This file
must adhere to the .asc file format. The OpenPGP Key Pair populates the File name field and
the screen closes.

e When initially creating your OpenPGP private key, you had also created a password; enter this
Private Key Passphrase in the Private Key Passphrase field.

¢ Inthe Comment field, enter any relevant comment for this key pair.

e Click Submit. The Keys screen refreshes.

Note: It is not possible to reload a key. If you create a key and wish to edit it, you must first delete the
key, and then re-create the key.

Forum Sentry™ OpenPGP Guide | 33



Import an OpenPGP Key Pair Stored in One File Pasted from the Clipboard

When importing a Key Pair stored in one file by pasting it from the clipboard, be sure to paste it into the
correct text box. Follow these steps to import an OpenPGP Key Pair stored in one file by pasting it from

the clipboard:

KEYS

Show Gampacl View  Sorl By Expiration
] HAMEC TYPL SIZE STATUS CRCATCDAMPORTED LAST USED EXPIRATION CMi
O ARG Corp SSL Key Pair 1024 Aclive
0 sorp BEL corl Gertificale 1024 Active
[m] Key Falr  I048 Active
O Cerlificale 2040 Aclive
O i 1 Koy Balr 1078 Active
< ¥
14 arms found. Search , max results S [ Show | mmmm

KEYS = KEY IMPORT

PKCS

() %.509 or PKCS#7 Public Certificates
O PKCS#12 Key Pairs

) PKCS#1 or PKCS#S Key Fairs

OPENPGP
O OpenPGP Public Key
® OpenPGP Key Pair

KEYS = KEY IMPORT

OPENPGP KEY PAIR
Import Source: O File upload
@ Paste from Clipboard
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KEYS » KEY IMPORT

QOPENPGP KEY PAIR
Name ' PGP_Davel
Paste Public Certificate (PEM formaty

Paste Private Key (PEM format)
Paste Private Key and Public Gertificate (PEM farmat):

Private Key Passphrase

Comment:

z] andwpry,asc

E] andypryvpub,asc
z] andypub.asc

z] cappub, asc

z] Chanda Groom,.asc
z] davebpry,asc

E] davebprvpub,asc
z] davebpub, asc

z] davempry, asc

i
E] davempub.asc
z] foolpub, asc scan for Yiruses,,,

3F002prvpub.a5| -:: ity m
z]jefprr\-'.asc ) WinZip 3 élnternet Explore ‘

QOpen ‘

z] jeffwprvpub,as

]
_'f-‘1 jeffwpub, asc send To

Choose Program. ..
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H davemprvpub.asc - WordPad

Wiew Insett Format Help

O B B
— EY BLOCK----— &
.8 for non-commerciasl use <http://www.pg
Paste Chrl+y
1q  Paste Spedl... EKBETILhXOOTLEVIOd 11w wns 03 1 X151 1gUal T
al 65CE1 6320V TaHUzEvFRR LU/ RvF THAZ WIZO£yudx0
W1 giVhEq/ fP+sz6gCEaTxM+B328pz7hwe JQCy/ xKO
i . Jb 10U WD TOu zOnVDy9at o £5VuP 1+R1128GCVE
£ Z1JPUL OMNREN00dZTHZACV L HEGREB NS 65Lnh ¥HI
ro Eeduvx/070TngIgSTr+eiPugySiLrentsreCQlgh
ag  Replace.. Clrkett HOUx 1 L0BST4A3boXNabsux Uehv I TQp4KDEr SEST
23 B70h+3UD 1%3 Grmn 12 hQF8uQs t 4ZF Q2 § 1Qe GO TH
a1 YeallgpKEV +p+I2kSn790iZaPEDATLY T/ il 10/
tf XUFGCaS69mtaLp DS i OKRGE2 201V Y2 ggPGR
a £59%204n0NZBD 1 1FkYQD ADEHEAXIDhE4S T6 14T

Z5d0khNhItvrIQ4E/ faV98h3ebByHTh1+/hBe8SDESVrQ2 DD 44+ NCv2 hECYLromu
82UPoyBTAaES 1quiEhT6Dyr OHI SETEr 2F/ ORQONnEOneZ 0i0CNsEny2 hen Xy Yool
£i3t5F159d55Tos T vugpOt8lv ZCV e IfwgHeqk ol lCOwEo+WHROU+28WESSzgy
2gGnVgMIE¥OAVEPORBhLOEWTY fAMZ IZJ+AyDVWEpF9Sh01D49V 1 £3HZST209 ] dv0
meFZklnN/biudE/F/ HadoSVENGHOL N lm/ x ¥5u/ 2 R¥scBgtNhnoZ gpX 16 1BruvOTA
UCw19I119WESIZ2B0gt I3 kkQr2azN=0A1FHQO8iLNefFst jvhz yRP A/ CLUxiN LV
JLhdONMO/ EwEV00IHRhS3 JHALLUG/ 22hsS 1AGEGNE ISnCnLThsQDGe gHEXrE1Qz 2
1p+r0hpmuIG0wg? 2gRAQZ4cELE ISy IZIrgqrol7DVe IMMmS ALy IL 1 Y TrpODDSuP
1gDEKMQauvekD crW TU0XDys 1 ZHOSQOWT 14KPPHe Mxbh UaRhallulliz2 o Dhal3 fr jEP
UGznlldf yukFogdngh5D0d 1 Urhi3poF2 DA 11iG+ kI 79t EvEETZ PFYE907qacoz/ o
MP7Owt¥+20gPxGdn9PLEwQEZdi AZGvinZ TUeNEBhfwpysgfzz dme MOk ThGExxex4d 2

Selects the entire document. UM

o [T

davemprypub.asc - WordPad

View Insert Format Help

Cuk Chrl

! Paste [ ! Chrl+y
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KEYS = KEY IMPORT

OPENPGP KEY PAIR

MName*

Paste Public Certificate (FPEM format):

Paste Private Key (PEM format):

Paste Private Key and Public Certificate (PEM farmat):

Private Key Passphrase:

PGP _Daveht

xxTIaTAITu0Xw SNz ¥TCI0kKE+FimTogoNiLePRe 00n0FI L7TZ03E0LC30rg+B1 A

ATTFPRITECVZ4uliT)3SVELZEZP 2Z(p+ascHPFhaUgE jimUvvroSW T e30eTLywguy
olbCi3lIPpYpMIDEUCY Y2 gHLIHC S 7A0d 7k obMUGZ g Tom0byvJ 1622 IPEAMe 2Zh3A
Lulndzl8guiZp I8N0z S inTuY o V3E+0 tDox el IbExx LFWKqr (hD £360JE SwHS
+uedjZ0D/ £0LVIS ArSGel G/ qhalls iz X WAD 41 ok AR TEQ TABGUC PXUTR g AKCRCL
krlyTxxiwN0DATOYESTLAdooke FOZK oW CNVVSFLSQCe I3 16no T fBTZc0Le ZnRiv
HOTLi7I=

=Ibgt

Comment: OpenPGP key for Dave Miller|
[paoni ]

KEYS

Show Commpact Yiew Sort By Expiration
[] NAME TYPE SIZE STATUS CREATEDNMIMPORTED LAST USED
[0 ABC Corp SSL Key Pair 1024 Active
[0 ABC Corp SSL cert Certificate 1024 Active
[0 Danielle Key Pair 2048 Active
[0 Danielle cert Certificate 2043 Active
[0 JackKantos Key Pair 1024 Active
[0 JatkKantos cert Certificate 1024 Active
[0 Mark cert Certificate 1024 Active
[0 MewHampshire Key Pair 512 Active
[ MewHampshire 0 cert Certificate 512 Active
[ MewHampshire 1 cert Certificate 2048 Active
[0 EsE Daven OpenPGP Key Pair 102413072 Active 2002-09-03 Mever beer
[0 BGP_Sandy QpenPGP Key Pair 1024/1536 Active 2002-09-03 Mever heer
O testkeyt Key Pair 1024 Active
O walter Key Pair 2043 Active
O walter cert Certificate 20438 Active
<
15 items found. Search , max results | 1000 m
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e Navigate to the Keys screen, and click Import.

e Onthe KEY IMPORT, click the OpenPGP Key Pair radio button, and then click Next.

e On the KEY IMPORT details screen, select the Paste from Clipboard radio button, and then
click Next.

e Onthe KEY IMPORT summary screen, in the Name field, enter the Name for this OpenPGP Key
Pair.

e Navigate your file system to locate the OpenPGP key pair. Right-click on the file name with your
mouse, and select Open. A system dialog appears.

e Select the Select the program from a list radio button, and click OK. The Open with dialog
appears.

e Select WordPad, and then click OK.

e The key pair file opens. From the Edit menu, select Select All. Type <Control C> to copy the
contents, or select Copy from the Edit menu.

e Return to the OPENPGP KEY IMPORT screen. With your cursor positioned in the Paste Private
Key and Public Certificate (PEM format) text box, enter <Control V> to paste the contents into
the text box.

Note: With the OpenPGP key pair held in two files, copy the public certificate portion of the file and then
paste it in the Paste Public Certificate text box. Next, copy the private key portion of the file and then
paste it in the Paste Private Key text box.

¢ Inthe Private Key Passphrase field, enter the passphrase for this key.
¢ Inthe Comment field, enter any relevant comment for this key.
e Click Submit. The Keys screen refreshes.
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View OpenPGP Key Pair Details

Administrators may view, but not edit, OpenPGP key details.

Pair details:

NAME

Oooooooooog

Danielle

Danielle cert
MewHampshire
MewHampshire 0 cert
MewHampshire 1 cert
PGP Dave

PGP davernonroe

PGP joemitchell
PGP @d[

KEYS = OPENPGP KEY DETAILS

OPENPGP KEY DETAILS

MName:
Key 1D:
Fingerprint

Algorithm:
Length:

Sub-Key
Algorithm:

Sub-Key
Length:

Walidity:
Created:
Expires:
Last Used:
Disahled:
Imported:
Comment:

EXPORT

PGP _joemitchell
0xC145AB828

102A 24 7T4BOTDODF F9FE 08 02 8F B3 F1
11 D45 C1 45 4B 28

Dss
1024
CH

048

Walid
2002-09-03

Mever been used
Mo
YWed Oct 06 01:13:44 EDT 2004

[ Include Private Key

Navigate to the Keys screen, and click a Key name link. The OPENPGP KEY DETAILS screen

Yalidate Keypair

appears with private key fingerprint data visible.

Click

the

Keys link on the Navigator

Follow these steps to view OpenPGP Key

to return to the Keys
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View or Edit OpenPGP Key Settings
The Settings command manages the following values:

e Number of Days in Advance of Expiry to send an email.
e Number of OpenPGP key pairs in the system available for exporting as a keyring.

Note: The Export command is visible only after at least one OpenPGP key is added to the system.

For information about exporting all OpenPGP key pairs in the system, refer to the Exporting All OpenPGP
Key Pairs as a Keyring section.

Edit Number of Days in Advance of Expiry Notification Setting

When an OpenPGP key is expiring, the number of days in advance of this expiration to send an email
alert provides a key expiry warning to Administrators.

Note: See the Forum Systems Sentry™ Version 9 System Management Guide for details on configuring
email alerts

The number of days in advance to send email alert option is provided on the Keys screen, under
Settings. The Settings command is visible only after an initial key is created on the system.

The default is 1 day; however, Administrators may want to increase this time to allow for acquiring a fresh
OpenPGP key pair.

KEYS

Show Campact Wiew Sort By Expiration

[1 NAME TYPE SIZE STATUS CREATED/IMPORTED LAST USED EXPIRATION E
[0 ABC Corp SSL Key Pair 1024 Active
[ ABC Corp SSL cert Certificate 1024 Active
[0 Danielle Key Pair 2048 Active
[0 Danielle cert Certificate 2048 Active
[0 JackkKantos Key Pair 1024 Active

PN

15 items found. Search . max results |5

KEYS = KEY MANAGEMENT

OPENPGP KEY MANAGEMENT

Murber of days in advance to send email alert: | 15

e

?umber of OpenPGP Keys currently loaded:

EXPORT ALL OPENPGP KEYS

¢ Navigate to the Keys screen.

e Onthe KEYS, select Settings.

e Onthe KEY MANAGEMENT , in the Number of days in advance to send email alert field,
overwrite the default of 1, and then enter the number of days in advance of an OpenPGP key
pair expiration to be notified via an email alert.

e Click Save.
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Import an OpenPGP Key Pair Stored in Multiple Files

Always verify with the originator that the fingerprint of an OpenPGP key pair received is the same as the
fingerprint sent before importing an OpenPGP key pair. You may import an OpenPGP key pair by two

methods:

o Either import an OpenPGP key pair by loading a single key in the Private Key and Public

Certificate field.

e Orimport an OpenPGP private key (held in one file) and an OpenPGP public key (held in another
file) by loading the OpenPGP private key in the Private Key field, and then loading the OpenPGP
public key in the Public Certificate field. With this option, these two actions must be performed

during the same operation.

This example displays importing an OpenPGP key pair that is contained in two separate files.
OpenPGP key pair will be associated with an FTP Server and FTP User policy. For more information,

refer to Add an FTP Server Policy and Add an FTP User Policy sections.

KEYS

[J NAME TYPE SIZE STATUS CREATED/IMPORTED

[] PGP DaveM OpenPGP Key Pair 1024/3072 Active
[] PGP Sandy OpenPGP Key Pair 1024/1536 Active
<

2 items found. Search PGP , max results | 10

KEYS = KEY IMPORT

PKCS
e X.500 or PKCS#T Public Certificates

FKCS#12 Key Pairs
FKCS#1 or PKCS#8 Key Pairs
Java Key Store (JKS) File

OPENPGP
CpenPGP Public Key
OpenPGPR Key Pair
OpenFGPF Batch Key File

S$5SH

KEYS = KEY IMPORT

OPENPGP KEY PAIR
Import Source: @ File upload

O Paste from Cliphoard

e

Show Compact View Sort By Expiration

EXE
MNever been used MNer
MNever been used MNe

>
I G TN
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KEYS > KEY IMPORT

OPENPGP KEY PAIR

Mame*: PGP_DaveB

Public Certificate Bru%e..
Private Key: [ | Browse... |

Private Key and Puhblic Certificate

Private Key Passphrase l:l

Caomment:

.|

Fin romer ey = Lm]
Fiscipe:  [t0Fiesl] = Cancel

KEYS > KEY IMPORT

OPENPGP KEY PAIR

Mame': PGP_DaweB

Public Certificate: |GP_KEYS\Wavehpub ast|| Browse

Private Key [ | jBrowse...
by

Frivate Key and Public Certificate:

Private Key Passphrase I:l

Comment;

| Browse
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Lotk i | 3 __UperPGF_FETS =| & o B~

(288 OGP Keys. e

KEYS » KEY IMPORT

OPENPGP KEY PAIR
Mame* PGP_DaveR
Fublic Certificate: GP_KEvSWavebpub.asc Browse.

Private Key: PGP_KEYS\Wavebprv.ast | Browse..
Frivate Key and Public Certificate: Browse. .

Frivate Key Passphrase: | sssssnss

Comment: OpenPGF key pair for Dawe Benedict

e

Navigate to the Keys screen, and click Import.

On the KEY IMPORT , click the OpenPGP Key Pair radio button, and then click Next.

On the OPENPGP KEY PAIR, click the File upload radio button, and then click Next.

On the OPENPGP KEY PAIR details screen, in the Name field, enter the Name for this
OpenPGP Key Pair.

Click Browse aligned with the Public Certificate field to navigate your file system. The Choose
file screen appears. Click the OpenPGP Public Certificate, and then click Open. This file must
adhere to the .asc file format. The OpenPGP Public Certificate populates the File name field and
the screen closes.

Click Browse aligned with the Private Key field to navigate your file system. The Choose file
screen appears. Click the OpenPGP Private Key, and then click Open. This file must adhere to
the .asc, der or ber file format. The OpenPGP Private Key populates the File name field and the
screen closes.

Skip the Private and Public Certificate field.

When initially creating your private key, you had also created a password; enter this Private Key
Passphrase in the Private Key Passphrase field.

In the Comment field, enter any relevant comment for this OpenPGP key pair.

Click Submit.

Note: It is not possible to reload a key. If you create a key and wish to edit it, first you must delete the
key, and then re-create the key.

Also a batch key import option has been added which lets you import keys in bulk.
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Import an OpenPGP Public Certificate

Always verify with the originator that the fingerprint of an OpenPGP public certificates received is the
same as the fingerprint sent before importing an OpenPGP public certificates.

KEYS

Show Compact View Sort By Expiration
[0 MAME TYPE SIZE STATUS CREATEDMIMPORTED LAST USED EXF
[0 PGP DaveB OpenPGP Key Pair 1024/2048 Active 2002-09-03 Mever been used 200
[0 PGP Davel OpenPGP Key Pair 1024/3072 Active 2002-08-03 Mever been used MNes
[] PGP Sandy OpenPGP Key Pair 1024i1536 Active 2002-08-03 Mever been used MNes
<

>

3 items found. Search PGP . max results | 10 m Settings Delete @

KEYS » KEY IMPORT

PKCS
O ¥.509 or PKCS#7 Public Certificates
O PKCS#12 Key Pairs

O PKCS#1 or PKCS#8 Key Pairs

OPENPGP
® OpenPGP Public Key
O OpenPGF Key Pair

KEYS > KEY IMPORT

OPENPGP PUBLIC KEY
Import Source: @ File upload

O Paste from Clipboard

e

KEYS » KEY IMPORT

OPENPGP PUBLIC KEY
Mame': PGP_Jeff
Fublic Certificate”:

[%rowsa -

Comment:
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Cheose file F)R]

Lockin |53 __OperPGP_KEVS | o et B-
o ] O PR Ve 1) it etz
Recert  |Li]ondvprvase =) s vpepub. s [Edsanpev.asc
L] vt v Bmzrem [eandprvpub.see
@ L] andtrpu.ase 2] sty asc
Diiop | [ Adrtumstinnbitat 2.0 Doc Review
¥ | capoub. sec
1 L&) Chanda Genoe.asc
% cr;" . (L] davebprv. e L msre Erstartionsa st
|2 daeborantse: B1pe from bitp.doc
L] vt e P ave.me
2 2] davemperv.ase L] Pap_davemoreoe asc
My Comouke ) evimorviub si¢ 5] P ool asc bt
2] daweripub ase P sandyz.as
L] roolinds. e VP Serty e
M“F""“'““ [ footsmvpnb.ec Elre_svm.me
< >
Fie s [—— = " Open l
Fiecalbps  [alFieaf) B Corcel |

KEYS = KEY IMPORT

OPENPGP PUBLIC KEY
Name": FGP_Jeff
Public Certificate”: |PGP_KEYS\efiwpub.ase) Browss..

Comment OpenPGP public certificate for Jeff
Daniels

=

Navigate to the Keys screen, and click Import.

On the KEY IMPORT, click the OpenPGP Public Key radio button, and then click Next.

On the OPENPGP PUBLIC KEY screen, click the File upload radio button, and then click Next.
On the OPENPGP PUBLIC KEY details screen, in the Name field, enter the Name for this
OpenPGP public key.

e Click Browse aligned with the Public Certificate field to navigate your file system. The Choose
file screen appears. Click the OpenPGP Public Key, then click Open. This file must adhere to
the .asc file format. The OpenPGP Public Key populates the File name field and the screen
closes.

In the Comment field, enter any relevant comment.

Click Submit.

Note: It is not possible to reload a key. If you create a key and wish to edit it, first you must delete the
key, and then re-create the key.
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View OpenPGP Public Certificate Details
OpenPGP public certificate details may be viewed, but not edited.

an OpenPGP public certificate:

46

KEYS

O name TYPE

[0 Danielle Key Pair

O CDanielle cert Certificate

[0 MewHampshire Key Pair

O MewHampshire 0 cert Certificate

[0 mewHampshire 1 cert Certificate

O pGe_sng OpenPGP Pulllic Key
O Pomave OpenPGR Key Pair

KEYS > OPENPGP KEY DETAILS

OPENPGP KEY DETAILS

MName: PGP_Andy

Key 1D: 0x1BADB241

Fingerprint: AT 86 8C 23 09 D8 1E ES 2A FA 66 A5 DD CF
23 84

Algarithm:  REA

Length: 0438

Walidity: Yalid

Created: 2002-08-18
Expires: Never

Last Used: Meverbeen used

Disabled: Mo

Imparted:  Tue Mar 29 13:50:58 GMT-05:00 20048
Comment:

EXPORT

Include Private Key

[eupon | o |

Follow these steps to view details of

Navigate to the Keys screen, and click a Key name link. The OPENPGP KEY DETAILS screen

appears with fingerprint data visible.

Click the Keys link on the Navigator to return to the Keys screen.
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Export OpenPGP Keys
You may export OpenPGP Key Pairs and OpenPGP Public Certificates by either:

e selecting the KEYS screen and then the Settings screen, and using the Export button to export
all OpenPGP key pairs as a keyring,

e or selecting the KEYS screen, and then selecting a specific OpenPGP Key link, and from the
OPENPGP KEY DETAILS screen, selecting the Export button.

Export All OpenPGP Key Pairs as a Keyring
The Settings command is visible only after an initial key is created on the system.

You may export all OpenPGP Public keys and Key Pairs into a single ASCIlI Armored file.
KEYS

Show Compact Wiew Sort By Expiration
NAME TYPE SIZE STATUS CREATED/IMPORTED LAST USED EXPIRATION E

ABC Corp SSL Key Pair 1024 Active

Danielle Key Pair 2048 Active
Danielle cert Certificate 2048 Active
JackKantos Key Pair 1024 Active

O
O
[0 ABC Corp SSL cert Certificate 1024 Active
]
]
O

~

15 items found. Search . maxresults | §

IS BT T

KEYS = KEY MANAGEMENT
OPENPGP KEY MANAGEMENT

Murmber of days in advance to send email alert: | 14

EXPORT ALL OPENPGFP KEYS

Mumber of OpenPGP Keys currently loaded:
2 ot

File Download X

Do you want to open or save this file?

Mame:  All OpenPaEP Keys.asc
Type: Unknown File Type

From: docapp

Open ] I I\Save I [ Cancel

harm your computer. |f you do not bust the source, do not open or

@ ‘while files from the [nternet can be useful, some files can potentiall
zave thiz file. what's the rigk?
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Save As E‘E‘

Savein: | ) __OpenPGP_KEYS vl @& E-
| Dendprasc [2) effupubase
He; o | [E andrprpboase [ joepry.asc
ZI andypub. asc joeprvpub,asc
E] cappub. asc joepub,asc
z] Chanda Groom, asc katherine Massucci Pettit,asc
Desktop [£) davebprv.asc Marc Dyksterhouse, asc
z] davebprvpub.asc PGP_dave.asc
3 z] davebpub. asc PGP_davemanroe.asc
My DD’DumentS ZI davempry,asc PGP _Sandy2,asc
ZI davemprypub.asc PGP _Sandy.asc
z] davemnpub. asc PGP_Sue.asc
z] foalpub.asc sandypry. asc
My Camputer || 2] faozprvpub, asc sandyprvpub. asc
z] jeffwpry.asc sandypub.asc
[) jeffwprvpub,asc
My Network.
Places
File: name: |AH OpenPGF Keys. asc A ‘ [[} Save ]
Save as lype; | ase: Diocument w ‘ [ Cancel ]

KEYS » KEY MANAGEMENT

OPENPGP KEY MANAGEMENT

Murmber of days in advance to send email alert; | 14

EXPORT ALL OPENPGP KEYS

rz\lumber of OpenPGP Keys currently loaded:

Navigate to the Keys screen.

On the KEYS screen, select Settings.

On the OPENPGP KEY MANAGEMENT screen, select Export and the File Download dialog
appears.

Select Save, and the Save As dialog appears.

Navigate to the location to save the OpenPGP key pairs, and click Save.
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Export OpenPGP Keys From OpenPGP Key Details Screen

When exporting an OpenPGP key, you are not removing it from the product, only exporting a copy of it to
a file on your local system. You can not re-import saved keys unless they are first deleted from the
product.

When exporting an OpenPGP key, the OpenPGP KEY DETAILS screen offers two choices:

Export the OpenPGP private key and public key by checking the Include Private Key checkbox,

and then clicking Export.

Export the OpenPGP public key only by clicking Export.

KEYS » OPENPGP KEY DETAILS

OPENPGP KEY DETAILS
Mame: PGP _davemanroe
Key 1D: 0x2715D6CD

Fingerprint: 9E 4A A8 62 AA BA 6F 89 C5 2D 64 D6 8B 92
B9 72271506 CO

Algorithm:  DES
Length: 1024

Sub-Key DH
Algorithim:
Sub-Key 2072
Length:

Walidity: Walid

Created: 2002-08-03
Expires:

Last Used: Mever been used

Disahled:  No

Imported:  Wed Oct 06 01:08:36 EDT 2004
Comment:

EXPORT

[ Include Private Key

File Download

Do you want to open or save this file?

Name: PGP_davemonroe.asc
Type: Unknown File Type

From: docapp

Open ] lh Save ] { Cancel

harm wour computer. If you da nat trust the source, do not open ar

@ ‘“Whilg files fram the Internet can be useful, some files can potentially
save this file. What's the risk?
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Save As

Savein: | () __OpenPGP_KEYS

B [2) 4l OpenPep Keys.asc
#| andypry.asc

B";’fufnfn','; =] andyprvpub.asc
[2) andypub.asc
2] cappub.asc
Desktop Z] Chanda Groom, asc
[7) davebprv.asc
) ) davebprvpub.asc

My DE;umants Z] davebpub.asc
| davempry,asc

) davemprupub.asc

9 2] davempub.asc

[2)jeffwprvpub.asc
[Z)jeffupub.asc

=] joeprv asc
[2)josprvpub.asc
[Z)joepub.asc

E] Katherine Massuc Pettit, asc
[£)Mare Dyksterhouse. asc
[ZlPap_dave.asc
z]PGF_SandyZ.asc
E]PGP_Sandy‘asc
[£)pap_sus.asc

[) sandyprv.asc

My Computer [ faalpub.asc [2) sandyprepub.asc
[2) fonzprpub. asc [£) sandypub.asc
[2) jefFuprv.asc
My Metwork.
Places
Fis name v [asee |
Saveastps  |.asc Dacument v [ tenca |

e Navigate to the Keys screen, and select an OpenPGP key name link.

e Onthe OPENPGP KEY DETAILS screen, select Export.

e On the File Download dialog, select Save. The Save As dialog appears with the OpenPGP keys
filename already pre-populating the File name field.

e Select Save.
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Add a Comment to an OpenPGP Key

From the KEY DETAILS screen, Administrators may add a comment that will be saved for this OpenPGP
Key.

KEYS > OPENPGP KEY DETAILS

OPENPGP KEY DETAILS
Name: PGP_davemonroe
Key 1D: 0x271506C0

Fingerprint: 9E 4A AB 62 AA BA 6F 89 C5 2D 64 D6 8B 92
B9 722716 D6 CO

Algorithm:  DES
Length: 1024

Sub-Key DH
Algorithm:
Sub-Key 3072
Length:

Yalidity: Walid

Created: 2002-09-03

Expires:

Last Used: Mever been used

Disabled: Mo

Imported:  Wed Oct 06 01:08:36 EDT 2004

Comment.  gey for Dawe Nonroe, first OpenPGP key
entered in the new systew 5/1/2005.

EXPORT
[ Include Private Key

Yalidate Keypair M

¢ Navigate to the Keys screen, and select an OpenPGP key name link.
e Onthe OPENPGP KEY DETAILS screen, add a Comment in the Comment field, and then select
Save.
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Validate OpenPGP Key Pairs

When validating an OpenPGP key pair, the OpenPGP Key Pair is checked to see if it is complementary,
whether the private key password stored in the system is correct and that the key has not expired. The
result of checking the validation will be shown on the screen and also logged in the Audit logs.

KEYS > OPENPGP KEY DETAILS

OPENPGP KEY DETAILS
Mame PGP _davemonroe
Key 1D: 0x2718D6C0

Fingerprint: 9E 4A A8 62 AA 8A BF 89 C5 2D 64 DA 8B 82
B9 722715 D6 CO

Algorithm:  DSS
Length: 1024

Sub-Key DH
Algarithm:
Sub-Key 3072
Length:

Walidity: Walid
Created: 2002-09-03

Expires:
Last Used: Mever been used
Disabled: Mo

Imported:  VWed Oct 06 01:08:36 EDT 2004

Comment.  key for Dave Monroe, first OpenPGP key
entered in the new systen 5/1/2005.

EXPORT
[ Include Private Key

Yalidate Keypair

e Navigate to the Keys screen, and select an OpenPGP key name link.
e Onthe OPENPGP KEY DETAILS screen, select Validate Keypair.

| Note: The Validate Keypair command checks that the keypair is complementary and has not expired.

KEYS = OPENPGP KEY DETAILS

Keypair PGP_davemaonroe is valid

OPENPGP KEY DETAILS

Name: PGP_davemonroe

Key [D: 0x2715D6C0

Fingerprint: 9E 4A AB B2 AABAGF BIC5 2D 64 DA BB 92 BY 72
2718 D6 CO

Algarithm: Dss

Length: 1024

Sub-Key DH

Algorithm:

e The screen refreshes with a confirmation message (Keypair <keypair name> is valid) visible at
the top of the screen.
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Export an OpenPGP Key Pair or OpenPGP Public Certificate

You may export an OpenPGP key pair or OpenPGP public certificate in the same manner. When
exporting an OpenPGP key pair, you may also export the private key along with the key pair. This

example displays exporting an OpenPGP key pair:

KEYS

O namE

O PGP Dave
[ PGP Davel
O PGP Jeff

O PGPﬂ Sandy

KEYS > OPENPGP KEY DETAILS

OPENPGP KEY DETAILS
Name PGP _Sandy
Key ID 0x5626CER4

Fingerprint: 50 06 GE DB BB C7 28 FE 66 30 &2
48 34 6B 4 BS 66 26 CE B4

Algorithm: D55

Length 1024

Sub-Key DH

Algorithm:

Sub-Key 1536

Length

Walidity Walid

Created 913102

Expires: Mever

Last Used Mever been used

Dizahled no

Imported FriJun 11 11:15:38 GMT-04:00
2004

Camment OpenPGP key pair for Sandy Lavalle

EXPORT

Include Private Key

m Walidate Keppair
File Download L)

92 i your conrpudit | he e eimaion bek
';',/ ks suspacious, o youl oo ol hill st tha soueca, o ot open o
e this e,

Fil name: PGP_Sandy. e
File lype.
Foom:  docapp

thea filer o0 atvun it 4

[ open | T [ corcel | [ Moo |
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Soverr | 3 NpeePBP_KEYS ~ O m

[

L] v, e
()it

|| ratherne Massuca Peste ase
L] e Drvbatmnbnese e

My Fecant =
Duumerts

Deshiop

[EPer_duve.asc
L] P s
[Ei—
(BT
5] sanctypu e
iy Metwerk
Plaees
ik s PGP Serdyace v I—L Save
T e — v [ caxe ]

e Navigate to the Keys screen, and click an OpenPGP key name link.

e On the OPENPGP KEY DETAILS screen, from the Export section of the screen, check the
Include Private Key checkbox to export this key along with its private key.

e Click Export. The File Download dialog appears.

Note: Checking the Include Private Key checkbox means that along with a copy of this OpenPGP key
pair, a copy of this key pair’s private key will also be stored to the location selected.

e Click Save, and the Save As dialog appears.
e Navigate your file system to the location for saving this OpenPGP key, and then click Save.
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Generate an OpenPGP Key Pair
Follow these steps to generate a new OpenPGP key pair.

4

KEYS = NEW KEY

GEMERATE NEW KEY
O PKCE Key Pair
@& 0penPGP Key Pair

b

KEYS > OPENPGP KEY GENERATION

GENERATE NEW OPENPGP KEY
Key Mame": PGP _Terry
User Name": terrimalone
Email*: malone@test forumsys.com
Algarithm: RSA M
Size: 2048 v
Expiration Date:
Mever Expires
Passphrase’: ssssneEs

Canfirm Passphrase’. | sssssses

camment: OpenPGP key pair for Terry Malone |:|

]

=z

Navigate to the Keys screen, and click New.

On the NEW KEY screen, click the OpenPGP Key Pair radio button, and then click New.
On the OPENPGP KEY GENERATION screen, in the Key Name field, enter the name of this new
OpenPGP key.

In the User Name field, enter the user name that corresponds with this key.

In the Emaiil field, enter the email address of this user.

From the Algorithm drop down list, select Diffie-Hellman/DSS or RSA.

From the Size drop down list, select the size of this key.

Either accept the current date as the Expiration Date for this key, or check the Never Expires
checkbox.

In the Passphrase field, enter the passphrase for this OpenPGP key.

Re-enter the Passphrase in the Confirm Passphrase field.

In the Comment field, enter any relevant comment.

Click Create and the OPENPGP KEY GENERATION IN PROGRESS message appears.

Note: Forum Systems recommends that when generating an OpenPGP key, you also export it to retain a
copy of this key in a secure location.

Delete an OpenPGP Key Pair or OpenPGP Public Certificate

Before deleting an OpenPGP key pair or OpenPGP public certificate, you might want to review details of
the OpenPGP key first. This example displays deleting an OpenPGP key pair. Deleting an OpenPGP
public certificate or OpenPGP private key is performed in the same manner.
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KEYS

Show Compact View Sort By Expiration

[ NAME TYPE SIZE STATUS CREATED/IMPORTED LAST USED E

[] BEGP DaveB OpenPGP Key Pair 102472048 Active 2002-09-03 Mever heen used 2

[0 BEGP DaveM OpenPGP Key Pair 102473072 Active 2002-09-03 Mever heen used b

FGP Jeff OpenPGP Public Key 102471536 Active 2002-09-03 Mever heen used b

i PGP Joe OpenP GF Public Key 102472048 Active 2002-09-03 Mever been used M

[0 BGF Sandy OpenPGP Key Pair 102411536 Active 2002-08-03 Hever heen used ©
<

¥
A items found. Search | FGP . max resultg | 1000 m Settings W

e Navigate to the Keys screen and check the checkbox aligned with an OpenPGP Key Pair.
e The “Are you sure you want to delete the checked keys?” message appears. Click OK.
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OPENPGP KEY POLICIES

The OpenPGP screen allows Administrators to manage system OpenPGP key policies. The different
types of OpenPGP Key policies are:

Encrypt

Decrypt

Verify

Decrypt & Verify
Sign & Encrypt

Administrators may link these different policies with FTP to use the FTP-OpenPGP feature of the product,
thereby applying one or more OpenPGP operations to content arriving and leaving the product via FTP.

OpenPGP encryption, OpenPGP decryption & verification and OpenPGP signing provides a method of
encrypting, decrypting & verifying and signing with one OpenPGP key on the system.

OpenPGP verification leverages all the keys on the system.
OpenPGP encryption and signing provides a method of both encrypting and signing in one step.

The product supports the RFC 2440 and RFC 1991 specifications. In addition, the product supports the
application of the different OpenPGP operations to unlimited large file transfers. OpenPGP policies can
include 128 simultaneous open streams, limited by the disk capacity on a client or server.

The operations that may be performed on OpenPGP Policies include:

Add an OpenPGP Encrypt policy.

Add an OpenPGP Decrypt & Verify policy.

Add an OpenPGP Sign policy.

Add an OpenPGP Verify policy.

Add an OpenPGP Sign & Encrypt policy.

Add encrypt, decrypt & verify, sign, verify or sign & encrypt with OpenPGP over FTP
Edit / View an OpenPGP policy.

Limit display of an OpenPGP policy view with Search and Max Results field.

Delete an OpenPGP policy.

File Size Constraints with OpenPGP Operations

The OpenPGP implementation supports RFC 2440 streaming, which allows processing of unlimited file
size documents. The maximum document size that can be successfully processed, however, is
practically limited by the disk space available on the client and server.
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ASCIlI Armor Format Options

ASCII armor format is an encoding process that provides data in binary format to be transformed into
textual format. This option is available on OpenPGP Sign, OpenPGP Sign & Encrypt and OpenPGP
Encrypt policies.

Encoding Options
Encoding options specify how the encrypted data is encoded, which has implications on the maximum
document size allowed for encryption. The product supports the following encoding:

e Unlimited - RFC 2440
e Legacy- RFC 1991

RFC 2440
RFC 2440 encoding is used for unlimited length encoding.

RFC 1991

RFC 1991 encoding is used for legacy compatibility; it is used for fixed length encoding. The maximum
document size allowed is 100MB.

Note: For more information on FTP PUT and FTP GET commands, refer to the FTP Policies and FTP
User Policies section.
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OpenPGP Policy Details Screen Terms

The following table displays the terms and definitions found on the OpenPGP Policy Details screen:

TERM DEFINITION

OPENPGP POLICY

Name The name of the OpenPGP policy.

Mode Encrypt mode is accomplished with an OpenPGP key pair or OpenPGP public

certificate. Therefore, the OpenPGP encrypt operation presents a current listing of
all OpenPGP key pairs and OpenPGP public certificates that are currently loaded
in the Keys screen. The OpenPGP encrypt operation implicitly performs a
document compression prior to the encryption.

Decrypt & Verify blended modes are accomplished with an OpenPGP private key
and a public certificate. Therefore, the OpenPGP decrypt & verify operation
presents the current listing of OpenPGP key pairs and public certificates that are
currently loaded in the Keys screen. If the source document is encrypted but not
signed, this operation will perform only the required decryption. Conversely, if the
source document is signed and encrypted, this operation will perform both the
required decryption and signature verification in this exact order.

Sign mode is accomplished with an OpenPGP key pair. Therefore, the OpenPGP
sign operation presents a current listing of OpenPGP key pairs that are currently
loaded in the Keys screen. The OpenPGP sign operation implicitly performs a
document compression after the signature.

Verify mode uses a specific verification key pair or public key.

Sign & Encrypt blended modes are accomplished with an OpenPGP key pair. This
operation presents a current listing of all OpenPGP key pairs and OpenPGP public
certificates that are currently loaded in the Keys screen. This operation implicitly
performs a document compression after the signature and prior to the encryption.

Append File Allows users to append a filename extension to outgoing files when creating

Extension Encrypt, Sign, and Sign & Encrypt OpenPGP policies. This text field accepts a
maximum of three alphanumeric characters. When a user enters an extension, the
outgoing file will be given that extension.

DECRYPTION

Key Pair The selected Key Pair used for decryption.
ENCRYPTION

Certificate or Key The selected certificate or Key Pair used for encryption.
Pair

Use ASCII Armor  When checked, applies ASCII Armor format to the encrypted data.
Encoding Unlimited — RFC 2440 applied RFC 2440 encoding (unlimited document size).

Legacy — RFC 1991 applies RFC 1991 encoding for legacy compatibility (100MB
maximum document size allowed).
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TERM DEFINITION
SIGNATURE
Key Pair The selected Key Pair used for signing.

Use ASCII Armor  When checked, applies ASCII Armor format to the signed data.

VERIFICATION

Certificate or Key The selected Certificate or Key Pair used for verification.
Pair

COMMENT

Comment A text box used for comments (optional).

OpenPGP Operation Flowchart

The following graphic displays a typical scenario for integrating OpenPGP policies with FTP policies:

| Keys Scroen | [ OpenPGP Policies Screen | i Network Policies Screen |
1. 2. 3.
Import or generate Create Open PGP SHRlRaLER

an OpenPGP Key. Policy that uses Network Palicy.

the OpenPGP Key

On the FTP Network Policy
server, create FTP User

On the FTP Paolicies, ﬂhl'd .Sel OpenPGP
Network server, pollmes_ for

Use Yes assign OpenPGP Create o PUT /GET :’;Ictlons where
OpenPGP Palicy to the PUT FTP User applicable.

and/or GET FTP
aclions drop down
lists.

Policies? boless

Palicies” FTP Network Policy will
now define PUT / GET
actions per defined FTP

User Policies.

No*

The Appliance will not apply any The PUT / GET
OpenPGP operations on the FTP operations will be based

data. on the FTP Policy.

Figure 1: OpenPGP Flowchart for Setting OpenPGP Security Policies.

| Note: You may perform FTP / OpenPGP operations with or without an associated FTP User policy.

How FTP Sessions Interrelate with OpenPGP Policies

If there is a change to an OpenPGP policy via the WebAdmin Ul that is being used by an FTP policy, the
changes do not take effect on open FTP sessions using that FTP policy. The Administrator will have to
bounce that FTP policy via the WebAdmin Ul to pick up the changes in the OpenPGP policy.
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OpenPGP Network Policy Examples

Examples for OpenPGP Policies include:

Add an OpenPGP Encrypt Policy.

Add an OpenPGP Signature Policy.

Add an OpenPGP Verify Policy.

Add an OpenPGP Sign & Encrypt Policy.

Add an OpenPGP Decrypt & Verify Policy.

Add Encrypt, Decrypt & Verify, Sign, Verify, or Sign & Encrypt with OpenPGP over FTP.
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Add an OpenPGP Encrypt Policy Using ASCII Armor
Follow these steps to create an OpenPGP Encrypt policy:

| Note: OpenPGP Encrypt policies can be specified with or without ASCII Armor and the Encoding option.

OPENPGP POLICIES

[] OPENPGP POLICY TYPE CREATED MODIFIED
Mo iterms to display

0 items found. Search . max results | 1000 m W

OPENMFGP FOLICIES = OPENPGP POLICY DET

OPENPGP POLICY

Marme': PGP_Dave_Encrypt
Mode: & Encrypt
O Decrypt & Verify
O sign
O verify

2 Sign & Encrypt
Append File Extension: [ asc

DECRYPTION
I<ow Pair

ENCRYPTION
Certificate or kKey Pair

Use AaSCIl Aarmor

Encoding Unlimited - RFC 2440 |~

SIGNATURE
Key Pair

Use AaSCIl Aarmor

VERIFICATION
Certificate or kKew Pair

COMMENT
Comment
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OPENPGP POLICIES

] opPeEnpcP POLICY TYPE CREATED MODIFIED
0 PGP Dave Encrypt Encrypt May 2, 2005 1:39 PM

1 items found. Search . max results | 1000

e Navigate to the OPENPGP POLICIES screen, and click New.

e Onthe OPENPGP POLICY DETAILS screen, overwrite this name and enter a unigue OpenPGP
Policy Name in the Name field.

e Aligned with Mode, check the Encrypt radio button.

¢ Inthe Append File Extension field, enter a file extension (asc).

Note: The Append File Extension field allows users to append a filename extension to outgoing files when
creating Encrypt, Sign, and Sign & Encrypt OpenPGP policies. This text field accepts a maximum of three
alphanumeric characters.

e Skip the DECRYPTION section.
e Inthe ENCRYPTION section, select one or more OpenPGP Key Pair(s) or Certificate(s) from
the Certificate or Key Pair drop down list.

Note: To select more than one Certificate or Key Pair, select the first Certificate, hold down the Control
key, and then select the second Certificate.

Check the Use ASCII Armor checkbox (optional).

From the Encoding drop down list, select an encoding option.
Skip the SIGNATURE section.

Skip the VERIFICATION section.

Enter any relevant text in the Comment text box (optional).
Click Create.
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Add an OpenPGP Signature Policy
Follow these steps to create an OpenPGP Sign policy:

Note: OpenPGP Sign policies can be specified with or without ASCIlI Armor. Currently, OpenPGP Sign
policies can not be configured with the Encoding option; therefore, signatures are generated by default in
the RFC 2440 format. This choice of defaulting to the new format can result in incompatibility of older
tools using signatures.

OPENPGP POLICIES

[l oPENPGP POLICY TYPE CREATED MODIFIED
[0 PGP Dave Encrynt Encrypt May 2, 2005 1:39 PM

1 items found. Search . max resuite | 1000 | [ETETN

(= ]

OPEMFGP POLICIES = OPENPGP POLICY DET

OPENPGP POLICY

Mame*: PGP_Sign_Dave
Mode: O Encrypt
) Decrypt & Verify
@ sign
O verify

O sign & Encrypt
Append File Extensian:

DECRYPTION
Key Pair:

ENCRYPTION

Certiticate or Key Pair: I—
v r

SIGNATURE
ey Pair PGP_Dave ~

Use ASGCI Armor
WERIFICATION

Certiticate or Key Pair:

Commen
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OPENPGP POLICIES

] oPENPGP POLICY TYPE CREATED MODIFIED
[0 PGP Dave Encrypt Encrypt May 2, 2005 1:39 PM

O epce Sign_ Dave Sign May 2, 2005 1:40 PM

2 items found. Search . max results | 1000

Navigate to the OPENPGP POLICIES screen, and click New.

On the OPENPGP POLICY DETAILS screen, overwrite this name and enter a unique OpenPGP
Policy Name in the Name field.

Aligned with Mode, check the Sign radio button.

Skip the Append File Extension field.

Skip the DECRYPTION section.

Skip the ENCRYPTION section.

In the SIGNATURE section, select an OpenPGP Key Pair from the Key Pair drop down list.
Check the Use ASCII Armor checkbox (optional).

Skip the VERIFICATION section.

Enter any relevant text in the Comment text box (optional).

Click Create.
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Add an OpenPGP Verify Policy
Follow these steps to create an OpenPGP Verify policy:

OPENPGP POLICIES

[] oPENPGP POLICY TYPE CREATED MODIFIED
[0 PGP Dave Encrypt Encrypt May 2, 2005 1:39 PM

[0 PGF Sign Dave Sign May 2, 2005 1:40 PM -

2 items found. Search . max results | 1000 m m

OFENFGF POLICIES » OPENPGP POLICY DET

OPENPGP POLICY

Mame": PGP_Dave_Verify
Mode: ) Encrypt
O Decrypt & Verify
O Sign
® verify

) Sign & Encrypt
Anpend File Extension:

DECRYPTION
Key Fair

ENCRYPTION

Certificate ar Key Pair: [—

Use ASCII Armor
Encoding:
SIGNATURE

Key Pair

Use ASCI Armor

VERIFICATION
Certificate or Key Fair PGP_Dave ~

COMMEMT
Comment
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OPENPGP POLICIES

[] oPENPGP POLICY TYPE CREATED MODIFIED
[0 PGP Dave Encrypt Encrypt May 2, 2005 1:39 P

[0 PGP Dave Verify Werify May 2, 2005 1:42 PM

[0 pGP Sion Dave Sian May 2, 2005 1:40 PM

2 items found. Search ., max results 1000

Navigate to the OpenPGP POLICIES screen, and click New.

On the OPENPGP POLICY DETAILS screen, overwrite this name and enter a unique OpenPGP
Policy Name in the Name field.

Aligned with Mode, check the Verify radio button.

Skip the Append File Extension field.

Skip the DECRYPTION section.

Skip the ENCRYPTION section.

Skip the SIGNATURE section.

In the VERIFICATION section, select an OpenPGP Key Pair or Certificate from the Certificate
or Key Pair drop down list.

Enter any relevant text in the Comment text box (optional).

Click Create.
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Add an OpenPGP Sign and Encrypt Policy
Follow these steps to create a blended OpenPGP Sign & Encrypt policy:

| Note: The blended OpenPGP Sign & Encrypt policy may be added with or without ASCII Armor.

OPENPGP POLICIES

68

[0 OPENPGP POLICY
[0 PGP Dave Encrypt
[0 PGP Dave Verify
[0 PGP Sign Dave
3 items found. Search

TYPE CREATED MODIFIED
Encrypt May 2, 2005 1:38 Phl
Verify May 2, 2005 1:42 Ph
gign May 2, 2005 1:40 Phl

COFENPGP POLICIES » OPENPGP POLICY DET

OPENPGP POLICY
Mame":

Mode:

Append File Extensian:

DECRYPTION
ey Pair

ENMCRYPTION
Certificate or Key FPair

Use ASCI Armor:
Encoding:
SIGNATURE

Key Pair:

Use ASCII Armor

VERIFICATION
Certificate or Key FPair

COMMENT
Comment

PGP_Sandy_SigEnc

O Encrypt

O Decrypt & Verify
O 8ign

O Werify

@ Sign & Encrypt

FPGP_Dave
FGF_davemanroe
FGF_joemitchell

L]

FPGP_Sandy ~
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OPENFPGP POLICIES

[] ©PENPGP POLICY TYPE CREATED MODIFIED
[0 PGP Dave Encrypt Encrypt May 2, 2005 1:39 PM

[0 PGP Dave Werify Werify May 2, 2005 1:42 PM

[0 PGP Sandy SigEnc Sign & Encrypt May 2, 2005 1:49 FM

O rcr Sign_Dave sign May 2, 2005 1:40 PM

4 items found. Search . max resultg | 1000 m m

Navigate to the OPENPGP POLICIES screen, and click New.

On the OPENPGP POLICY DETAILS screen, overwrite this name and enter a uniqgue OpenPGP
Policy Name in the Name field.

Aligned with Mode, check the Sign & Encrypt radio button.

Skip the Append File Extension field.

Skip the DECRYPTION section.

In the ENCRYPTION section, select one or more OpenPGP key pair(s) or Certificate(s) from
the Certificate or Key Pair drop down list.

Skip the Use ASCII Armor checkbox (optional).

In the SIGNATURE section, select an OpenPGP Key Pair from the Key Pair drop down list.
Skip the VERIFICATION section.

Enter any relevant text in the Comment text box (optional).

Click Create.
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Add an OpenPGP Decrypt and Verify Policy
Follow these steps to create a blended OpenPGP Decrypt & Verify policy:

OPENPGP POLICIES

[1 oPENPGP POLICY TYPE CREATED MODIFIED
[0 PGP Dave Encrypt Encrypt May 2, 2009 1:39 FM

O PGP Dave Werify Verify May 2, 20056 1:42 PM

O epce Sandy SigEnc Sign & Encrypt May 2, 2006 1:45 PM

[0 PGP Sign Dave Sign May 2, 2005 1:40 PM -

4 items found. Search . max results | 1000 m %

OPEMPGF POLICIES > OPENPGP POLICY DET

OPENPGP POLICY

MName*: PEP_Sandy_Decver
Mode: O Encrypt
@ Decrypt & Verify
O Sign
O werify

O Sign & Encrypt
Append File Extension:

DECRYPTION
ey Pair PGP_Sandy ~

ENCRYPTION

Certificate or Kew Pair ’7

Use ASCIl Armaor
Encoding:

SIGNATURE
ey Pair

Use ascil armaor

VERIFICATION
Certificate or Kew Pair

COMMENT
Somment
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OPENPGP POLICIES

[] oPENPGP POLICY TYPE CREATED MODIFIED
[0 PGP Dave Encrypt Encrypt May 2, 2005 1:39 PM

[0 PGP Dave Werify Verify May 2, 2005 1:42 FM

O PGP Sandy Decwer Decrypt & Verify May 2, 2005 1:46 PM

O roF Sandy SinEnc Sign & Encrypt May 2, 2005 1:45 Fh

[0 PeP Sign Dave Sign May 2, 2005 1:40 PM -

5 items found. Search , max results | 1000 m M e

e Navigate to the OPENPGP POLICIES screen, and click New.

On the OPENPGP POLICY DETAILS screen, overwrite this name and enter a unique OpenPGP
Policy Name in the Name field.

Aligned with Mode, check the Decrypt & Verify radio button.

Skip the Append File Extension field.

In the DECRYPTION section, select an OpenPGP key pair from the Key Pair drop down list.
Skip the ENCRYPTION section.

Skip the SIGNATURE section.

Skip the VERIFICATION section.

Note: When creating an OpenPGP Decrypt & Verify policy, the verification Certificate or Key Pair drop
down is disabled because the system checks your uploaded keys on the fly, as the document is being
processed, to find the matching public key for verification. If the encrypted document does not contain an
enclosed signed document, then the document is decrypted, and the verification step is skipped.

Conversely, if the encrypted document does contain an enclosed signed document, but a matching
verification public key is not found in your uploaded keys, then verification is not performed. However, in
both these cases, decryption proceeds as usual.

e Enter any relevant text in the Comment text box (optional).
e Click Create.
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Add Encryption with OpenPGP over FTP

Administrators may link Decrypt & Verify, Sign, Verify, or Sign & Encrypt in the same manner described

for setting set encryption with OpenPGP over FTP. Use the following sequence to set encryption with
OpenPGP over FTP that will be delivered in ASCII format:

| Note: Not all graphics are shown in this instruction.

KEVS

OFPENFGP FOLICIES » OPENPGP POLICY DET!

OPENPGP POLICY

Mame: PGP _Dave_Encrypt
Mode: ® Encrypt
O Decrypt & Verify
O sign
O Yarify

O Sign & Encrypt
Append File Extension: | asc
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OPENPGP POLICIES
OPENPGP POLICY  TYPE
FGP Dave Encrypt Encrypt
PGP Dave Verdy  Verify
PGP _Sandy Decver SBP;W‘&

arify
PGP Sandy SigEnc Sign & Encrypt

O @ @@ O N

PGP Sign Dave gign

Navigate to the Keys screen and import an OpenPGP key pair to use for encryption. Refer to the
Import OpenPGP Key Pair in One File section for instructions.

Navigate to the OPENPGP Palicies screen and add an OpenPGP Encryption Policy that uses
this OpenPGP key pair, and includes the Use ASCII Armor option. Refer to the Add OpenPGP
Encrypt Policy section for instructions.

From the Encoding drop down list, select an encoding.

Enter any relevant comment in the Comment field (optional).

Click Create. The OPENPGP POLICIES screen refreshes.

NETWORK POLICIES

IBM MQ Listener Policies

LISTENER
[0 namEe STATUS PROTOCOL ADDRESS MODE
[0 mMalistenerPaolicy-0 @ Jhd S G 192 1658.0.1:1414 Sync

Delete Dizable M

METWORK POLICIES > NEW
NETWORK POLICY

NETWORK POLICY
PROTOCOL

O HTTP

O Group Remaote

@ FTP

O smTP

O TIBCO Rendezvous
O 1BM Websphere MQ

O TIBCO EMS
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74

NETWORK ROLICIES =

k

]

FTP NETWORK POLICY

FTP NETWORK POLICY

Name*: PGPOverFTPJeff
Process as XML: |

User Policy Rule: Required ~|
LISTENER

Listener [P*: 10.5.6.55
Listener Port*: 21

Read Timeout(minutes)*: 0

Override PASV IP Address: O

PASV IP Address:

FTP over SSLITLS: O

SSL Listener Policy:
Auth Mode:

DEFAULT REMOTE

2 TLS S5L

Prevent user@host Syntax: 0O
Remote Server*: 11.11.11.55
Remaote Port*: 21
FTP over SS5L/TLS: O

S5L Remote Policy:
Auth Mode:

OPENPGP
OpenPGP GET:

OpenPGP PUT:

DATA COMPRESSION

[None] ~|
PGP_Dave_Encrypt -| Edit

KN
T
[=N
| —

Compression GET: [None] R
Compression PUT: [None] j
COMMENT
Comment:
FTP USERS
O FTP USER POLICY CREATED MODIFIED

After creating the FTP policy you will be able
add FTP user palicies.

e From the Network Policies screen, create a new FTP policy by clicking New.
e Onthe NETWORK POLICY TYPE screen, select the FTP radio button, and then click Next.
e Onthe FTP NETWORK POLICY screen, in the Name field, enter the name for this policy.
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Skip the Process as XML checkbox.

From the Use Policy Rule drop down list, select Required.

In the Listener IP field, enter the listener IP address.

In the Listener Port field, enter the listener port.

Skip Read timeout(minutes)

Skip Override PASV IP Address

Skip the FTP over SSL/TLS checkbox.

Skip the SSL Listener Policy drop down list.

Skip the FTPS mode radio buttons.

Skip the Prevent user@host Syntax checkbox.

In the Remote Server IP or Host Name field, enter the remote server IP.
In the Remote Port field, enter the remote port.

Skip the FTP over SSL/TLS checkbox.

Skip the SSL Remote Policy drop down list.

Skip the FTPS mode radio buttons.

Leave the OpenPGP GET drop down list selected to None.

From the OpenPGP PUT drop down list, select an OpenPGP Policy name.
Leave the Compression GET drop down list selected to None.

Leave the Compression PUT drop down list selected to None.

Click Create. The NETWORK POLICIES screen refreshes.

NETWORK POLICIES

FTP Policies

LISTENER REMOTE
] NAME STATUS PROTOCOL ADDRESS ADDRESS
) PGPiverFTPJefr @ FTF 10.5.6.55:21 11.11.11.85:21
IBM MQ Listener Policies
LISTENER
O nAmME STATUS PROTOCOL ADDRESS MODE
[0 mgListenerFolicy-0 @ JMEM G 192.168.0.1:1414 Sync

FTP USERS

] FTP USER POLICY CREATED MODIFIED

Mo iterms to display

Edit the FTP policy by clicking on this FTP policy link.
On the FTP POLICY details screen, at the bottom of the FTP POLICY details screen, create a
new FTP User Policy by clicking New in the FTP USER POLICY section.

Note: When working with FTP User policies, consider that:

A.

With the User policy rule set to REQUIRED or OPTIONAL, the FTP User policy becomes bound
to the FTP policy and the FTP User policy will now override the settings on the associated FTP
policy.

With the User policy rule set to REQUIRED, only FTP User policies attached to FTP policies will
be able to log in and use the product.

With the User policy rule set to OPTIONAL, only users that exist as an FTP User policy or a user
of a back end FTP server can log in.

When the FTP User policy is set to IGNORED, this option processes all transactions with the
configuration of the FTP listener itself (FTP policy). The back end FTP server is used to
authenticate the user.
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NETWORK POLICIES » FTP NETWORK POLICY » FTP L

FTP USER POLICY
Paolicy Mame': FTRJeffBulkEncrypt

LOCAL AUTHENTICATION
System user: rachelsmith v

REMOTE AUTHENTICATION

O Use system user

® Use non-system user

Femote User Mame": marypeterson
Remaote Passwoaord: T

Caonfirm Remote Password. | sesessssssss

REMOTE SERVER

Remote IP Address: 11.11.11.85
Remote Port: 21
FTP over 35L/TLS: i

S5L Remaote Palicy:

Auth Made: TLS  SSL

OPENPGP

OpenPGP Get: PGP_Sandy_Decver v
OpenPGF Put: PGP_Sandy_SigEnc v

DATA COMPRESSION

Compression GET: IIF - Decompress  |w
Compression PUT: ZIP - Compress -
COMMENT
Camment:

[Ceae

e Onthe FTP USER POLICY screen, in the Policy Name field, enter a name for this FTP User
policy.
Under LOCAL AUTHENTICATION, select the System user from the System user drop down list.
Under REMOTE AUTHENTICATION, select the Use non-system user radio button.

Note: Under REMOTE AUTHENTICATION, select the Use system user option when selecting which user
policy credentials are presented to the remote server.

Select the Use non-system user option when a user not on the Forum system whose credentials will be
presented to the remote server. This option also requires the non-system users’ password.

¢ Inthe Remote User Name field, enter the user name of a user to be authenticated on the remote
server.
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¢ Inthe Remote Password field, enter the password for this user.
¢ Inthe Confirm Remote Password field, re-enter the password for this user.

Note: The Remote User Name is the name of the user associated with this FTP User policy and identifies
whose credentials are presented to the remote server. The Remote User Name and Remote Password
are used by the product to authenticate outgoing users. The Remote User Name and Remote Password
may be from 0-unlimited keyboard characters.

¢ Inthe Remote IP Address field, enter the remote IP entered earlier for the FTP policy remote IP
address.

Note: The Remote IP address/port on this FTP User policy must match with the Remote IP address/port
of the FTP policy it is bound to. With this option, the credentials presented to the remote IP address of the
FTP policy (entered earlier) are those of the non-system user.

In the Remote Port field, enter the remote port.

Skip the FTP over SSL/TLS checkbox.

Skip the SSL Remote Policy drop down list.

Skip the FTPS mode radio buttons.

From the OpenPGP Get drop down list, select an OpenPGP Policy nhame as the OpenPGP
Decrypt & Verify Policy to use for overriding this FTP policy so that the product will manage
decryption and verification via OpenPGP over FTP.

Note: The OpenPGP GET drop down list contains the OpenPGP policies to use for FTP actions using
OpenPGP.

e From the OpenPGP Put drop down list, select an OpenPGP Policy name as the OpenPGP Sign
& Encrypt Policy to use for overriding this FTP policy so that the product will manage signing and
encryption via OpenPGP over FTP.

Note: The OpenPGP PUT drop down list contains the OpenPGP policies to use for FTP actions using
OpenPGP.

e From the Compression GET drop down list, select ZIP-Decompress.

e From the Compression PUT drop down list, select ZIP-Compress.

¢ Inthe Comment field, enter any relevant comment (optional).

e Click Create and the FTP NETWORK POLICY details screen refreshes.

Now, selecting the FTP policy just created opens the FTP policy details screen. At the bottom of the
screen, under FTP Users, the newly created FTP User policy is visible.

FTP USERS

] FTP USER POLICY CREATED MODIFIED
[0 FTPJeffBulkEncrypt Mar 22, 2005 5:30 hMar 22, 2005 5:30
P P

Delete
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Interactions Between FTP Policies and FTP User Policies
Once you have created your first FTP policy, click an FTP policy name link to return to the bottom of the
FTP Policy details screen.
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From the OpenPGP PUT drop down list, select
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SFTP POLICIES

SFTP policies provide client, server, and proxy options to handle Secure FTP (SFTP) traffic flow. SFTP
policies appear as an option under Network Policies and allow for creating a Listener, Remote, or Proxy

policy type.

SFTP Listener Policies
The Network Policies screen manages SFTP policies, their settings and status in the system, tracks

existing policies, port settings and policy parameters that listeners map to on the system. SFTP Listener
policies are used to accept connection from inbound clients.

NETWORK FPOLICIES »= SFTP LISTENER POLICY

SFTP. LISTENER POLICY

Name*:
Labels:

Use Device IP:

Listener IP*:

Listener Port™:

SttpListenerPalicy

o

0.0.00
22

Listener S3H Key: serverDsakey v |Edit

IP ACL Policy: Unrestricted » |Edit
Template Name: Default Template v |Edit
Send Response To Client
SFTP Remaote Policy: L]
Banner:
p:
ALLOWED AUTHENTICATIONS
# FPasswaord
User ACL: [Allow Alll *
Public Key
S5H Keys: b

The settings represent the IP, Port, and SSH key to use for the listener. Further setting include optional
IP level access control and error template. Response to the client is also an optional setting to provide a
default response back to the client after successful transfer of SFTP information. The Allowed
Authentication settings allow the policy to accept username, SSH keys, or both.
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SFTP Listener Policy Screen Terms
Please consider the following terms when working with SFTP listener policies.

TERM
Name

Use Device IP

Listener IP

Listener Port
Listener SSH Key

IP ACL Policy

Template Name
Send Response
To Client

Allowed
Authentications

DEFINITION
The identifier for this SFTP policy.

Uses the current device IP as the default IP. This setting allows the policy to
dynamically bind to the IP address of the Sentry host when the policy configuration
is transferred to other Sentry instances.

Rather than using the device IP, this setting explicitly sets the IP address for the
SFTP listener service.

The port for the SFTP listener service

The SSH policy to use for the SFTP transactions

(optional) The IP Access Control policy to restrict the Client IP sources allowed to
communicate with this policy

The error template to use for responses back to the client
(optional) Enables Sentry to send a response back to the client after successful
SFTP transaction. This requires an SFTP Remote Policy and an optional Banner

message to send to the client.

This determines whether to allow username and password, SSH Keys, or both.
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SFTP Remote Policies

The Network Policies screen manages SFTP remote policies, their settings and status in the system,
tracks existing policies, port settings and policy parameters that listeners map to on the system. SFTP
Remote policies are used to send SFTP transactions to remote SFTP endpoints (or respond back to the
client).

NETWORK POLICIES = SFTP REMOTE POLICY

SFTP.REMOTE POLICY

Mame*: SfipRemotePolicy
Remote Server*:

Remaote Port*: 22

Directary:

Transfer Mode:

Binary E

Verify Server Key
Known Hosts:

Process Response: O

AUTHENTICATION
@ Propagate Credentials
Specify Credentials
Username:
Passwaord:
Confirm Password:
Public Key Authentication
Username:
Remote S5H Key:

m
[=1
=

severDsakey

The settings represent the remote server communication parameters to configure, including Remote
Server IP and Port, the directory to publish the transaction to, the transfer mode (ASCII / Binary) and
whether to verify the remote SSH key. Authentication settings enable propagation of credentials
presented to Sentry on an SFTP Listener Policy, or specifying username credentials, or SSH credentials.
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SFTP Remote Policy Screen Terms
Please consider the following terms when working with SFTP Remote policies.

TERM DEFINITION

Name The identifier for this SFTP policy.

Remote Server The IP address or hostname of the target SFTP server

Remote Port The port for the SFTP target server (default is Port 22)

Directory The directory to publish the transaction once the connection is established
Transfer Mode Binary or Text (ACSII) transfer mode

Verify Server Key (optional) Verify the Server SSH Key against a Known Hosts policy to ensure
that the endpoint SSH Key has been deemed a known trusted server

Process Response  Used to determine if the response from this policy is to be send to the Task
Groups for document processing

Authentication e Propagate Credentials

Will use the credentials presented to Sentry on the inbound SFTP listener
policy

e Specify Credentials

Allows a username and password to be specified for username based
authentication.

e Public Key Authentication

Allows an SSH Key policy to be specified to use for SSH Key authentication

Forum Sentry™ OpenPGP Guide | 89



SFTP Proxy Policies

The Network Policies screen manages SFTP proxy policies, their settings and status in the system, tracks
existing policies, port settings and policy parameters that listeners map to on the system. SFTP Proxy
policies are used to receive SFTP transactions and then send to remote SFTP endpoints (or respond
back to the client).

NETWORK POLICIES = SFTP NETWORK POLICY

SFTP NETWORK POLICY

Name*: SfipPalicy

Process: =

LISTENER

Use Device IP: E

Listener IP*: 10.5.1.198

Listener Port*: 22

Listener S5H Key: serverDsaKey [» | Edit

ALLOWED AUTHENTICATIONS
Password
Use ACL: [Allow All] |Z|

Public Key
Authorized SSH Keys:

REMOTE
Remaote Server®:
FRemote Port®: 22

Verify Server Key
Known Hosts:

REMOTE AUTHENTICATION
@ Propagate Credentials
Specify Credentials
Username:
Password:
Confirm Password:
Public Key Authentication
Username:

Remote SSH Key: serverDsaKey Edit

The settings represent the listener policy configuration settings to accept inbound SFTP and the remote
server communication parameters to communicate with a remote SFTP instance. These settings are
described in detail in the preceding SFTP Listener Policy and SFTP Remote Policy sections.
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SFTP Proxy Policy Screen Terms

Please consider the following terms when working with SFTP Proxy policies.

TERM DEFINITION

Name The identifier for this SFTP policy.

Remote Server The IP address or hostname of the target SFTP server

Remote Port The port for the SFTP target server (default is Port 22)

Directory The directory to publish the transaction once the connection is established
Transfer Mode Binary or Text (ACSII) transfer mode

Verify Server Key (optional) Verify the Server SSH Key against a Known Hosts policy to ensure
that the endpoint SSH Key has been deemed a known trusted server

Process Response  Used to determine if the response from this policy is to be send to the Task
Groups for document processing

Authentication e Propagate Credentials

Will use the credentials presented to Sentry on the inbound SFTP listener
policy

e Specify Credentials

Allows a username and password to be specified for username based
authentication.

e Public Key Authentication

Allows an SSH Key policy to be specified to use for SSH Key authentication
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SSH KEY POLICIES

The Keys screen provides a workspace for managing SSH keys. SSH Keys can be generated directly on
Sentry, or imported from other sources into Sentry.

KEY S

NAME TYPE SIZE STATUS

serverDsaKey 55H Key Pair 1024 Active

ey S5H Public Key 1024 Active

SSH Key Pair 1024 Active

serverkey pub 55H Public Key 1024 Active

S5H Key Pair 1024 Active

S5H Public Key 1024 Active

Key Pair 1024 Active

test4d 0 cert Certificate 1024 Active

testd 1 cert Certificate 1024 Active

testd 2 cert Certificate 1024 Active

testd 3 cert Certificate 1024 Active

16 items found. Search . max results | 1000

[42]
I=
=]
S

SSH Key Policy Screen Terms
Please consider the following terms when working with SSH Key policies.

TERM DEFINITION

Name The identifier for this SSH Key policy.

Algorithm Specify the algorithm to use for the SSH key generation. Options include
SSH1_RSA, SSH2_RSA, and SSH2_DSA

Key Size The size of the generated SSH Key. Options include 1024, 2048, and 4096.

Passphrase The passphrase to use for the generated SSH Key

Create an SSH Key

To create a new SSH Key, go to the Keys screen and click the New button. In the Wizard, choose the
OpenSSH Key Pair option. On the next screen, enter the Key policy name, algorithm, key size, and
passphrase, then click the “Create” button to generate the key.

Import an SSH Public Key or Key Pair

To import an SSH Key or Key Pair, go to the Keys screen and click the Import button. In the Wizard,
choose the “SSH Public Key”, or the “SSH Key Pair” option. On the next screen, choose to upload from
file, or paste from clipboard.
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APPENDICES
Appendix A - FTP Error Codes

The following table displays a list of FTP error codes and their descriptions. Some of these error codes
return different messages depending on the situation.

FTP ERROR DESCRIPTION

CODE

110 “Restart marker reply"”

120 "Service ready in <something> minutes"

125 "Data connection already open; transfer starting"

150 "File status okay; about to open data connection" in response to a data transfer

command (LIST, NLST, RETR, STOR, STOU, APPE) when about to read data
from or write data to the client

200 "Command <command> okay"

200 "Command PORT okay" if PORT command is well formed

200 "Directory changed to <something>"

202 "Command <command> not implemented, superfluous at this site"

211 "FtpServer Connected to <something> Connected from <something> Logged in

as <something> End of status"

211 "System status, or system help reply"

212 "Directory status”

213 "File status"

214 "Syntax: <command> <arguments>"

214 "The following commands are implemented. <list of commands> End of help"
214 "Unknown command <command>"

215 "<something> Type: FtpServer"

220 "Service ready for new user"

220 "Service ready for new user" when the system is ready for login
221 "Goodbye" in response to the QUIT command

221 "Service closing control connection”

225 "Can't open data connection”

226 "Closing data connection”
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FTP ERROR DESCRIPTION

CODE

227 "Entering Passive Mode (<something>)" if PASV command succeeds on the
system

230 "User logged in, proceed" if login succeeds on the system

234 "<command> <argument> successful" *

250 "Requested file action okay, completed"

250 "Requested file action okay, completed. Generated file: <something>"

257 "<something>' created"

257 "'<something>' deleted"

257 "<something>' is current directory"

331 "Guest login ok, send your complete e-mail address as password"

331 "User name okay, need password for <username>" if USER command needs a
password

332 "Need account for login"

350 "Requested file action pending further information"

350 "Restarting at <position>. Send STORE or RETRIEVE to initiate transfer"

421 "Invalid response from server" if the remote server does not prompt for login
when we first connect to it

421 "Proxy unable to connect to server" if the remote server could not be contacted

421 "Proxy unable to resolve server address" if the remote server specified by the
FTP policy could not be resolved

421 "Remote server closed connection; closing client connection" if the system
receives a 421 response on the remote control connection

421 "Service not available, closing control connection" if USER command discovered
the maximum number of users are already logged in

425 "Can't open data connection”

426 "Connection closed; transfer aborted"

431 "No such directory”

450 "Requested file action not taken"
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FTP ERROR
CODE
451

451

451

451

451

451

452

DESCRIPTION

"Requested action aborted" (message may vary) for most errors during a data
transfer command (LIST, NLST, RETR, STOR, STOU, APPE), examples:

e Server didn't return 227 in response to PASV command, or returned
malformed 227 response

e Appliance was unable to create server socket to use for remote PORT
command, or remote returned an error in response to PORT command

e Opening client data socket failed

"Requested action aborted. <argument>"
OpenPGP Encryption failed: Use BINARY FTP transfer mode.

If an Encryption or Signature operation is performed over ASCII FTP transfer
mode and the user has not selected the "Use ASCII Armor" option for the
corresponding OpenPGP policy, then the FTP transfer will fail. This is to prevent
the binary encrypted or signed data from getting corrupted as a result of sending
non-printable binary over the FTP ASCII transfer channel. The user must either
switch to binary FTP transfer mode, or they must select the "Use ASCII Armor"
option for the OpenPGP policy if they wish to use ASCII FTP transfer mode.

OpenPGP Decryption failed: Use BINARY FTP transfer mode.

For Decryption and Verification operations, if the FTP policy detects that the
incoming file is in binary OpenPGP format but the FTP transfer mode is ASCII,
then the decryption or verification operation will fail. The user must perform the
operation using binary FTP transfer mode. If the incoming file from the remote
server is in the OpenPGP ASCII ARMORED format, then the user can chose
either ASCII or BINARY FTP transfer mode as both modes will not corrupt the
incoming PGP ASCIl ARMORED data.

OpenPGP Signature failed: Use BINARY FTP transfer mode.

If an Encryption or Signature operation is performed over ASCII FTP transfer
mode and the user has not selected the "Use ASCII Armor" option for the
corresponding OpenPGP policy, then the FTP transfer will fail. This is to prevent
the binary encrypted or signed data from getting corrupted as a result of sending
non-printable binary over the FTP ASCII transfer channel. The user must either
switch to binary FTP transfer mode, or they must select the "Use ASCII Armor"
option for the OpenPGP policy if they wish to use ASCII FTP transfer mode.

OpenPGP Signature Verification failed: Use BINARY FTP transfer mode.

For Decryption and Verification operations, if the FTP policy detects that the
incoming file is in binary OpenPGP format but the FTP transfer mode is ASCII,
then the decryption or verification operation will fail. The user must perform the
operation using binary FTP transfer mode. If the incoming file from the remote
server is in the OpenPGP ASCII ARMORED format, then the user can chose
either ASCII or BINARY FTP transfer mode as both modes will not corrupt the
incoming PGP ASCIl ARMORED data.

"Requested action not taken"
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FTP ERROR
CODE

500

501

501

501

501

501

502

503

504

521

521

530

530

532
534

550

550

550
550
552

553

* Specific to FTPS.

DESCRIPTION

"Syntax error, command <command> unrecognized"

<argument>' is not a valid argument"

<argument>' is not a valid directory"
"<argument>' is not a valid pathname"
"Syntax error in parameters or arguments"” if PORT command is malformed

"Syntax error in parameters or arguments"” if USER command did not specify a
user name

"Command <command> not implemented"

"Bad sequence of commands" if a file transfer is in progress and an FTP
command other than ABOR or QUIT is sent

"Command <command> not implemented for that parameter"
"'<something>' already exists"

"Data connection cannot be opened with this PROT setting" *
"Access Denied" if login fails on the system

(message varies) if remote login fails because of an 1/O failure

"Need account for storing files"

"Invalid protection level" *
"File <argument> unavailable"
"Requested action not taken" if PASV command fails on the system

SSL required on the control channel *
TLS required on the control channel *

"Requested file action aborted"

"Requested action not taken"

In some situations, errors from the remote server are proxied directly back to the client. In these cases,
Forum Systems cannot predict what the error message will be. In others, the error code from the remote
server is used, but with an error message generated by the system from the set of standard FTP error

code

messages.
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Appendix B - Constraints of FTP Security Guide

ELEMENT
OpenPGP Key Name

OpenPGP Private Key Passphrase

OpenPGP Key Size

Enabled Server Policies at one time
FTP Policy Name and

FTP over SSL/TLS Policy Name

FTP User Policy Name and
FTP over SSL/TLS User Policy
Name

Remote User Name

Remote Password

OpenPGP Encrypt Policy,
OpenPGP Decrypt & Verify Policy,
OpenPGP Sign Policy,

OpenPGP Verify Policy
OpenPGP Sign & Encrypt Policy

Append File Extension field

CONSTRAINTS

Unique, case sensitive and accepts
underscores and dashes.

Case sensitive and accepts underscores and
dashes.

1024-4096 bits
Unlimited *
Unique, case sensitive and accepts

underscores and dashes.

Unique, case sensitive and accepts
underscores and dashes.

Unlimited keyboard characters.

Unlimited keyboard characters.

Unique and accepts underscores and dashes.

Allows users to append a filename extension
to outgoing files when creating Encrypt, Sign,
and Sign & Encrypt OpenPGP policies.
Accepts a maximum of three alphanumeric
characters.
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CHAR COUNT
5-32

6-255

N/A

N/A

5-32

5-32

O-unlimited

O-unlimited

1-32
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Appendix C - Specifications in FTP Security Guide

FTP Policies and FTP over SSL/TLS Policies
FTP over SSL/TLS Policies

FTP User Policies

FTP over SSL/TLS User Policies

Simultaneous FTP connections

The maximum document size for RFC 1991
encoding compliance

The maximum document size for RFC 2440
encoding compliance

The overall maximum number of FTP
simultaneous connections for indefinite length
RFC 2440 encoding

* Limited only by disk space.
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Unlimited *
Unlimited *

The number of FTP User Policies on one FTP policy
is unlimited.

The number of FTP User Policies on one FTP policy
is unlimited.

The system supports unlimited large file transfers with
streaming OpenPGP policies. OpenPGP policies can
include 128 simultaneous open streams, limited by the
disk capacity on a client or server.

100MB

Unlimited

128

Example:
127 connections (Unlimited — RFC 2440)
1 connection (Legacy — RFC 2440)
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add an FTP over SSL/TLS policy..........cccuueeee. 21
add an FTP over SSL/TLS User policy ............ 25
add an OpenPGP Verify policy .......cccccceeuvneee. 66
add blended OpenPGP Sign & Encrypt policy.68
add FTP policy and configure OPENPGP SECUILY ......uuviieiiiiiiiiiiiee e e e s st e e e e s s stere e e e e e e s s snnra e e e e e e e s nnneeees 15
add OpenPGP Decrypt & Verify policy ............ 70
add OpenPGP Encrypt policy ........ccccceviveeene 62
add OpenPGP Sign policy ......cccccovviieeiiiieeens 64
ASCHl it 30
ASCIl armor format ........ccccceveeeiiiiiiieeeeee e 58
changing OpenPGP policy settings during an FTP SESSION .......ccoiiiiiiiiiiiieeiieee e 60
CONVENLIONS USEA ... 1
delete an OpenPGP key pair ........ccceeveveeeneen. 55
delete an OpenPGP public key....................... 55
delete OpenPGP key pair or OpenPGP public certificate unless referenced elsewhere .......................... 31
Diffie-Hellman.........cccccoiiiee 30
ElGamal.........cooociiiiiiiee e 30
Encoding optionS.........cceeeiiiiie i, 58
encrypt
adding fOr OPENPGP OVET FTP...cciiiiiiiiiiiii ettt bbb e e s sabb e e e s snneeee s 72
export all OpenPGP keys into ASCI Armored file .........ocuuiiiiiiiiii e 47
export an OpenPGP key pair.........ccccvevnivneeen. 53
export OpenPGP keys from Key Details screen49
FTP error code specific to FTPS................ 94, 96
FTP error code table
L0005 (10 =TT SUTTR 93
FTP over SSL/TLS option for FTP over SSL/TLS NetwWork POlICY.........couueeiiiiiiiiiieeeaeiiiieeee e 5
FTP over SSL/TLS option for FTP over SSLITLS USEr POLICY.........uuuiiiiiaiiiiiiiiieee e 12
FTP over SSL/TLS option for the listener .......... 5
FTP policy
5 0T PP 4
OIS 4
FTP USEr POICY....uvvieiieeeiiiiiiieiee e ceciieeee e 7
=T o L1 o SR 18
L3 =T 101 o] [T PO PP U PP PP PPPPPPPPPRPN 14
O E= 10 [P PP PPPTTP PRI 11
FEMOLE PASSWOIU .....eiiiiiiiiiiiie ettt e ettt e e e e e ettt et e e e e e s n b et eeeeeee s e s nnbeeeeeeeeesaannbbeeeeeaeeesannnnees 77
L(] .4 TP PPPPPTRPPPRPPPPPPN 11
FTPS e 2
FTPS standards
O S 1 PSPPSRI 2
F O N R 0 PRSPPI 2
generate an OpenPGP key pair.............ccuueeee. 55
GZIP - COMPIESS ..o 6, 12
GZIP - DECOMPIESS ..cooeeeeeeeieeeeeeeeeeeeeee e 6, 12
Ignored FTP User policy rule ..........ccocvveveeennnns 4
import an OpenPGP key pair from multiple files41
import an OpenPGP key pair from one file ...... 32
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import an OpenPGP public certificates...... 44,52

import OpenPGP Key Pair stored in one file by pasting from clipboard ............ccccccceeeiiiiii e, 34

Keys
number of days in advance of OpenPGP key expiry to send an alert email ...........c.cocoveeiiiiieiiiiineennns 40

KEeYS SCIreen .....ooceviiiiiieeiieiecee e 29,92

listener address for FTP policy.........ccccoccvvveennne 3

HStENEr IP oo 4

[IStENEr POIt......eviiiiiiiieiiee e 4

Network Policies screen terms for FTP policies and FTP over SSLITLS .......coooiiiiiiiiiiieeieeeeee e 3

OpenPGP
L O O IR o1 o= 1 To o PP 57

OpenPGP algorithms supported ..................... 30

OpenPGP GET .....ocoveiieeiie e 5,6, 12

OpenPGP key expiry alert settings................... 40

OpenPGP key formats supported .................... 30

OpenPGP Key policy
(2 1011 o] LT TP STTTRTPTP 31

OpenPGP key protocols supported ................. 30

OpenPGP key sizes supported.........cccocueeeennee 30

OPENPGP KEYS ..ot 29
=L o Lo TN A=) d oL ] U] o o PP PTP 49
=T (o I oto] 09T 0 T=T 0| PP T UOTPPPUPPPRN 51

OpenPGP network policy
1= 10 0] 0] 1 ST PP PR TUOUPUPRPPRN 61

OpenPGP over FTP
= Lo 0] U | PP UT T UUPUPUPPPPTN 2

OpenPGP policy
F Y o] L= oo I 1 L= g (=T 1S3 o o SRR 63
ASCII armor format encoding fOr ENCIYPLION .....ceiie i e e e er e e e e 59
ASCII armor format encoding fOr SIGNING ....evveiriie e s e e e e s e rreeeee s 60
certificate or key pair for VErfiCatioN ............eeviiiii i e e e e r e e e e e e s annes 60
D= Tod oY o 1A Y A= 41 Y0 1 o Lo = S 59
Tt/ o) A 4T To [ TSP OPR 59
Encrypt with APPend File EXTENSION .....coiii ittt e e e e e e e ae e e e e e e e e anneeeeeeas 59
)Y o L= UL g o] o [=Ted oY/ ) [ ] o PRSPPI URR 59
GV LTI g (o] =T g o1 Y/ o o] o PP PPP P TSP PPPPPPTPPPPPPNE 59
GV oL U1 g (o] gR=1To [ o] o [ TP O PSP PP PPPPPPPPRPPPPPOE 60
Legacy — RFC 1991 fOr @NCIYPLION ......uviiiiiiitee ettt ettt et e st e st e e e e e e 59
[ S O VT4 o] gt =Y o3 Y] ) 1 [0] o U SEES 59
S Fo I =1 o Y o180 210 o =S USERRt 59
LT T T 0 o = 59
unlimited — RFC 2440 fOr @NCIYPUON .. ...uuuieiiiiiiiiiiiiiiieeeieieeeueeeeereeeeareeeeerer e 59
VY MU .. 59

OpenPGP pProtocol.......ccccveeeviicceiiiiieeee e 30

OpenPGP PUT......oooieiieeiee e 5,6, 12

OpenPGP SCreen .........cceeevveeiieeiiiiiinieeeeeeeeiiennn 57

Optional FTP User policy rule ............ccccvvveeenn.n. 4

PKCS KEYS ..ot 29

policy name for Policy ........ccccceveeiiiiiiiiiieec e, 3

policy name for Tibco-EMS policy..87, 89, 91, 92

prevent user@host Syntax ...........occeeeeviveeeenne 5

protocol for FTP poliCy .......cocccvveviiiieiiiiieee 3

Remote address for FTP policy .........cccccceeeenee. 3

Remote IP address with FTP User policy ........ 12

Remote Password with FTP User policy.......... 11

Remote POrt..........uuviiiiiiiiiiiieieieieee s 5
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Remote port with FTP User policy ................... 12

remote server IP or host name ............cccceeenee 5
Remote User Name with FTP User policy ....... 11
Required FTP User policy rule..........cccoccvvveenen 4
RSAV3aNd V4 ... 30
select multiple Key Pair or Certificate names

OPENPGP ENCIYPL POICY ettt ettt e ettt e e st e e e s bt e e e e sbb e e e e abn e e e e snbneeeeaa 63
Settings command

VISIDIE ONIY WHEN ..o ettt e s et e s e e e e 32
sort by name

L @ o T=T o] 1 e =Y A PSSR 29
SSL Listener POlICY ....cccoeveeeieieieeeeeee e, 5
SSL Remote Policy p[topm for FTP over SSL NetwWOrk POICY ...........uuuuuuiiiiriiiiiiiiiiiiiiiiiiieeinieinineninnnenennnnnnnen 5
SSL Remote Policy with FTP over SSL USEr POLICY .....uuuuuuiiiiiiiiiiiiiiiiiiiinvneeeennaeneenesnenenenennnennnrnrnrnnnnn 12
status of a Network policy ...........cooeeveve. 3
view OpenPGP key details..........cccccevvvverennnne. 39
view OpenPGP public certificate details .......... 46
ZIP - COMPIeSS ..coeieiieeeeeeeeeeeeeeeeeeeeeeeeeeee e 6, 12
ZIP - DECOMPIESS ..covvvviiiiieeeeeeeiiiiieeeeeeeeenenns 6, 12
ZIPs with more than one entry .........cccccoevveeeenne 2
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